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Overview

This document explains what a Check Point PartnerMap account is and how OPSEC
partners should use the account. It covers the basics of maintaining the account and
accessing the major benefits of the account (including evaluation licenses, product
downloads, OPSEC.com resources and OPSEC support).

PartnerMap and User Accounts

A valid email address is needed to register at the User Center. This is used as the User
Center username. Once a user is registered they can join User Center accounts and
PartnerMap Accounts. For OPSEC Partner employees the link to the PartherMap
Account gives them access to download Check Point software, access to protected
pages of the OPSEC site, and access to SecureKnowledge solutions.

The user will also be a member of a User Center Account and this is used to generate
eval licenses. Each user can create their own account, but it is recommended to have
one User Center Account for multiple users who belong to the same company. In this
way each can be given access to generate eval licenses which are assigned to that
account.

For more information review the Getting Started link
https://scl.checkpoint.com/uc/htmis/get started.html

Requirements for PartnerMap Accounts

A PartnerMap account is created for an OPSEC Partner after signing the OPSEC
Application or Appliance Partnership contract and providing an up-to-date primary
contact.

The primary contact in the partner company will be given full edit permission on their
corporate PartnerMap account — they will be responsible for assigning the co-workers at
their company to the PartnerMap account.

In order to assign a co-worker to the partner’s corporate PartnerMap account (and thus
extend the relative privileges of the account) the co-worker should first create a
UserCenter account (see ‘UserCenter Account Creation’).

A UserCenter account can be created by anyone — However until it is mapped to a
PartnerMap account it won’'t have any access privileges. The primary contact must login



into the UserCenter and add ‘Contacts’ for each co-worker who should have access to
Check Point resources (see ‘Maintaining the PartnerMap Account’).

Important:

The primary contact on the PartnerMap account is the same person who was
designated as the OPSEC Alliance Primary Contact on our latest request for contact
updates.

If you don’t know who the Primary contact is in your company and/or nobody has filled
out the contact form above you must contact us via the link below — this way we can
validate the relationship and create a PartnerMap account for you.
http://www.opsec.com/contact.html

Please be sure to include the Primary contact name, full mailing address, phone number, email
address and company URL so we can contact you and create the appropriate account.

UserCenter Account Creation

In order to create a UserCenter account simply go to this url
https://usercenter.checkpoint.com/usercenter/index.jsp

Click the ‘Sign-Up Now’ link in the lower right hand corner. This page is presented
https://usercenter.checkpoint.com/usercenter/portal/user/anon/page/createProfile.psml
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Fill it out and press submit — you will receive an email with details about the UserCenter account
and the password.

Note: If you are a Primary contact or you are added as one via the Contact creation
mechanism you will receive an email when the account is created and the above step
isn’t necessary.




Be certain to fill in all details in your ‘Profile’ (see below). We rely on this information
to communicate important things about the OPSEC Program and product integrations.
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Maintaining the PartnerMap Account

Each partner is expected to assign a primary contact who is responsible for the
following PartnerMap procedures:

1. Granting Co-worker Access to Check Point resources
2. Revoking Co-worker Access to Check Point resources




3. Maintaining various partner information on the account (such as business profile,
sales forecast, contacts management, etc.).

In order to grant or revoke co-worker access the primary contact needs to login to the
UserCenter (https://usercenter.checkpoint.com/usercenter/index.jsp), navigate to the
below screen and select ‘add contact’ or ‘delete contact’ as appropriate.

Clicking ‘Add Contact’ results in the following screen:



It is important the Email Address used when adding the contact (aka co-worker) match
the email used in the UserCenter account creation process above. The privileges
should be granted to the co-worker consistent with their role/responsibilities (keep the
number of people with edit privileges to a minimum).

The Primary Contact should add each individual at their company who will be
responsible for working with the OPSEC team. At the very least a technical contact,
marketing contact and support contact should be added (you can add as many contacts
as you wish).

If a primary contact adds a co-worker who doesn't already have a UserCenter account
one can automatically be created (all that is required is the email and first/last name —
this will create an account for the user and they can login and update their profile
appropriately).

The other account items (business profile, sales forecast, etc.) can be edited as
appropriate - partners are encouraged to keep all information as up-to-date and
complete as possible.



Obtaining Evaluation Licenses for Our Products

Check Point software products ship with a temporary evaluation license which is good
for 30 days. However, in order to allow product development and QA additional license
strings can be obtained. The licenses are generated through Bank Certificate Keys
which can be obtained by contacting your alliance manager (or requesting via
http://www.opsec.com/contact.html).

Note: We don’t provide permanent licenses but the process for issuing a new evaluation
license is straightforward.

1. What are Bank Certificate Keys?

a.

b.

BCKs enable an OPSEC partner or perspective partner to generate 60 or
90 day evaluation licenses
Provider-1 evaluation licenses require a specific Provider-1 evaluation
license. Otherwise evaluation licenses are valid for the Check Point
product installed
can be used to generate up to 15 licenses
I. each license can be assigned to the same IP address or a different
IP address
ii. each license can be locally assigned to a VPN-1/FireWall-1
enforcement module or (recommended) centrally assigned to a
SmartCenter Server and then attached/detached to SmartCenter
managed enforcement modules as needed.

2. How to generate the first Evaluation License at the User Center using a BCK

a.
b. Select Accounts and Products

c. Select an Account

d.

e. Select “Enter Certificate Key / MAC Address” and enter the Certificate Key

Sign in at the User Center

Select Add Products



A confirmation that the product is added is displayed
Select Products

Under Product List View, Select Evaluations
The following displays one Evaluation BCK in item 4 that has already been
used to generate an eval and four CKs that have not been used yet

—Ta ™

]. Select the Evaluation BCK and select License



k. Fillin the form as needed. Central in the “Type of License” field selection
is recommended. This is because SmartCenter SmartUpdate stores
licenses in a Repository. These licenses can be attached or detached to
remote enforcement modules as needed from the SmartCenter central
repository.

I. Select the Activate button

m. A confirmation page is displayed and an email is sent with the license
details to your email account.

Note: The email explains how long the license is valid for (60 or 90 days) and the
number of eval licenses that can be generated using the certificate before it has to be
renewed.

n. Follow the instructions in the email on how to install the license or use Get
License to download a file containing the license.

3. How to generate another license using the same BCK



Sign in at the User Center
Select Accounts and Products
Select an Account
Select Products
Under Product List View, Select Evaluations
Select the BCK desired | Select License or Select More and then
Select License
Select the same or a new IP address as needed. See the Figure above.
Select Change
i. A confirmation page is displayed and a new email is sent with the
new license details to your email account

~S@meoooTw

Note: The User Center does not display a tally of all of the licenses generated, but this
is included in the email sent with the license details. The User Center only shows the
last license generated. If more than 15 licenses are needed allow 3 — 5 days of
processing time so that another BCK can be sent by your Alliance Manager.

4. Using SmartUpdate to install a license
a. The same operation as in steps 4 and 5 can be initiated from a
SmartUpdate client connection to a SmartCenter server
b. Select Licenses | Add License.. | Add From User Center



c. The file is saved on the SmartUpdate client host and can then be imported
into the SmartUpdate License Repository and attached/detached to VPN-
1/FireWall-1 modules as needed.

d. Select Licenses | Add License.. | From File

Accessing Check Point Software Downloads

When a partner is first signed into the OPSEC Program upon request we will ship a
cdrom containing our latest software. Subsequent requests from partners for a cdrom
can be fulfilled via this link

http://www.checkpoint.com/getsecure.html

The full product may also be available on our download site
http://www.checkpoint.com/downloads/index.html

As a partner you have full access to the software subscription site and are encouraged
to test with our latest releases.

Note: The OPSEC SDK and the relevant tools for it are available on the opsec.com
web site
http://www.opsec.com/cp_products/opsec _sdk.html

Partner Resources Available Online

There are several important password protected sections available to partners via links
from or on OPSEC.COM or checkpoint.com. These sections are accessible by using a
UserCenter account which has been added to the partners PartnerMap account as
described in previous sections.

Marketing Resources
http://www.checkpoint.com/opsecpartners/marketing/resources/index.html

The marketing resources section describes some of the co-marketing activities, case
study participation opportunities, press release support etc.

In addition logo information and usage guidelines can also be obtained via the
Marketing resources section
http://www.checkpoint.com/opsecpartners/marketing/resources/logo _guidelines.html
http://www.checkpoint.com/logos/




Developer Resources
http://www.checkpoint.com/opsecpartners/marketing/resources/partner.htmil

There are a few essential pieces of information for developers (aside from the OPSEC
SDK documentation and sample code).

1. The Developer Portal
Contains explanations about each of the APIs and known issues and certification testing
concerns.

Regular OPSEC SDK
http://www.checkpoint.com/opsecpartners/developer/applications/api portal/index.html

Desktop OPSEC SDK
http://www.checkpoint.com/opsecpartners/developer/applications/ci saa.html

2. Web casts and Newsletter Archive

There are often technical web casts posted here for on-demand replay (many important
non-technical program web casts are also posted here)
http://www.checkpoint.com/opsecpartners/marketing/resources/replay signup.html

We occasionally send out a newsletter and archive it here
http://www.opsec.com/developer/newsletter/index.html

3. Submission Reports

There are submission report documents which must be completed prior to submitting a
product for OPSEC certification (they should be reviewed prior to beginning
development of an integration).
http://www.checkpoint.com/opsecpartners/developer/applications/cert subreport.html

OPSEC Support Program

OPSEC partners are encouraged to utilize our support program to resolve integration
issues (development bugs etc.). The program provides a free basic level of support and
has additional levels which can be purchased if a company needs assistance beyond
the initial level. The Tiered structure and the signup instructions are available here

Basic information
http://www.checkpoint.com/services/techsupport/programs/opsec.html




Order Support
http://www.checkpoint.com/support/technical/sdksupport/order/index.html

A UserCenter account (mapped to a valid PartnerMap account) is required to signup for
the program and to access many of the links. If you have questions about the OPSEC
Support program review the following link
http://www.checkpoint.com/support/technical/sdksupport/fag _general.html

And or send questions to http://www.opsec.com/contact.html

If you have questions about the status of your OPSEC Support order please follow the
contact instructions located here based on your geography (asia, emea, usa):
http://www.checkpoint.com/support/technical/sdksupport/order/index.html




