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The world’s leading software company specializing in Internet Security
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{8 Certification Authority
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Fle Acion Yew Help

Client Authentication, Server Authentication
Server Authentication
Client Authentication, Server Authentication

inate Certification Autharity =<All=

Export List,

Help

e OE BB 2
IE Certification Authority (Localy Name | Intended Purpose
det markcard Logon Client Authentication, Smart Card Lagon
(L Revaked Certficates Enrollment Agent Certificate Request Agent
{0 Tssued Certfficates martcard User Secure Email, Client Authentication, Smart ...
{3 Pending Requests irectory Email Replication Directory Service Email Replication
g Falled Requests Domain Controller Authentication Client Authentication, Server Authenticatia...
Manage r:overy Agent File Recovery
Fs Encrypting File System

Refresh Encrypting File System, Secure Email, Clien...

trator Microsoft Trust List Signing, Encrypting File. ..

|Enable additional Certificate Templates on this Certification Authority
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Select one or more Certificate Templates to enable on this Certification Authority

Name | Intended Purpose [ =]
Cross Certification Autharity <Al
rioliment Agent [Computer] Certificate Request Agent
xchange Enrcliment Agent (Offine request]  Certificate Request Agent
wchange Sianature Only Secure Email
Key Recovery Agent Kep Recovery Agent
RS and 145 Server Client Authentication, Server Authentication
Router [Offine request) Cliert Authentication

AT oo |ist

m Cancel
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S Rihve e tiony e nd Eomples) =R
% Ele Action View Window Help | =11
@B XEFRR | eB8kLTE
‘& Active Directory Users and Computers [dc.| [[TE00)
Saved
12 K Seeed Quores Hame_/ User Logon Mame Description Wodfied -
-2 labs. vasca.com
(3 Buiilin ﬂ Adrministrator Buit-in account For administaring b, 6/03/2009 22:23:27

(2 Computers

(&) Domain Controllers

(22 ForsignsecurityPrincipals
{3 LostandFound

(] Microsoft Exchange Syster
(] NTDS Quotas

(20 Program Data

“

(3 5ystem
S5 Delegate Control...
& Find
= ;
€
& Al Tasks
g
view
Mews Windou From Here.
Refrash
Export List
Properties

€ cert Publishers
& CerTvC_pcom _Access

€ cmagen: cimAgent@labs, vasco,com
€ cmuthagent chnAuthAgent@labs vasco com
Objects | § cmCaMngr cmCamngr@labs vasco. com
€ cimEnrollagent cimEnrollagent@labs. vasco. com
cmkRAgent clmkRAgent@labs vasco com
£ cimwebPool cmiebRool@lsbs vsco.com
demo demo@labs.vasco.com
@ demock demoCR@labs.vasco.com
€ demoio demoG0a@iahs vasco.con
» Computer
> Contact
»
InetOrdeSrson

Query-based Distribution Group
MSMQ QuUeLe Allas

Prinker

User

Shared Folder

dppostgres
R Erralimenterouy
Enterprise Admins
€fiExchange Domain Servers
@hExchangs Enterprise Servers
€53 Group Policy Creator Ouners
Gguest
iHelpservicesaroup
s weG
€ wsr oct
& twam Dt

[ e
ERMsAdmins
<

Members of this group are permitt,

Certificate Lfecycle Manager Act...
Certificate Lfecycle Manager Aut...
Certificate Lifecycle Manager CA ..
Certificate Lifecycle Manager Env.
Certificate Lifscycle Manager Key
Certificate Lifscycle Manager We,

Members who have administrative.
Members who have vien-arly acc..,
DHS Adrinistrators Group

DR clierts who are permitted tar ..
Designated adrinistrators of the .,
Allworkstations and servers joine.
Alldomain controllers in the domain
Al dormain guests

Al domain users

PostgresQL service account

Designated administrators of the .
Microsoft Exchange Domain Serve.
Microsaft Exchange Enterprize Se.
Members in this group can mody ...
Bul-in account for guest arcess t...
Group for the Help and Support .
15 Worker Process Group

Bult-in account for anonymos ac. .
Buit-in account for Intenet Infor ..
Key Distribution Center Service A,

14]04/2008 1. &
14/04/2008 13:31:16
15/10f2008 L.

5
132
o
0
“

24
24/1
19,
19]02/2007 11
17/11/2008 %3711

19]02/2007 10:13:54
19]02/2007 14:01:20

5
5
135
3

i
i
i
i
i
U
19/
10/02/2009 9:37:45
ik
I
I
i
i
U
i

17]11/2008 %3711
17]04{2007 13:50:43
19/02{2007 13:53:35
17/11/2008 %3711
19]02{2007 10:10:
19j02(2007 1
17]11/2008 %3711

4/03{2009 7:53:59

19]02(2007 10:22:01
19]02/2007 14:01:20

17/11/2008 3:37:11 _'_|

Create a e object

(# 11

New Object - Group

Create in:

vasco,jsmflisers

Group narne:

I Enroliment_Group)|

Group name (pre-Wwindows 2000):

I Errallment_Group

Group scope

" Domain local
i« gGlohal

 Universal

— Group bype
o Security
" Distribution
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ctory Users and Computers

N

% Ele Action View Window Help | =11

‘& Active Directory Users and Computers [dcL|
(13 saved Queries
) labs. vasco.com
(3 Buitin
(2 Computers
(&) Domsin Controllers
(2] ForeignSecrityPrincipals
(] LostandFound
(L] Microsoft Exchange Syster Objects
(2 TDS Quetas
(2 Program Data

(& Users - weB

er @R XAER 20 gRBTS

Hame_/

User Logon Hame.

Description

Modified 1.

€ adninistratar
R cert Publishers

Domain Adrins

hcerTsic_ocom access

€ cmagen: cimAgent@labs, vasco,com

€ dmauthagert clmALthAgent@labs. vasco com

€ cmCaringr cmCAMPgr@labs vasco. com

€ cmenveliagent cimenrollagent@labs, vasco, com
clrkRAgent chikRAgent@labs vasco com

£ cimwebPool cimebPool@labs. vasco com
demo demo@iabs vasco.com

£ demock demoCR@labs. vasco.com

£ demosos demoGOG@Iabs vasco.com

€R0HCP Admiristrators

EROHCP Users

Eionsadmins

€onsUpdateproxy

Domsin Computers
€fi0omain Cortrolers
€FiDomain Guests
loomsinsers

€ cppostares

p

€hEnterprise Admins

€53Exchange Domain
Exchange Enterpr

€ sroup Policy Crea
Guest

HelpServicesGrou

us wee

€ sk oct

€ 1wam_DCt

krbrar

Ehivmsadvins

<

Opens the propsrties dislog bos for the: current selection,

Moy
Exchange Tasks..,

4idd Exchange Query-based Distribution Groups...
dd Exchange Public Folders. .

Send Mail

Al Tasks >

Cut
Delete.
Rerame

o —

Help

Bult-in account For administring &,
Members of this group are permitt.

Centficats LFecycle Manager Acc..,
Certicate Lifecycle Manager Aut.
Certficate Lifecycle Manager CA .
Centficats LFecycle Manager Err..,
Certficate LFecycle Manager Key
Certficate Lifecycle Manager We.

Werbers who have administrative, .
Members who have vien-arly acc
DHS Administrators Group

DS cliznts who are permitied to ...
Designated admiristrators of the ...
allworkstations and servers joine
#lldomain contrcllers n the domain
#lldomain guests

alldomainusers

PostaresQL service account

Desiqnated adinistrators of the ..
Microsoft Exchange Domain Serve.
Microsoft Exchange Enterprise Se.
Wembers in this group can mady
Buit-in account For quest access £,
Group for the Help and Support €.
115 Worker Pracess Group

Built-in account For anonymous ac. ..
Built-in account For Internet Infor...
Ky Distribution Center Service A.

6/03/2009 22
14]04}2006 1
4/04{2008 13+
5/10/2008 13:33:02
3/10/2008 13:50:55
17]10/2008 13:10:32
13/10/2008 13:52:19
25/09/2008 10:13:50
Z3{022008 14:
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Enrollment_Group Properties

General Members | tember Of I Managed B_I,II

Members:

Mame

| Active Directory Folder

Apply
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Select Users, Contacts, Computers, or Groups ﬂ

Select this object type:

IUsers, Groups, o Other objects Dbject Types...

Erom this location:

I\abs WASCO.COMm Locations.

Enter the object names to select [examples):

Administrator] Check Names

Advanced | h Cancel

4
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EnrollmentGroup Properties

General  Members | tember Dfl tanaged B_ul Dhiectl Secunt_ul

Members:
Mame | Active Directory Faolder |
!3 Adrminiztrator labs.vasco.com/Users
Q CLIENT labs. vasco.com/Computers

ﬂ ‘wieh Admin labs.vasco.com/Users

Bemove |

I\QK | Cancel Apply
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|53 File Action  View ‘Window Help |- = e |

= |G@E XL R 2@
ﬁ Active Directory Sites and Services [c

(Z sites
Mame Type Description
= (L Services Tl ;
D Microsoft Exchiangs Administrator Certificate Tem...
5 Msmgservices A Certificate Tem. .,
CAExchange Certificate Tem. ..
EPEncryption Certificate Tem. ..
ClientAuth Certificate Tem. ..
CodesSigning Certificate Tem...
425 Certificate Templates tossCh Certificate Tem...
(L Certification Autharities CTLSigning Certificate Tem. ..
(2 Envallment Services irectoryEmailR.eplication Certificate Tem. ..
CIxra DomainController Certificate Tem...
0O OID_ omainControllerAuthentica. . Certificate Tem. ..
(1 Profie Templates FS Certificate Ten. .
(D rRas FeRecovery Certificate Tem. .
(2 windows NT o
Envollnentagentofl 22
& Tem... L

xchangeUser
ExchangeUserSigne A
PSECIntermediate;__ D20

e Tem...

e Tem...

PSECIntermediateCiiing Certificate Tem. ..
[@dkeyrecoveryagent Certificate Tem. ..
1schine Certificats Tem. ..

MachineEnralmentaAgent Certificate Tem. ..
CfflineRauter Certificate Tem. ., x|

[Gpens the properties diclog box for the current selection.

(# 71" & 23

#

Select Users, Computers, or Groups

Select this object type:

ILIsars, Groups, ar Built-in security principals DObject Types...

Eram this location:

I\abs WESCO, COM Locations...

Enter the object names to select [examples):

EnrallmentGroup] Check Names I

Advanced, | DE Cancel
4
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EnrollmentAgent Propetties p I |

Generall HequestHandIingI SubiectNameI Estensions  Security | Dbiectl

Group or uger names:

!ﬁ Authenticated Users

!ﬁ Domain Adming (A5 CO0MD amain Adming]
‘ Enrallment_Group
!ﬁ Enterprize Admins 45 COMEnterprise Adming]

LE hrollment_Group)

Add... | Remove |
Permizsions far Enrallment_Group Alloww Dreny
Full Contral a O
Read O
Write O O
Enrall O

For special permissions of for advanced settings, Advanced |
click Advanced. —

QK ’\J Cancel I Apply |

b
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‘i Console1

| Action View Favorites Window  Help
Hew Cerl+h |
Open... o
save Chrl4s
Save A

Thete are no ikems ko show in this view,

Adds or removes individual snap-ins.

i) Take atour of Windows XP

(# 1& " 23

Add/Remove Snap-in

Standalone | Estensions|

Use thiz page to add or remave a standalone Snap-in from the consale.

Snap-inz added to:

D escription

Remove About.

(# 11& " 23
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Add Standalone Sna

Awailable Standalone Snap-inz:

Snhap-in Wendor =
@ MET Framework 1.1 Configuration Microsoft Corporation
gﬁlhctivex Control Microsoft Corporation
& Microsoft Corporation
@ Component Services Microgoft Corporation s
Q Computer b anagement Microsoft Corporation

evice Manager Microsoft Corporation

@ Disk Defragmenter Microsoft Corp, Executi...
gDisk I anagement Microzoft and VERITAS...
Event Wigwer Microsoft Corporation
g Folder Microsoft Corporation »

[rezcription

The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

[ add %J[ Close

Certificates snap-in

Thiz snap-in will always manage certificates for:
(%) My user account
) Service account

() Computer aceount

(# $1& " 23



Add/Remove Snap-in

Standalone | Extensions |

Use thiz page to add or remove a standalone Snap-in from the conzole.

Snap-ins added to: !a Consale Roat e

D escription
The Certificates snap-in allows pou to browse the contents of the certificate

stores for yourself, a service, or a computer.

Add... ][ Femove ][ AbaLt... ]

o (e )

(# %wl& " 2$3

" #G 5 4 .

nsole1 - [Console Rod

% File Action View Favorites  Window  Help

v m B 2
[ Console Roct [ Hame |
=) Certificates - Current User I@Cemﬁcates-Cuwent User

Find Certificates.

EE=|

@0 Trusted |
=[] Enterpris|
) (] Interme
) [ Active D Mew Window From Here
(0 Trusted |
(2 Untruste
@ [ Third-Pat  Help

[ Trusted

# (L] Cartificats Erroliment Requests

Find Certificates. ..

Refrash

< | >

Riequest a new certficate From a certification autherity (CA) in your domain

(# )1& " 2%3
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(# +1& " 2)3
& . ‘5

Certificate Request Wizard ]

Certificate Types
A certificate bype contains preset properties for certificates,

Select & certificate type For your request. You can access only certificate bypes that
you have permissions for and that are availsble from a brusted CA.

Certificate bypes:

Basic EFS
Enrallment Agent:
Smartcard Logon
Smartcard User
User

To select a cryptographic service provider and a Ca, select Advanced,

[ < Back H Next§ [ Cancel ]
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