Dragon™ Remote Site Appliance

e High-quality, signature-based IDS delivered in a small form factor

e Extends Secure Networks™ to all locations —regardless of size—by
leveraging the corporate security platform

* Protects assets and provides tight security in remote locations,

including the branch office

Network-based intrusion
detection for the branch
office

— Detects threats and
attacks at remote sites

— Access to 2,000 signatures
from the Dragon library

Based on award-winning
XSR™ platform

— Provides tight security in
remote locations

Easy to deploy locally;
manage remotely

— Small form factor and
rack-mountable design
specifically for remote
locations

— Plug-and-play operation

— Managed remotely from a
central Dragon Enterprise
Management Server
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Network-Based Intrusion
Detection Sensor in a Smaller
Device

Dragon Remote Site (RS) Appliance is a
cost-effective, rack-mountable, network-
based intrusion detection sensor for the
remote office, based on Enterasys’ award-
winning XSR-1850 platform.

Designed to meet the needs of remote sites
of large enterprises, or of Managed
Security Service Providers (MSSP) who
support the Small-to-Medium Business
Market, Dragon RS provides a secure
method for detecting the attacks and
threats to a regional or branch office,
ensuring that these locations receive the
same level of coverage as an organization’s
headquarters.

Offering plug-and-play operation at the
remote site, the Dragon RS is designed to
be managed from a Dragon Enterprise
Management Server deployed at an
organization’s headquarters. The Dragon
Enterprise Management Server has a full
view of the events and threats that could
jeopardize the remote location. Signature
updates and alarms are sent between the
Dragon RS and the Dragon Enterprise
Management Server, ensuring comprehensive
monitoring. In addition, Dragon RS can be
configured remotely.

The Dragon RS is provided with Linux
V.2.4.20 customized for the Power PC as
the hardened operating system, as well as
Dragon Network Sensor software. The
Dragon RS has two 10/100 UTP ports, one
for management and one for sniffing, with
an orderable third port. There is also a
Serial port (DB-9) for a modem connection
for remote management.
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Specifications

Technical Specifications

Environmental Specifications

Performance
10 to 15 Mbps

Architecture
Power PC

Interfaces
2 10/100 copper, 1 optional 10/100 copper
Supports multi-interface monitoring

Physical Specifications

Dimensions
254 ¢cm (10") Lx 43.1 em (17") W x 5.0 cm (2.0") H

Weight
4.08 kg (9 1bs)
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Operating Temperature
0° C to 40° C (32° F to 104° F)

Non-Operating Temperature
-40° C to 70° C (-40° F to 158° F)

Operating Humidity
5% to 90% (non-condensing)

Power Consumption
100 - 240 volts; 25 W

Agency and Standards Specifications

Safety
UL 60950, CSA 60950, EN 60950, EN 60825 and IEC
60950

Electromagnetic Compatibility (EMC)

47 CFR Parts 2 and 15, CSA C108.9, EN 555022,
EN 55024, EN 61000-3-2, EN 61000-3-3, AS/NZS
CISPR 22, and VCCI V-3



Ordering Information

Dragon-RS
Dragon Remote Site (RS) appliance

Support Services

IDS-1

Standard Protection Plan: GTAC phone support 8:00 a.m. to 5:00 p.m., Monday through Friday, within the customer’s
local time zone; unlimited access to Enterasys online support tools

IDS-2

Premium Protection Plan: GTAC phone support 24 x 7; unlimited access to Enterasys online support tools; advanced

hardware replacement

ES-SAS
Enterasys SupportNet Software Application Service

Warranty

Additional Information

As a customer-centric company, Enterasys is committed to
providing the best possible workmanship and design in
our product set. The Dragon product family includes a
ninety (90) day warranty for software that covers defects in
media only and a one (1) year warranty for hardware.

Service and Support

Enterasys understands that superior service and support is
a critical component of Networks that Know™. The
Enterasys SupportNet Portfolio—a suite of innovative and
flexible service and support offerings—completes the
Enterasys solution. SupportNet offers all the post-
implementation support services you need—online, onsite
or over the phone—to maintain network availability and
performance.
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For more information about Enterasys Dragon, visit the
web at enterasys.com/products/ids

Contact Information

Contact Enterasys Sales at 877-801-7082 or

enterasys.com/corporate/contact/contact-sales.html

Enterasys Networks
Corporate Headquarters
50 Minuteman Road
Andover, MA 01810
U.S.A



Dragon and XSR are registeral trademarks of Enterasys Networks. All other products
or services mentioned are identified by the trademarks or service marks of their
respective companies or organizations. NOTE: Enterasys Networks reserves the right
to change specifications without notice. Please contact your representative to
confirm current specifications.

All contents are copyright © 2004 Enterasys Networks, Inc. All rights reserved.
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