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Introduction

This document describes how to use the Lotus Domino Directory Server to authenticate and authorize
users using Check Point VPN-1 and Connectra. Readers already familiar with Check Point may want to
skip ahead to the Directory Server Configuration section which describes the integration with Lotus
Domino Directory server.

To sumit questions about this document contact us at http://www.opsec.com/contact.html.

Lotus Domino Server

IBM Lotus Domino server software combines reliable, security rich e-mail, calendar, and scheduling
capabilities with a powerful platform for business collaboration.

When you set up the first server in an organization, Domino creates a Domino domain and a Domino
Directory for the domain. A Domino domain is a hetwork of clients and servers whose users, servers,
connections, and access control information is described in a single database called the Domino
Directory. When you add servers to the domain they pull replicas of the Domino Directory.

Each Domino domain has at |east one administration server for the Domino Directory. The administration
server isresponsible for carrying out Administration Process requests that automate changes to the
Domino Directory. By default, the first server set up in adomain isthe administration server for the
Domino Directory.

Y ou can use directory serversin a Domino domain to dedicate specific servers to providing directory
services. Clients and specialized servers such as mail and application servers use the directory serversto
look up user, group and similar information.

A directory server might:
- Inacentra directory architecture, store a primary Domino Directory that servers with
Configuration Directories access remotely
Run the LDAP service
Run the Dircat task to build and store directory catalogs
Store replicas of directoriesthat are aggregated into the directory catalog
Store replicas of secondary Domino Directories that serversin the domain access through
directory assistance

Domino and Notes provides these LDAP features
- The LDAP service enables a Domino server to function as an LDAP directory server and process
LDAP requests.
LDAP accounts on Notes clients enable Notes users to do LDAP style searches for an addresses
in LDAP directories.
The Idapsearch utility enables you to use LDAP search syntax to search an LDAP directory.
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Directory assistance can enable a Domino server to use aremote LDAP directory for client
authentication and/or to look up the members of groups during database authorization.

Test Environment

To test the integration between Check Point and Lotus Domino server a single domain was set up
without Directory Catalogs or Directory Assistance. An Internet Site Document was set up for
LDAP. Userswereregistered using Notes Ids using a default organization policy. The Domino
groups were created with hierarchical names to test authorization by group membership. User
authentication via X.509 certificates was not tested.

The Need to Integrate LDAP servers with Check Point
Software

When Check Point software is purchased you may aready have an effective user management
infrastructure using LDAP, an open industry standard that is used by multiple vendors and is widely
accepted as the directory access method of the Internet.

Check Point supports LDAP technology and uses existing LDAP servers to obtain user information for
authentication and authorization. When integrated with SmartCenter for management of the LDAP server
thisisreferred to as SmartDirectory.

VPN-1 LDAP Deployment

When deployed with an LDAP server, VPN-1 components such as the SmartCenter Server and
Enforcement modules, function as LDAP clients. For instance, in FIGURE 1:
0 The SmartCenter Server (SmartDirectory) manages the user information on the LDAP server.
0 VPN-1 enforcement modules act as LDAP clientsto
0 Query user information and group membership for authorization
0 Retrieve CRLsS
0 Perform bind operations for authentication

FIGURE 1 Example LDAP server Deployment with SmartCenter and VPN-1 as Clients
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Check Point supports the following LDAP features.

High Availability where user information is replicated across several LDAP servers.

Support of multiple LDAP servers on which many user databases are distributed.

Encrypted (SSL) and non-encrypted connections

Standard LDAP schema objectclasses like person, organi zation, organi zational Unit,

organi zational Person, inetOrgPerson, groupOfNames, and groupOfUniqueNames

Supports extending the schemato include Check Point specific attributes and objectclasses
Customized Profiles to match multiple LDAP Vendors. For example Microsoft Active Directory,
Novell, and Red Hat (formerly known as Netscape) profiles can be applied to an Account Unit so
that when an LDAP server is queried the query is customized according to the selected profile.

Retrieving Information from an LDAP server

When a Gateway requires user information for authentication purposes, it searches for thisinformation in
three different places:

1
2.

Thefirst place that is queried is the internal users database.

If the specified user is not defined in this database, the Gateway queriesthe LDAP servers
defined in the Account Unit one at atime, and according to their priority. If for some reason the
guery against a specified LDAP server fails, for instance the LDAP connectionislost, the LDAP
server with the next highest priority is queried. If there is more than one Account Unit, the
Account Units are queried concurrently. The results of the query are either taken from the first
Account Unit to meet the conditions, or from all the Account Units which meet the conditions.
The choice between taking the result of one Account Unit as opposed to many is a matter of
Gateway configuration.

If the information still cannot be found, the Gateway uses the external users template to see if
there is a match against the generic profile that may use RADIUS for authentication. This generic
profile has the default attributes applied to the specified user.

For performance issues, it is better to query LDAP Account Units when there are open connections. For
this reason, some open connections are maintained by the modules. These open connections will be used
on order to execute a series of queries on user information, such as:

* Who isthe user?
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» To what groups does the user belong?

A LDAP group isauser group which consists of members who are defined on an LDAP server and not
on theinternal VPN-1 database. The Gateway queriesthe LDAP server in order to determine if the user
belongs to a group that is permitted to perform certain operations, (for instance whether the user is
allowed remote VPN access).

Account Units

An Account Unit is the interface which alows interaction between VPN-1 and the LDAP server(s).

Each Account Unit represents one or more branches of the information maintained on the LDAP server.
An organization may have several Account Units, which represent the various LDAP servers. In this case,
the usersin the system are split between the different Account Units, as well as between the different
branches within the Account Unit. For instance, in a bank with one LDAP server, one Account Unit may
represent users with businesses accounts and another Account Unit may represent users with private
accounts. Within the former, large business users may be defined in one branch and small business users
may be defined on another branch.

In order to work with LDAP servers, the administrator needs to
0 definethe Account Unit(s) that represents the organization
0 enter the access information required in order to connect to the relevant LDAP server.

After thisis done, the SmartCenter server or VPN-1 modules can then connect to that LDAP server in
order to manage the users or to make queries.

Account Units and High Availability

If you are using LDAP replications for High Availability purposes, the same Account Unit can be used to
represent al the replicated LDAP servers. FIGURE 2 illustrates a network in which two LDAP server
replications, defined on the same Account Unit, are used by different Check Point modules.

FIGURE 2 LDAP Server Replications
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When LDAP servers are queried for user information, they are queried according to their placein a set
priority. Priority is defined on two levels: per gateway as well as per Account Unit. When per Gateway,
the priority of the LDAP serversis defined according to their proximity. The closest LDAP server has the
first priority. The furthest LDAP server has the last priority. In the event that a specified Gateway does
not have a set LDAP server priority, the Account Unit has adefault LDAP server priority list. LDAP
servers with the same priority are queried in around-robin manner for |oad-balancing purposes.

If you have LDAP server replications and you are using the SmartCenter Server to manage users, you
need to select the LDAP server to which the SmartCenter Server connects. The SmartCenter Server can
work with one LDAP server, al other replications must be properly synchronized with the LDAP server

Backward Compatibility

Pre-NG FP3 VPN-1/FireWall-1 modul es support only one LDAP server per Account Unit. If your
deployment includes pre-NG FP3 VPN-1/FireWadl-1 modules you can specify which replication (out of
all replications associated with a specific Account Unit) is to be used by these earlier modules.

Working with Multiple LDAP Servers

Distributing User s across M ultiple LDAP Servers

The users of an organization may be distributed across several LDAP servers. Each LDAP server must be
represented by a separate Account Unit.
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The SmartCenter Server and the Enforcement modules can work with multiple LDAP servers
concurrently. For example, if a Gateway needsto find users information, and it does not know where the
specified user isdefined, it is able to query all the LDAP serversin the system. (Sometimes a Gateway
may be able to ascertain the location of a user by looking at the user DN when working with certificates).

Managing Users on an LDAP server

In order to manage users on an LDAP server from a SmartCenter server aspecia licenseisrequired.
Once the license has been obtained, an Account Unit that represents the LDAP server needs to be defined.
The users and user groups are arranged on the SmartDirectory Account Unit in atree structure which
reflects the structure of the LDAP server. Thistree reflects the internal user hierarchy of the organization
represented by the Account Unit. Users which are managed on an external LDAP server are managed
(added, edited or deleted) asif they were users managed by the SmartCenter Server. There are two main
difference between user management on the internal database, and user management on an LDAP server.

First, user management in the LDAP server is done externally and not locally.

Second, on an LDAP server templates can be modified and applied to users dynamically. This
means that user definitions are easy to change and to manage; and changes are instantaneous or
“live’. Changes that are applied to an LDAP template are reflected immediately for all users who
are using that template.

To manage user databases on LDAP serversyou’'ll need an Account Management Client license. The
licenseisincluded in Enterprise and is also available as an Add-on license feature; CPFW-AM-1-NG and
CPFW-AM-U-NG. Use cplic print to check the installed license.

[secureplatformi# cplic print
Host Expiration Features
172.16. 1.2 21Feb2007 CPFW AM U- NG CK- OF1E2D3C4B5A

If you do not have thislicenseit is still possible that the license feature isincluded in another license. To
check whether your license includes an account management feature use cplic check:

If you do not use an Enterprise Management you’ll need to check for am1:

[secureplatfornmi# cplic check aml
cplic check '"raml': license valid

If you use an Enterprise Management you’ll need to check for ram1.:

[secureplatform# cplic check raml
cplic check '"raml': license valid

Encrypted Communication

By default the communication between the Check Point device and the LDAP Server uses a clear text
connection over TCP port 389, but Check Point supports Idaps (LDAP over SSL), TCP port 636
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connections. Minimum and maximum Encryption strengths of Authentication, Export, and Strong can be
defined for each server. The default is aminimum of Export and a maximum of Strong.

Export Settings
RCA4 cipher suite with 40 bit encryption and MD5 message authentication
Triple DES with 40 bit encryption and SHA message authentication

Strong Settings
Triple DES with EDE CBC encryption and SHA message authentication
RCA4 cipher suite with 128 bit encryption and SHA message authentication
RCA4 cipher suite with 128 bit encryption and MD5 messages authentication

Note: Enable Encrypted communication when LDAP Profile Common:ClientSideCrypt is set to 0 to
prevent eavesdroppers from capturing the user name and password.

The LDAP Schema

The LDAP server has a default schema that describes the structure of the datain an LDAP directory that
includes user definitions defined for that server, but does not possess Check Point specific information,
such as IKE-related attributes, authentication schemes, and values for remote users.

It is possible to use the default LDAP schemawhen all users use the same authentication scheme and are
defined according to a default template. However, if the usersin the database have different definitions, it
is more effective to extend athe LDAP server schema using a Check Point schemato provide Check
Point specific information. Extending the schema also enables the password management using the
settings in the SmartCenter server.

For example, an objectclass fwlPersonis part of the Check Point schema and has some mandatory and
optional attributes that enhance the definition of the person objectclass. ThefwlTemplateisan
objectclass which is used to define atemplate of user information to which a user can be associated.

A sample of the Check Point schema can be found in $FWDIR/lib/Idap/schemaldif.

LDAP Profiles

There are different LDAP servers which are designed by severa different LDAP vendors. LDAP profiles
are assigned to ensure that the default attributes for agiven LDAP server are properly in place. In other
words, if you have a certified OPSEC LDAP server, apply that profile to get enhanced OPSEC specific
LDAP server attributes.

The existing LDAP servers and LDAP deployments differ in terms of object repositories, schema, and
object relations. The following examplesillustrate this variety:
0 Theorganization's users database may have unconventiona object types and relations due to the
use of a specific application.
0 Some applications use the cn attribute in the User object’ s Relatively Distinguished Name (RDN)
while others use uid.
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0 InMicrosoft Active Directory, the user attribute memberof describes which group the user belongs
to, while standard L DA P schemes define the member attribute in the group object itself.

o Different serversimplement different storage formats for passwords.

0 Some servers are considered v3 but do not implement some of v3 specifications. Therefore, the
organizations using such servers will not be able to extend the schema.

0 Some LDAP servers already have built in support for certain user data while othersrequire a
Check Point schema extended attribute. For example, Microsoft Active Directory hasthe
accountExpires User attribute while other LDAP servers require the Check Point attribute
fwlexpirationdate which is part of the Check Point defined fw1person objectclass.

0 Some servers alow queries with non-defined types while others do not.

LDAP Profiles which controls most of the LDAP server specific settings helps administrators
successfully cope with diverse technical solutions. The LDAP profile is a configurable LDAP palicy that
allows administrators to define more precise LDAP requests and enhance communication with the server.

Modifying LDAP Profiles

Profiles consist of three major categories
o Common - this category lists profile settings that common both when reading and writing to the
LDAP server
0 Read - this category lists profile settings that are relevant only when reading from the LDAP
server
0 Write - this category lists profile settings that are relevant only when writing to the LDAP server

Some of these categories list the same entry with different values. Thisis because the behavior differs
depending on the type of operation.

Default LDAP profiles

Four profiles are defined by default, each corresponding to a specific LDAP server:
0 opsec_Ds- the default profile for a standard OPSEC certified LDAP server
0 Netscape DS- the profile for a Red Hat (formerly Netscape) Directory Server
0 Novell_Ds- the profile for aNovell Directory Server
0 Microsoft_AD - the profile for Microsoft Active Directory.

Working with the LDAP profile

The profile is selected and applied during the creation or modification of an LDAP Account Unit. You
can modify certain parameters of the default profiles to match the directory structure of your LDAP
server. Thisis done either by modifying an existing LDAP profile or by copying the settings of an
existing LDAP profile into a newly created profile and then modifying the profile to fit the requirements.

The $FWDIR/conf/objects 5 0.C file contains four profiles, each corresponding to an LDAP server type.
To modify the existing profiles or create a new profile use the dbedit or GUIdbedit tool. Close all
SmartConsole applications before editing thefile.

Note: To modify existing objectsit is best to use the GuidbEdit tool. The dbedit commands below are
offered as guides for modifying the LDAP profile.
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If there are additional objectclass definitions included in the schemafor person, branch, organizational
unit, container, or group these may be added to the OPSEC_DS profile so that SmartDirectory can
manage the Directory. For instance consider these dbedit commands to add the additional objectclasses
myldapContainer, myldapGroup, and myldapUser;

addel ement | dap OPSEC DS Read: User hj ect O ass nyl dapUser

addel erent | dap OPSEC DS Read: BranchObj ect G ass nyl dapCont ai ner
addel erent | dap OPSEC DS Read: Or gUni t Cbj ect O ass nyl dapCont ai ner
addel emrent | dap OPSEC DS Read: G- oupObj ect C ass nyl dapG oup

addel emrent | dap OPSEC DS Wit e: User Obj ect C ass nyl dapUser

addel emrent | dap OPSEC DS Wite: GoupOhj ect d ass nyl dapG oup: menber

If thereis a group objectclass that is structural to the objectclass GroupOfNames or
GroupOfUnigueNames and you plan to manage the directory using SmartDirectory set
Write:DefaultGroupObjectClass to that objectclass. For instance consider the foll owing objectclass
hierarchy:

top

groupOfNames

myldapGroup

Change the following so that SmartDirectory creates a group using the objectclass myldapGroup.
Because it is structural to groupOfNames the directory will add the objectclass groupOfNames to the
entry.

addel emrent | dap OPSEC DS Wit e: Def aul t G oupObj ect C ass nyl dapG oup

To create anew profile create the file My_DS.dbedit shown below and then execute the following
command;

# dbedit -local -u <administrator> -p <password> -f My _DS. dbedit -r "add
My_DS profile"

Example My DS.dbedit file

#

# Add My_DS | dap profile

# Use the command

# dbedit -local -u <admnistrator> -p <password> -f My_DS. dbedit \
# -r "add My_DSprofile"

#

create LDAP _policy My_DS

nmodi fy | dap My_DS Common: Expirati onDateAttr fwlexpiration-date
nodi fy | dap My_DS Common: Mai nVer si on 4

nodi fy | dap My_DS Common: Vendor My Directory Server

addel emrent | dap My_DS Read: BranchObj ect Cl ass organi zati on

addel erent | dap Read: BranchObj ect Cl ass dommai n

addel erent | dap Read: Domai nObj ect Cl ass domai n

addel erent | dap Read: Gr oupObj ect Cl ass gr oupOf Uni queNanes
addel erent | dap Read: User Obj ect Cl ass or gani zat i onal Per son
addel erent | dap Read: User Obj ect Cl ass i net Or gPer son

addel erent | dap Read: User Obj ect Cl ass fwlperson

addel erent | dap Wit e: Domai nObj ect Cl ass donai n

SSSSSEE
PRRRRRB
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addel emrent | dap My_DS Wite: GoupObj ectCl ass groupO Uni qgueNames
addel emrent | dap My_DS Wite: User Obj ect C ass organi zati onal Person
addel emrent |l dap My_DS Wite: User Obj ect C ass i net Or gPerson

addel emrent I dap My_DS Wite: User Cbj ect Gl ass fwlperson

update | dap My_DS

Note - The objects 5 0.C file should not be edited directly. Further modifications of My_DS can be done
using GUIdbEdit (see the Check Point CLI Guide) to edit the objects 5 0.C file on the SmartCenter
Server.

Check Point Configuration

The key to effective use of LDAP serversis careful planning the system administrator needs to decide:

0 How tousethe LDAP server, whether for user management, CRL retrieval, user authentication or
al three.

0 How many LDAP serversto use. If High Availability is being implemented, the use of
Replications a so needs to be carefully considered. For each LDAP server an Account Unit needs
to be created to represent it. Account Units need to be properly installed in a place whether they
can communicate securely and effectively with the Enforcement modules.

0 Thepriority (for High Availability and querying purposes) of the LDAP servers. The order of
priority of LDAP serversis defined in two places: on the Account Unit and on the Gateway. The
priority for the LDAP server may be different on these entities. Generally, the priority for
Gateways is defined according to proximity, where the nearest LDAP server has the highest
priority.

0 Usersneed to be effectively and efficiently spread out across the available Account Units,
branches and sub branches. Moreover, they need to be classified in logical groups whose
members all share acommon thread (such as rolein the organization, permissions, etc.).

Configuring LDAP Entities to Work with VPN-1

Thefirst step for any of these objectivesisto define an Account Unit. If you are implementing LDAP
user management, you will need to know which entities to define, and how to manage the users defined
on the LDAP server. LDAP user management requires a special license.

Enable SmartDirectory in Global Properties.

By default User Management on LDAP Serversis disabled. To use User Management on LDAP Servers
activate LDAP Account Management in the Global Properties. The Globa Properties can be reached via
atoolbar button or using Policy/Global Properties.



Create a new Host Object

Create a new host object for the host where the LDAP server is running using M anage/Networ k
Objects/New... Node - Host.

Define an Account Unit

Create anew LDAP Account unit viathe Serverstab of the Objects Tree. The L DAP Account Unit
Propertieswindow consists of several tabs:
1. Inthe General tab define the genera settings of the LDAP Account Unit. Decide whether this
Account Unit isto be used for CRL retrieval, user management or both. Select a profileto be
applied to the new Account Unit.

Note - If you do not select this option, the SSO for LDAP users will not work if this checkbox is
unmarked.

2. Inthe Serverstab, display the LDAP serversto be used by the Account Unit. The order in which
they are displayed is also the default order in which they will be queried This priority can be
defined per Gateway and in addition it can be defined on the Account Unit. Y ou can add, remove
and modify LDAP servers from the displayed list. Additionally, for purposes of backwards
compatibility, select an LDAP server which is able to work with pre-NG FP3 VPN-1/Firewall-1
modules.

Modifying the LDAP server
Double-click on an LDAP server in the displayed list in order to modify it. The LDAP server Properties
window is displayed.

FIGURE 3 LDAP Server Properties window



Configure the following tabs:

0 Inthe General tab, you can modify the login DN of the LDAP server. Define the priority
of the selected LDAP server. Specify a password to be used for authentication purposes.
Y ou will need to confirm this password. Finally, decide whether or not this LDAP server
is allowed to be queried.

0 Inthe Encryption tab, define whether or not LDAP connections are SSL encrypted. If
the connections are encrypted, define the relevant encryption port. and the minimum and
maximum encryption strengths. Finally, verify the LDAP server’s Fingerprints by
comparing the displayed fingerprint, with the LDAP Fingerprint.

Authenticating M odules with certificates

LDAP connections can be authenticated by using client certificates that are supplied by atrust
Certificate Authority (CA). To use certificates, the LDAP server must be configured with SSL
strong authentication.

3. Inthe Objects Management tab, select the LDAP server on which the objects are managed. The
branches for the selected LDAP server can be retrieved by selecting Fetch branches, or they can
be added manually. Some versions of LDAP do not support automatic branch retrieval using
Fetch branches. These branches will be searched when this LDAP server is queried. The
administrator can add or modify the branches. For enhanced security, this Account Unit object
can be locked with a password which must be entered when this Account Unit is accessed from
SmartDashboard for managing users.

Note: Lotus Domino branches must be added manually if connecting to a primary Domino
server that is not part of a distributed directory. In this case Fetch branches returns a null value
for the namingcontexts attribute.

4. Inthe Authentication tab, the authentication limitations and default authentication settings for a
user on an Account Unit are defined. The Allowed Authentication schemes limits the user’s
authentication access only to those authentication schemes. Y ou can allow several authentication
schemes which can be applied per user, or you can apply a default authentication scheme whichis
applied to al the users. Usersthat are retrieved through this Account Unit, but which are missing
authentication-related definitions, will be granted these definition using the default authentication
scheme, or acomplete user template. These default settings are useful, if the Check Point schema
isnot in place. In the place of the Check Point schema, a user templateis used to supply the
authentication attributes and the other options described on this page will by default be
automatically configured per user.

For al usersin this Account Unit that are configured for IKE, the pre-shared secret for encryption
purposes should be entered.

LDAP Groups



LDAP groups are created in order classify users within certain group types. These LDAP groups are
thereafter applied in Policy rules. Define an LDAP group in the SmartDirectory Group Properties
window in the Users and Administrators tab of the Objectstree.

Once LDAP groups are created, they can be applied in various policy rules, such as the Security Policy,
etc.

In this window, you can select the Account Unit on which the LDAP group is defined. Apply an
advanced filter in order to increase the granularity of a group definition. Only those users who match the
defined criteriawill be included as members of the LDAP group. For instance, you can include all users
defined on the selected Account Unit as part of the LDAP group, or only members of a specified branch,
or only members of a specified group on the branch.

For advanced treatment of the LDAP group, afilter can be applied which allows for the use of additional
LDAP criteria. Only the users who match these criteria will be applied as group members.

How are LDAP usersgrouped?

LDAP users can be grouped logically: for instance, all LDAP users from the same Account Unit, or from
the same sub-branch of the Account Unit can be grouped together, or LDAP users which share
membership to the same LDAP group object can be grouped together.

LDAP users can be grouped dynamically according to adynamic filter.
Examples

o If the User objects for managers in your enterprise include the additional object class
“myOrgManager”, you can define the Managers group by specifying the additional filter
(objectclass=myOrgManagers).

o If certain usersin your enterprise have an e-mail address ending with us.org.com, you can define
the US group by specifying the additional filter (mail=*us.org.com).

FIGURE 4 Defining anew LDAP Group in the Objects Tree



Managing Users

Users which are defined on the Account Unit are managed in the Users tab of the Objects Tree. This
intuitive tree structure, enable users to be managed asif they were actualy sitting on theinternal VPN-1
database. For instance, you can add, edit or delete users by right-clicking on them in the Objects Tree, and
by selecting the option of your choice.

FIGURE 5 Creating a new LDAP User

Restricting access

In the current configuration the Directory Manager’s Account is used to manage users, groups, and
templates with the Firewall GUI. The enforcement modules use this account as well for LDAP queries
when authenticating users. Although this works it may be arisk because the Directory Manager has full
read/write access to the directory. A better solution isto create two users, one account for the firewall
enforcement modules and one for the firewall administrator who will use SmartDashboard
SmartDirectory to manage the directory.

Create accountsfor thefirewall and the administrator

Define the two accounts described above. For example cn=Firewall,dc=example,dc=com to be used by
the firewall to query the LDAP server and cn=Firewall Admin,dc=example,dc=com to be used by the
firewall administrator to manage users, groups, and templates on the LDAP server.

Setting accessrights



Set the access rights for the enforcement modul e and the administrator and self so that users may have
write access to userpassword to change their own password.

The enforcement modul e needs read access to al firewall attributes and write access to some password
fields:
read access
firewall attributes
all (see the LDAP Schema section) except the three below
non-firewall attributes
dn, cn, sn, uid, description, mail, internationalisdnnumber, member, memberOf
write access
firewall attributes
fwlpwdlastmod, fwlbadPwdCount, fwllastL oginFailure, fwluserPwdPolicy
non-firewall attributes
userpassword

Thefirewal administrator needs full read/write accessto al firewall attributes and write access to the
following attributes.
read access
firewall attributes
all (see the LDAP Schema section below)
non-firewall attributes
0, dc
write access
firewall attributes
all (see the LDAP Schema section below)
non-firewall attributes
dn, cn, sn, uid, description, mail, userpassword, internationalisdnnumber, member,
uniquemember, memberOf, pwdL astSet, ou

Note: The pwdLastSet, member, memberOf, and userpassword attribute depend on the directory server
vendor.

Configure VPN-1 to use multiple LDAP accounts

VPN-1 is able to use different accounts for managing users, groups and templates from SmartDashboard
and for binding to the LDAP server from the enforcement module.

Define the cn=Firewall,dc=exampl e,dc=com account in SmartDashboard -> Manage -> Servers and
OPSEC Application Objects -> LDAP Account Unit -> Serverstab -> LDAP Server Properties so that the
Enforcement modules can bind to the Directory Server.

To manage the directory with the cn=Firewall Admin,dc=example,dc=com account open the LDAP
Account Unit properties and in the Objects Management tab enable Prompt for password when opening
this Account Unit.



FIGURE 6 Activating Prompt for password when opening this Account Unit

The next time you try to open an Account Unit you will be asked to enter your admin username and
password.

Using LDAP Queries

Queries can be used to determine LDAP users or groups information. The LDAP serversthat are
specified in the Account Unit can be configured to allow themselves to be queried. To query LDAP Users
and Groups, right-click the LDAP Account Unit in the Users tab of the Objectstree, and select Query
User ¥Group. The LDAP Query Search window is displayed.

FIGURE 7 Making an LDAP query



Thiswindow can be used for simple as well as advanced queries.
Defining Queries
1. Select an attribute, an operator and avalue for each query. These represent the component being

gueried, the condition of the query and the specific item. For example, <mail, contains, Andy,>
means that all mail that contains the value Andy should be found. The operators are explained in

TABLE 1.

TABLE 1 Operators - meaning of values

value meaning

is The attribute’ s value must be equal to the value.

is not The attribute’ s value is not equal to the value.

startswith The attribute’ s value starts with the value.

endswith The attribute’ s value ends with the value.

contains The attribute’ s value contains the value.

equal or lessthan The attribute’ s value isless than or equal to the
Value.

equal or greater than The attribute’ s value is greater than or equa to
the value.

soundslike The attribute’ s value sounds like the value.

Note - The“lessthan” and “greater than” operators are supported by LDAP Version 3.0 and higher
serversonly.

2. Thereare severa advanced methods which can be applied to enhance your queries. Click Advanced
to see these options, which include:
o click add each time you would like to filter by another criterion, after selecting the new
attributes, operators and values.
0 enter afreeform LDAP expression. See RFC 1558 for information about the syntax of
LDAP query expressions
0 usethe Boolean AND/OR conditions



0 object types can selected in order to narrow the query. For instance, you can filter by
users, groups and templates.
3. Click Find to run the query.

When a query is executed, the LDAP server queriesthe LDAP directory, using afilter constructed from

the query. For example, consider the following filter:

filter: (&(| (objectclass=fwlperson)(objectclass=person)

(obj ect cl ass=or gani zat i onal Person) (obj ect cl ass=I net Or gPer son))
(| (cn=Brad) (mai | =* Andy*)))

Authenticating with the LDAP Server using Certificates

The SmartCenter Server and its modules can be issued specia certificatesin order to alow them to
communicate with LDAP server. The proper Encryption attributes need to be set in the LDAP Server
Propertieswindow, and in addition, the following procedure needs to take place:

1. Use the dbedit command to manually set aflag in the objects 5 o.cfile for every desired LDAP
server, aswell as Replications. Set the Idap_use cert_auth attribute to truefor every entry in the fields
attribute of the Account Unit.

2. Log on to SmartDashboard and add a Certificate Authority (CA) object for the CA that will issue
the certificate for each Check Point object that uses LDAP certificate based authentication. For
more information, see the PKI chapter in the VPN guide.

3. Add acertificate for al necessary network objects (such as VPN, Policy Server, or Firewall) that
requires certificate-based LDAP connections. In the VPN page, add a certificate issued by the CA
defined above. For more information, see the PKI chapter in the VPN guide.

4. Inthe Usersand Administrators tab of the Objects tree, check the new configuration by opening a
connection on one of the Account Units configured to use certificate authentication.

Configuring LDAP Entities to Work With Connectra

Connectra authenticates the users either through its own internal database, LDAP, RADIUS, or RSA
ACE/Servers and authorizes access based on Connectra group permissions.

Authentication and Authorization in Connectra
During the authentication process, the remote users are associated with one or more groups. Remote
users, once authenticated, can only access those applications which have been authorized for their groups.

Authorization is the process that controls the access to the applications on the internal network. Thisis
done by enforcing an access control policy assigned in a Connectra group and not an individual user.

Connectra requests the LDAP Server to return alist of the remote user’s groups. Once the LDAP groups
are mapped to the user’ s groups as defined on Connectra, an access control policy is assigned. Then
access is given to corporate applications such asinternal LAN web servers, email servers, and file shares
as defined in the Connectra group.



Note: While Connectrais capable of authenticating and authorizing LDAP users and groups, it cannot
administer users and groups directly on the LDAP server though the Connectra LDAP profile can be
modified to fit the LDAP Server.

Configuring an LDAP Account Unit

wn

On the navigation tree, click Users and Groups > Authentication > L DAP account units. The
L DAP Account Units page appears.
To add an LDAP account unit, click New. The Adding a new LDAP Account Unit page appears.
In the General section, Provide the server name or IP Address of the LDAP Server and select the
L DAP type, OPSEC. Click OK.
The LDAP Servers section lists your organization’s LDAP servers. Each of these servers should
contain the same information, alowing aredundant configuration, and thereby guaranteeing optimal
system performance. To add an LDAP server, click New. Enter the server name and a priority. Users
first attempt to connect with the server with the highest priority (1 being the highest priority). Click
OK.
In the Networ king section:

a. Decide whether to Use SSL for the connection.

b. Configure a port number.
Inthe Login to L DAP section:

a. Provide the Login Distinguished Name, e.g. cn=Manager,dc=example,dc=com.

b. Provide apassword.
In the Branches section, select an existing branch, or click New to create a new branch.
Click Apply & Fetch Branchesto display all the branches of the selected LDAP server.
In the Authentication section, select an authentication scheme, LDAP, RADIUS, or SecurlD.

0. Click Apply.

Creating an LDAP User Group For Authorization

Connectra supports LDAP groups by mapping them to alogica group known as an “external group”.
Connectrainteracts with LDAP servers by maintaining an “LDAP account unit” object. The administrator
defines a certain point in the branch as group. Generally, the administrator needs:

To create the users and groups on the LDAP server
To create alocal Connectra group that will then be mapped to the LDAP user group once
authentication is complete.

To create an LDAP User Group:

1.
2.
3.
4

5.

On the navigation tree, click Usersand Groups > User Groups. The User Groups page appears.
Click New.

Select LDAP User Group

Enter a group name and select the LDAP Account Unit created above. Select All Branches, a specific
Branch, or a specific LDAP Group.

Click Apply.



FIGURE 8 Connectra LDAP Group

Directory Server Configuration

Guidepost for Deploying Domino

Whether you’ re setting up IBM Lotus Domino 7 and IBM Lotus Notes® 7 for the first time or adding to
an established Domino environment, planning is vital. Along with determining your company’s needs,
you need to plan how to integrate Domino into your existing network. After planning is complete, you
can begin toinstall and set up Domino servers and the Domino Administrator and build the Domino
environment. The following list describes, in order, the process to use to deploy Domino.

1.

2.
3.
4

Determine your company’ s server needs. Decide where to locate each server physically, taking into
consideration local and wide-area networks and the function of each server.

Develop a hierarchical name scheme that includes organization and organizational unit names.
Decide whether you need more than one Domino domain.

Understand how server name format affects network name-to-address resolution for servers. Ensure
that the DNS records for your company are the correct type for the server names.

Determine which server services to enable.



6. Determine which certificate authority, Domino server-based certification authority or third-party, to
use.

7. Install and set up the first Domino server.

8. Install and set up the Domino Administrator on the administrator’ s machine.

9. Complete network-related server setup.

10. If the Domino server is offering Internet services, set up Internet site documents. There are some
instances where Internet Site documents are required.

11. Specify Administration Preferences.

12. Create additional certifier IDs to support the hierarchical name scheme.

13. Set up recovery information for the certifier IDs.

14. Add the administrator’s ID to the recovery information for the certifier IDs and then distribute the
certifier IDs, as necessary, to other administrators.

15. Register additiona servers.

16. If you did not choose to do so during first server setup, Create a group in the Domino Directory for all
administrators, and give this group Manager access to all databases on the first server.

17. Install and set up additional servers.

18. Complete network-related server setup for each additional server.

19. Build the Domino environment.

After running the Server Setup program, you may want to perform one or more of the following tasks,
depending on the needs of your company:

Create an additiona organization certifier I1D.

Create an organizational unit certifier I1D.

Use Internet Site documents to configure Internet protocol server tasks:

Internet Site documents

Internet Site documents are used to configure the Internet protocols supported by Domino servers. A
separate Internet Site document is created for each protocol -- Web (HTTP), IMAP, POP3, SMTP
Inbound, LDAP, and I11OP.

The Domino server is configured to use Internet Site documents if the option Load Internet
configurations from Server\internet Sites documents is enabled on the Basics tab on Server document. If
the option is not enabled, the server defaults to Server document settings to obtain configuration
information for Internet protocols.

Hierarchical Naming in the Domino Directory

Hierarchical naming is one of the important elements of Domino security; therefore planningitisa
critical task. Hierarchical names provide unique identifiers for servers and usersin a company. When you
register new servers, organizations, organizational units, and users, the hierarchical names drive their
certification or their level of accessto the system and control whether users and serversin different
organizations and organizational units can communicate with each other.

Before you install Domino servers, create a diagram of your company and use the diagram to plan a
meaningful name scheme. Then create certifier IDs to implement the name scheme and ensure a secure



system. A hierarchical name scheme uses atree structure that reflects the actual structure of a company.
At the top of the tree is the organization name, which is usually the company name. Below the
organization name are organizational units, which you create to suit the structure of the company; you can
organize the structure geographically, departmentally, or both.

For example, the Acme Company created this diagram for their servers and users:

Figure 9 Example Lotus Domino Hierarchy

Looking at Acme's diagram, you can see where they located their serversin the tree. Acme decided to
split the company geographicaly at the first level and create certifier IDs for the East and West
organizational units. At the next level down, Acme made its division according to department.

Note: During the Check Point LDAP Account Unit creation when a Fetch Branches is done this does an
Idapsearch for (objectclass=*) namingcontexts. In aLotus Domino directory the values of this attribute
correspond to the naming contexts that this server masters or shadows. If the server does not master or
shadow any information (for example, it isan LDAP gateway to a public X.500 directory), this attribute is
absent. If the server believesit contains the entire directory, the attribute has a single value, and that value
isan empty string (indicating the null DN of the root). If thisisthe case, then manually create the
branchesin the LDAP Account Unit if the Fetch Branchesfails. If it succeeds, then it may be necessary
to create another LDAP Account Unit for the LDAP server for other branches of the directory. Thisis
because Check Point does not support referrals.

See http://www-1.ibm.com/support/docview.wss?uid=swg21098958 for more information.

Components of a Hierarchical Name

A hierarchical name reflects auser’s or server’s place in the hierarchy and controls whether users and
serversin different organizations and organizational units can communicate with each another. A
hierarchical name may include these components:
- Common name (CN) -- Correspondsto a user’s name or a server’s name. All names must include
acommon name component.
Organizational unit (OU) -- Identifies the location of the user or server in the organization.
Domino alows for a maximum of four organizational unitsin a hierarchical name. Organizational
units are optional .



Organization (O) -- Identifies the organization to which a user or server belongs. Every name
must include an organization component.
Country (C) --Identifies the country in which the organization exists. The country is optional.

An example of ahierarchical name that uses all of the componentsis:
Julia Herlihy/Sales/East/Acme/US

Typicaly anameis entered and displayed in this abbreviated format, but it is stored internally in
canonical format, which contains the name and its associated components, as shown below:

CN=Julia Herlihy/OU=Sal e OU=East/O=Acme/C=US
When presented to an LDAP client the entry is shown bel ow:

CN=Julia Herlihy,OU=Sales,OU=East,0=Acme,C=US

Certifier IDs and Certificates

Certifier IDs and certificates form the basis of Domino security. To place servers and users correctly
within your organization’s hierarchical name scheme, you create a certifier ID for each branch on the
name tree.

Y ou use the certifiers during server and user registration to stamp each server ID and user ID with a
certificate that defines where each belongs in the organization directory tree. Servers and users who
belong to the same name tree can communicate with each other; servers and users who belong to different
name trees need a cross-certificate to communicate with each other.

Note: Y ou can register servers and users without stamping each server ID and user ID if you have
migrated the certifier to a Domino server-based certification authority (CA).

Each time you create a certifier ID, Domino creates a certifier ID file and a Certifier document. The ID
file contains the ID that you useto register servers and users. The Certifier document serves as arecord of
the certifier ID and stores, among other things, its hierarchical name, the name of the certifier ID that
issued it, and the names of certificates associated with it.

There are two types of certifier IDs: organization and organizational unit.

Creating an Additional Organization Certifier ID

When you set up the first server in a domain, you create an organization certifier. If your hierarchical
name scheme calls for having multiple organizations but only one Domino Directory, you must create an

additional organization certifier ID.

Create an additional organization certifier ID from Domino Administrator -> Configuration tab -> Tools -
> Registration -> Organization.



Creating an Organizational Unit Certifier 1D

Y ou can create up to four levels of organizationa unit (OU) certifiers. To create first-level OU certifier
IDs, you use the organization certifier ID. To create second-level OU certifier IDs, you use the first-level
OU certifier IDs, and so on.

Create an additiona organization unit certifier ID from Domino Administrator -> Configuration tab ->
Tools -> Registration -> Organizational Unit.

Setting up Notes Users

Lotus Notes users are people who use the Notes client to access Domino servers and databases and have a
Notes ID, a Person document, and, if they use Notes Mail, amail file.

Before you register new Lotus Notes users, you may want to specify default settings that apply to all users
you register. Default settings make user registration easy and fast and ensure that user settings are
consistent. Y ou can define many default settings, such as what mail server users have or what certifier ID
to use for user registration.

Moving a user namein the name hierarchy

When you move a user to adifferent Organizationa Unit, the certifier changes, thus the user’s name
hierarchy changes. Since the name hierarchy in Domino Notesis part of the user’s name, when you move
auser to adifferent certifier you have essentially changed the user’s name. Y ou can use the
Administration Process to move a user name to a different location (Organizational Unit) in the
organization’s hierarchical name scheme or to move a name to a different Organization altogether.

For example, if Alice Brown/Marketing/Acme leaves ajob in the Marketing department for ajob in Sales,
you can cexrtify her user ID with the /Sales/Acme certifier, which, in effect, moves her to that
Organizational Unit. Her full hierarchical name then becomes Alice Brown/Sales/Acme or cn=Alice
Brown,ou=Saes,0=Acme.

Y ou can aso move a user to another Organization, however to do so, your Domino Directory must
contain cross-certificates between the Organizations involved.

Using Groups

Groups are lists of users, groups, and servers that have common traits. They are useful for mailing lists
and access control lists. Using groups can simplify administration tasks. For example, if you create a
group called Terminations that lists al former employees, you can enter the Terminations group name
inthe Not access fieldinthe Server Access section of the Security tab on each Server document. When
an employee leaves the company, you add the employee’ s name to the Terminations group and then force
replication of the Domino Directory to prevent the employee from having accessto all serversin the



domain. Using a Terminations group saves you the time and effort of manually adding individual
employee names to each Server document when employees |eave the company.

To create agroup, you create a Group document in the Domino Directory. Y ou can add registered usersto
the group as you create the Group document and you can add new users to a group as you register them.

Using multiple group names

When you create a group in Domino Administrator, you can specify multiple group names for one group.
Y ou need to be aware of the following information when using multiple group names:
- If you enter multiple group nhames into this field and separate those names with commas or semi-
colons, they resolve to multiple names separated by semi-colons.
Any of the group names may be used to address the group. Names other than the first name in the
Group Name field resolve to the first name, and mail is delivered to members of the group.
When searching the Domino Directory for any of the group names other than the first name
entered in the field, the name will not be found, and the first name in the field will not be offered
as amatch.

Creating and modifying groups

Create and modify groups from the Domino Administrator. Y ou can nest one or more groups within an
existing group, that is, create a group and then add one or more existing groups as members of the new

group.

Note: The Check Point integration does not support authorization by membership in nested groups.
Assiging a policy to a group

To apply policy settings to an entire group, you can assign a policy to the group. Assign an Explicit policy
or assign an Explicit policy on top of an Organizational policy that applies to the OrganizationUnit or
Organization of a user listed in the group. An Explicit policy combined with an Organizational policy
creates an effective policy for the group. Y ou can use the Policy Synopsistool to view how an effective
policy affects the members of a group.

Note: Policies applied to groups are not dynamic in that they do not apply to users who are later added to
agroup.

Policies

Using a policy, you control how users work with Notes. A policy is adocument that identifies a collection
of individua policy settings documents. Each of these policy settings documents defines a set of defaults
that apply to the users and groups to which the policy is assigned. Once apolicy isin place, you can
easily change a setting, and it will automatically apply to those users to whom the policy is assigned.

There are two types of policies: organizationa and explicit. Understanding the differences between the
types helps you plan the implementation.



Organizational policies
An organizational policy automatically appliesto al usersregistered in a particular organizationa unit.

Explicit policies
An explicit policy assigns default settings to individual users or groups.

Note: Domino by default creates user groups that are not hierarchical in nature. For instance the
organization might be defined as o=acme, but the groups are typically defined as cn=saes instead of
cn=sales,0=acme. Check Point does not support empty branchesin the LDAP Account Unit and will
search for groups with abaseDN defined in the LDAP Account Unit so by default the integration using
Domino groups will not work. It is possible to create a Domino group that is hierarchical using a name
like salesacme, but it is not recommended unless you are working in a hosted environment. Using the/
in group names in a non-hosted environment causes confusion with hierarchical naming schemes.
Hierarchical names are required in a hosted environment. For the Check Point integration to authorize
access via group membership the groups must be hierarchical. Consult with Lotus Domino technical
servicesif you would like to change the group names to hierarchical in a non-hosted environment.

The Domino Directory

The Domino Directory, which some previous rel eases referred to as the Public Address Book or Name
and Address Book, is a database that Domino creates automatically on every server. The Domino
Directory is adirectory of information about users, servers, and groups, as well as custom entries you may
add. Registering users and serversin a domain automatically creates corresponding Person documents and
Server documentsin the Domino Directory for the domain. These documents contain detailed information
about each user and server.

The Domino Directory is aso atool that administrators use to manage the Domino system. For example,
administrators create documents in the Domino Directory to connect servers for replication or mail
routing, to schedule server tasks, and so on.

When a server runs the LDAP service, the Domino Directory is accessible through the Lightweight
Directory Access Protocol (LDAP).

Typicaly, a Domino Directory is associated with a Domino domain. When you set up the first server in a
Domino domain, Domino automatically creates the Domino Directory database and givesit the file name
NAMES.NSF. When you add a new server to the domain, Domino automatically creates areplica of the
Domino Directory on the new server.

Y ou can aso create a Domino Directory manually from the PUBNAMES.NTF template and useit asa
secondary directory to store, for example, entries for your Internet users.

Domino domains A Domino domain isagroup of Domino serversthat share the same Domino
Directory. Asthe control and administration center for Domino serversin a domain, the Domino
Directory contains, among other documents, a Server document for each server and a Person document
for each Notes user.



The LDAP Service

LDAP, Lightweight Directory Access Protocal, is a standard Internet protocol for searching and
managing entriesin adirectory, where an entry has one or more attributes associated with a distinguished
name.

The LDAP service supports these features:

- Support for LDAP v3 and v2 clients
Anonymous access, name-and-password authentication, secure sockets layer (SSL) connections
and X.509 certificate authentication, Simple Authentication and Security Layer (SASL) protocol.
LDAP operations extended beyond the primary Domino Directory to secondary Domino
Directories and to directory catalogs
LDAP referrals to remote LDAP directories (not supported in the Check Point integration)
Support for LDAP search, add, modify, modifyDN, compare, and delete operations
Two methods for schema extension, and support for schema publishing and schema checking
LDAP language tags to support LDAP searches in alternate languages
Use of athird-party, LDAP-compliant server to authenticate users that have passwords or X.509
certificates stored in the Domino Directory on a Domino server running the LDAP service. For
information on setting up athird-party server to use the Domino Directory for client
authentication, see the documentation for the server.
LDAP searches of document text in databases configured in a Domain Catalog

How the L DAP serviceworks

When the LDAP task is running on a server, the server can listen for and process LDAP client requests.
By default, the LDAP task runs automatically on the administration server for the Domino Directory. The
schema daemon spawned by the LDAP task on the administration server uses the Domino LDAP Schema
database to propagate schema changes to any other serversin the domain that run the LDAP service. The
LDAP task on the administration server for the LDAP service domain Domino Directory also verifiesthe
directory tree to ensure the LDAP service complies with the standard LDAP requirement that each part of
adistinguished name has an entry in the directory that represents the name part as an object class.

By default the LDAP task listens for LDAP client requests over TCP/IP port 389, and accepts both
anonymous connections, and connections that bind using name-and-password security. The LDAP service
can also listen for requests over an SSL port, usually port 636. The LDAP service can accept requests
over the SSL port from anonymous LDAP clients, and from LDAP clients authenticated using name-and-
password security and/or X.509 certificates.

The LDAP service and directory tree verification

When the LDAP service starts on the server that is the administration server for the primary Domino
Directory, it displays these messages at the server console:

LDAP server: "Started verifying Directory Tree on filename"
LDAP server: "Finished verifying Directory Tree on filename"



These messages indicate that the LDAP serviceis verifying that each part of a Notes-style distinguished
name in a document in the directory has a separate document to define the name part. If the LDAP service
detects that a part of a name is missing such a corresponding document, it creates one in a hidden view.
Creating an additional document in this way ensures that LDAP clients can always use subtree searches to
find the original document.

For example, if the distinguished name in a Person document is Phyllis Spera/lBoston/Acme, and there is
no Domino Certifier document registered for the organizationa unit Boston, the LDAP service creates an
organizationalUnit document for Boston. Then, an LDAP user can use a search filter that specifiesa
search base of ou=Boston,0=Acme with the subtree scope to find the entry cn=Phyllis
Spera,ou=Boston,0=Acme.

The LDAP service can create three types of documents, depending on which part of a Notes distinguished
name is missing one: country, organizational Unit, and organization documents. The LDAP service adds
such a document when:
A Notes user name is registered with a unique organizational unit that is not controlled by a
certifier. In this case, the LDAP service creates an organizationa Unit document.
A Notes user name is registered with a country part. In this case, the LDAP service creates a
country document.
An administrator creates adocument manually that contains a Notes-style distinguished name
with an organizational unit or organization that doesn’t correspond to a Notes certifier document.
In this case, the LDAP service creates an organizational Unit or an organization document.

Directory tree verification applies only to the distinguished names of documents that are added and
visible through Notes since entries added through the LDAP protocol always have an object class defined
for each distinguished name part.

Running directory tree verification manually: You can run directory tree verification manually, for
example if you' ve added documents to a directory since you last started the LDAP service. To run
directory tree verification manually, enter this command from the Domino Directory administration
Server:

Tell Ldap VerifyDIT

Finding the documentsthat directory tree verification creates. To find the documents created by
directory tree verification, use an LDAP client and specify the following search filter:
" creatorsname=server name"
where servername is the name of the name of the Domino that created the documents. Specify the name
in LDAP format, for example:

creatorsname=cn=westserver,o=acme

Setting up the LDAP service

Before you set up the LDAP service, make sure you understand TCP/IP concepts, including DNS host

names and |P addressing.

Follow these steps to set up a server to run the LDAP service:

1. TheLDAPtask runs automatically on the administration server for the primary Domino Directory.
On other serversin the domain, run the LDAP task manually.



2. If your organization uses more than one Global Domain document, specify the one that the LDAP

service usesto return Internet addresses to LDAP clients. Open the Global Domain document. In the
Use as default Global Domain field, choose Yes.

3. (Optiona) Customize the default LDAP service configuration. In many cases, the LDAP service
default settings are adequate.

4. To check whether you set up the LDAP service correctly, use an LDAP search utility such as
Idapsearch provided with Notes and Domino, to issue a query to the LDAP service.

5. Set up LDAP clientsto connect to the LDAP service.

Starting and stopping the LDAP service

To start and stop the LDAP service.
Start the LDAP service automatically when you start Domino
Edit the ServerTasks setting in the NOTES.INI file to include the LDAP task. Domino adds the
LDAP task to the ServerTasks setting automatically on the administration server for adomain
Domino Directory, or if you select the option Directory services (LDAP services) during server
setup.
Start the LDAP service manually Enter Load L DAP at the console.
Stop and restart the LDAP service Enter Restart Task L DAP at the console.
Stop the LDAP service Enter Tell LDAP Quit at the console.

Customizing the LDAP service configuration

The default LDAP service configuration works without modification, but you can customize it to suit
your needs. There are NOTES.INI settings you can use to configure the LDAP service. In most cases,
restarting the LDAP task or the Domino server is unnecessary after changing a setting because the task
checks for setting changes automatically, by default at three-minute intervals.

Managing Directory Content

Thetools you can use to add entries to the Domino Directory are the Notes user registration program,
Notes organi zation and organization unit registration program, migration tools that are integrated with the
Notes user registration program, Domino directory synchronization tools, and third-party LDAP
applications like SmartDirectory. Y ou can aso add an entry manually, for example you typicaly add a
group entry manually.

The Notes user registration program, avail able through the Domino Administrator and Web Administrator
clients, is the traditional method for adding user entries to the Domino Directory. The registration
program registers users with hierarchical names -- names with multiple, distinguishing components --
provided by acertifier. The registration program can register users with Notes IDs, X.509 certificates, or
passwords, and can register users to use Notes mail, an Internet mail protocol, or no mail.

The People & Groups tab of the Domino Administrator and Web Administrator clients provide several
tools for managing Domino user and group entries in the Domino Directory, including tools that:
Rename and recertify users
Edit user and group entries



Find user and group entries
Set policies for user and group entries

If you use the LDAP service, you can use an LDAP application to add entries to the Domino Directory.
Because Domino does not provide such an LDAP application, your company must develop or obtain one
to add entries to the directory in this way. These are some of the issues to keep in mind if you use an
LDAP application to add entries to a Domino Directory:

Y ou must set up the directory to allow LDAP write access.

Enabling schema checking for the LDAP service is recommended so the directory contents

conform to the schema and are consistent.

The distinguished names of entries must be 256 characters or |ess.

Managing the Directory With SmartDirectory

In most cases you will want to use Domino Administrator or Web Administrator clients for managing the
directory. Given the complexity of the Notes environment most customers should limit SmartDirectory
management of the directory. It may however be helpful in some casesto view the directory from
SmartDirectory and to manage existing users after extending the Domino schema to include the Check
Point schema.

If you plan to manage the Domino directory using SmartDirectory these are the following limitations:
1. Usethe OPSEC DS profile with the following changes:

addelement |dap OPSEC DS Read:BranchObjectClass dominoQrgani zation

addelement |dap OPSEC_DS Read: GroupObjectClass dominoGroup

addelement |dap OPSEC_DS Read: OrganizationObj ectClass dominoOrgani zation

addelement |dap OPSEC DS Read: OrgUnitObj ectClass dominoOrgani zational Unit

addelement |dap OPSEC_DS Read: UserObjectClass dominoPerson

addelement |dap OPSEC_DS Write: DefaultGroupObjectclass dominoGroup

addelement |dap OPSEC DS Write:GroupObj ectClass dominoGroup: member

rmelement |dap OPSEC_DS Write: GroupObjectClass GroupOfNames: member

addelement |dap OPSEC_DS Write: UserObj ectClass dominoPerson
2. User creation is possible provided an email entry is entered to satisfy a Notes Forms requirement.
3. Thereisalimitation in the current version that prevents group and template modification including
modifying the user entry to include group membership. The ldapmodify operation tries to replace an
existing objectclass like fwltemplate or dominoGroup with the same abjectclass. Thisis currently under
investigation. Contact Check Point Technical Servicesfor an update. A work around isto use the
Idapmoadify binary.

Directory Catalogs and Directory Assistance

Domino provides directory catal ogs and directory assistance to help companies operate in environments
with secondary directories. A secondary directory is any server-based directory that isnot a server’s
primary Domino Directory. A secondary directory can be a Domino Directory for a different Domino
domain, a Domino Directory that you create manually from the PUBNAMES.NTF template that is
unaffiliated with a Domino domain, an Extended Directory Catalog, or aremote LDAP directory.

Directory Catalog



A directory catalog is an optional directory database that can aggregate entries from multiple Domino
Directories into a single database. A directory catal og provides enterprise-wide directory accessviaa
single database.

Directory cataogs are either client-based or server-based. Using a client-based condensed Directory
Catalog, often referred to as a Mobile Directory Catalog, Notes users can access directory information for
an enterprise off-line, when not connected to the network. Servers use server-based directory catal ogs,
either a condensed Directory Catalog or an Extended Directory Catalog, to look up information
originating from a secondary Domino Directory.

Directory Assistance

Servers use directory assistance to look up information in a secondary directory -- a secondary Domino
Directory, an Extended Directory Catalog, or aremote LDAP directory. Directory assistance provides
these services:

Client authentication using credentialsin a secondary directory

ACL group lookups for database authorization using one secondary directory

Notes mail addressing using a secondary directory

LDAP service searches of a secondary Domino Directory or Extended Directory Catalog

LDAP servicereferrasto aremote LDAP directory

The following table compares the features that directory catalogs and directory assistance support with
regard to LDAP client search and write operations.

Feature Moabile Directory | Condensed Directory Directory
Catalog Directory Catalog | Assistance for Assistance for
on Server Secondary Remote LDAP

Domino Directory
Directory or
Extended
Directory Catalog

LDAP client No Y es (search) Yes No

search and write

operations No (write)

Directory search order for group namesin database ACLs: When an Internet or Notes user attempts

to access a database on a server and the database ACL includes a group name, the server searches

directoriesin this order to locate the group to determine if the user is amember of it:

1. The server’s primary Domino Directory.

2. Onedirectory -- LDAP or Notes -- configured in the server’s directory assistance database with the
Group Authorization option selected.

Directory search order for LDAP searches: A server running the LDAP service searches directoriesin

the following order to process LDAP search requests:

1. A server’sprimary Domino Directory, unless the primary Domino Directory is configured in a
directory assistance database used by the server and has the option Make this domain available to:
LDAP clients deselected.




2. A condensed Directory Catalog on the server.

3. A Domino Directory or Extended Directory Catalog that is configured in a server’s directory
assistance with the option Make this domain available to: LDAP clients selected.

- If an LDAP user doesn’t specify a search base, which is a distinguished name used to indicate the
directory location at which to begin a search, the LDAP service searches the Domino Directories
and/or Extended Directory Catalog according to the search orders assigned to the directories. The
LDAP service searches directories with no assigned search orders a phabetically according to their
specified domain names.

- If an LDAP user specifies a search base, only directories assigned naming rules that correspond to
the search base are searched. If there is more than one directory assigned a naming rule that matches,
the directory with the most specific matching rule is searched first. For example, if a user specifiesthe
search base ou=Sales,0=Acme, the server first searches adirectory with the rule /Sales/Acme,
before searching a directory with the rule */Acme.

- If directories have identical naming rules that match the search base specified by the user, search
orders assigned to these directories determine the order in which the directories are searched.

4. If the search is not successful in any Domino Directory or Extended Directory Catalog, the LDAP
servicerefers clientsto an LDAP directory enabled for LDAP clientsin the directory assistance
database.

- If an LDAP user doesn’t specify a search base, the LDAP service does not return areferral.

- If an LDAP user specifies a search base, the server picks an LDAP directory enabled for LDAP
users with a naming rule that matches the specified search base.

- If thereis no such directory, the server doesn’t return areferral.

- If thereis more than one such directory, the server picks the one with the most specific matching
rule before picking one with aless-specific rule.

- If directories have identical naming rules that match the search base specified by the user, search
orders assigned to these directories determine the order in which the LDAP service picks them for
referrals.

Distinguished Name syntax in multiple-directory environments

For amultiple directory environment that includes entries that reside in both Domino and LDAP
directories, it simportant to understand in what contexts to use a Notes DN and in what contexts to use an
LDAP DN (defined in RFC 2253). Generally, you use a Notes DN in a Domino database field (e.g.
Fullname field or any other names field) or ACL, and use an LDAP DN in an LDAP directory attribute.

Additionally, name conversions between Notes and LDAP DN syntaxes may be necessary in multiple
directory environments. For instance, when entering the DN of an entry that residesin an LDAP directory
in the ACL of a Domino database (or an additional value of Fullname), you need to convert it to its Notes
DN equivalent. Or, when using the Notes DN mapping feature in Directory Assistance, you should
convert the Notes DN to its LDAP equivalent and use that value in the specified attribute of the LDAP
directory.

Note: Do not add an LDAP DN as the second value in a Domino Fullname field, asthisvalueisthe
Notes Common name value.



Extend the Directory Schema to Add the Check Point Schema

If you use the LDAP service, you can also use the Domino LDAP Schema database (SCHEMA.NSF) to
define new object classes and attributes to be added to the directory. Some of the questions to ask when
pIann| ng directory customization are:
To define anew type of entry in the directory, should you use the Schema database or create a
form in the Domino Directory instead? If you don’t use the LDAP service, you must create a
form. If you use the LDAP service you can use the Schema database to define object classes and
attributes with some LDAP specific characteristics that are not available when you create Domino
Directory forms. However only LDAP clients, not Notes and Web clients, can access entries
defined only in the Schema database.
If you usethe LDAP service, are there attributes and object classes already defined in the Domino
LDAP schemathat serve your company’s needs? The schema -- the types of directory entries that
are defined for the LDAP service -- by default defines many object classes and attributes which
you may be able to use rather than adding new ones.

How an LDAP object classrelatesto a Domino form

An LDAP object classis similar to aform in the Domino Directory, in that each defines a set of
information for a directory entry. A Domino-specific object class -- whose name usually begins with
domino -- always maps to aform in the Domino Directory. For example, the object class dominoPerson
maps to the form Person, and the object class dominoGroup maps to the form Group.

How an LDAP attributerelatesto a Domino field

An LDAP attributeis similar to afield in the Domino Directory in that each defines a piece of
information about a directory entry. An LDAP attribute defined for a Domino-specific object class always
maps to afield in aformin the Domino Directory. The name of the attribute and the name of the field
may not be identical. This difference occurs when a preexisting field in Domino has a purpose similar to
an LDAP-standard attribute. For example, the LDAP attribute uid maps to the Domino field ShortName.

Object class hierarchy for dominoPer son object class

The dominoPerson object class, which maps to the Person form in the Domino Directory, is part of this
object class hierarchy:

top

person

organizational Person

inetOrgPerson

dominoPerson

Object class hierarchy for dominoGroup object class

The dominoGroup object class, which maps to the Group form in the Domino Directory, is part of this
object class hierarchy:

top

groupOfNames



dominoGroup

Methods for Extending the Schema

Extending the schema refers to adding elements to the schema, usually object classes and attributes. The
default schema comes with many object classes and attributes that are ready to be used for entries. Before
you extend the schema, see if there are existing elements in the default schema that you might use instead
of extending the schema. For example, if you need an additional attribute for the dominoPerson object
class, evaluate if you can use an attribute already defined for dominoPer son.

If the default schema does not contain the attributes you need, add custom elements. There are two
methods available for extending the schema: using the Domino LDAP Schema database (SCHEM A .NSF)
or using the Domino Directory to add forms and fields.

Note: Modifying the file LSCHEMA.LDIF that is provided with Domino is not supported as a method for
extending the schema. Thisfileis used to define the LDAP-standard object classesin the default Domino
LDAP schema.

Note: Extending the schema using Idapmodify is not supported.
Extending the schema using the Schema database

When you use the Schema database to create a new schema element, you first create a draft document for
the element. Y ou approve the draft document when you are ready, and the document then moves from the
Draft Documents view to the Pending Documents view, where it awaits processing by the Schema
daemon on the administration server for the Domino Directory. The Schema daemon on the
administration server incorporates the changesinto the schema and publishes them in the Schema
database. The Schema database then replicates to subordinate serversin the domain that run the LDAP
service.

Extending the Schemato I nclude the Check Point Schema
Add the Attributes

Add each of the attributes listed in the table below or in $FWDIR/lib/Idap/schemalldif. The Syntax Name
for eachis1AS5 String. Note: The attributes memberoftempl ate and memberOf are not needed because
group membership is by member in the group entry rather than by memberOf. in the person entry.

Add the Objectclass fwltemplate and fwlperson

Add the objectclass fwltemplate as an Object Class Type of Structural with the Mandatory Attribute
Type cn and the Optional Attribute Types listed in the table below (all of the Check Point attributes
except for fwlbadPwdCount and fwllastL oginFailure.

Add the objectclass fwlperson as an Object Class Type of Auxiliary with the Mandatory Attribute Type
cn and sn. Use the table below to determine the Optional Attribute Types (all of the Check Point
attributes).



Password Management and Password Policy Options

Domino Notes and I nternet Password Settings

To manage the Internet passwords that you assign to users who have Person documents in the Domino
Directory, use a security settings policy document. Y ou can manage Internet password quality and length,
aswell as alow users to change their Internet passwords using a Web browser, and control expiration
period and change intervals.

Y ou can force users to change their Internet password on the next login through a setting in the Person
document.

Y ou can synchronize the Internet password stored in the Person record in the Domino Directory with the
user’s Notes password. This means that users can use the same password to log in to a Domino server
through the Notes client and a Web browser. Y ou can enable Notes-Internet password synchronization for
individual or multiple users on a server through the use of a security settings policy document. When a
user changes their Notes password, the Internet password is eventually changed, aswell.

If custom password policies have been established for Notes users in a security settings policy document,
and the security policy setting also specifies Update Internet password when Notes passwords change,’
then the custom password policy will also be applied to user Internet passwords. Thisisthe only time that
custom password policies are applied to Internet passwords.

Note: Domino password policy document settings like Password Expiration settings are not relayed to
the user through the Check Point integration. For instance Check Point can not use the Domino
PasswordChangeDate attribute to determine when a Domino password is about to expire. When a user
authenticates to the firewall, the firewall does a simple bind to the directory on behalf of the user and will
only report to the user the result of the bind operation.

SmartDirectory Password Settings

The Check Point Integration does not support the Domino password policy attributes, but it does support
password management when the schema is extended to include the Check Point schema.

It is possible to modify the userpassword attribute from SmartDashboard SmartDirectory. Thereisalso a
SmartDirectory setting that requires the user to change the password when they login. If you plan to do
password management from SmartDirectory ensure that OPSEC_DS ClientSideCrypt is set to 0 and
enable SSL in the LDAP Account Unit to secure the connection between the Check Point modules and
the Domino server..

Using the Check Point attributes the following options are available when Check Point password is
selected as the authentication scheme.
Per LDAP Account Unit;
the number of login attempts can be set (default 3)
the number of secondsit takes for the user’s account to be unlocked, once it has been frozen
(default 180 seconds)
Globally (Palicy -> Global Properties -> SmartDirectory tab)



Password expires after x days
Password strength
minimum password length
must include lowercase characters
must include uppercase character
must include a digit
o0 must include a symbol
Per user or fwltemplate
setting password expires to never or to the global value
whether or not the user may change password when it expires
Per user
viewing the last password modification date
requiring the user to change the password at next logon
setting the userpassword

O o0oOo0o

Setting Access Contol

Use the database ACL to control the general access that users and servers have to the Domino Directory.
Optionally, use an extended ACL to refine the general database ACL and further restrict access to specific
portions of the directory. An extended ACL is available for only a Domino Directory and an Extended
Directory Catalog.

Controlling accessto the Domino Directory
Do the following to control access to the Domino Directory:
- Set the Domino Directory ACL to control overal access.
Assign administrators to the rolesin the Domino Directory ACL that correspond to their
administrative tasks.
(Optional) Use the Administrators field to control access to individual documents.
(Optional) Use the extended ACL to set access at the form and field level.

The Domino Directory, like all Notes databases, has an access control list (ACL) that controls the overal
access that users and servers have. The following table shows the default name entries in the Domino
Directory ACL and the default access settings for each entry.



Setting up ACLsfor the Administration Process

To assign access to administrators so they can perform only specific tasks, see the table below which

specifies the access that administrators need in the ACLs of the Domino Directory, secondary directories -

- if applicable, Administration Requests database, and Certification Log database. If an error occurs
during any administrative task, the administrator must have Editor accessin the ACL of the
Administration Requests database to perform the task again.

Administrator needsthis
access in the Domino
Directory

Administrator needs
thisaccessin
ADMIN4.NSF

Add Group

Author with Create documents
and the ServerModifier role

Add usersto group

Author with GroupModifier role.

If administrator has access

greater than Author, that access

is sufficient

Delete group

One of these:
Author with Delete
documents access and the
GroupModifier role
Editor access

Author with Create documents
access

Delete users

One of these:
Author with Delete
documents access and the
UserModifier role
Editor access

Author with Create documents
access

Enable
password-checking
during authentication

Editor access

Author with Create documents
access




Find name Editor access with UserModifier
role

Using administration rolesin the Domino Directory ACL

The Domino Directory ACL includes Creator and Modifier rolesthat you assign to administrators so they
have the authority to create and edit specific types of documents. By assigning one or more roles along
with general access levels, you can limit an administrator’ s access to some types of documents but allow
greater access to other types of documents.

Roles are useful when groups of administrators have specialized responsibilities. If all of the
administratorsin your organization have identical administrative respons bilities, assign themto al roles.

The access defined in the ACL by arole never exceeds a general access level. For example, even if you
give the UserCreator role to an administrator who has Reader access in the ACL, the administrator cannot
use the Create menu to create Person documents.

Creator roles: Assign creator rolesto control who can create documents in the Domino Directory. To
create documents in the Domino Directory, administrators must have:

The Create documents privilege

The Creator role that corresponds to the type of document being created

Modifier roles: Rather than assigning Editor access which allows administrators to modify all
documents, assign administrators Author access along with one or more Modifier rolesto control the
types of documents they can edit. For example, assign the UserModifier role to administrators who are
responsible for managing users. Unlike Creator roles, Maodifier roles are a true security feature.

When using Modifier roles, keep in mind the following points:
An administrator with Author access and a Modifier role cannot edit fields assigned the security
property Must have at least Editor accessto use.
To delete adocument, an administrator must have Author access, the Delete documents
privilege, and the appropriate Modifier role.
Modifier roles apply only to administrators who have Author access. Administrators who have
Editor access or higher automatically can modify all documents.

Configure the Directory Server to Use SSL

To set up SSL on your server, you need a key ring containing a server certificate from an Internet
certificate authority. Y ou can request and obtain a server certificate from either a Domino or third-party
certificate authority (CA) and then install it in akey ring.

This describes the process to follow if you need to set up SSL on a Domino server that is not already a
Domino certificate authority server.




Note: You can enable SSL on a server when you register the server if you have aready have a Domino
server-based certification authority running in the Domino domain.

To set up SSL on a Domino ser ver
1. Set upthe Server Certificate Admin application (CERTSRV.NSF), which Domino creates
automatically

1. during server setup.

2. Create aserver key ring file to store the server certificate.

3. Regquest an SSL server certificate from the CA.

4. Mergethe CA certificate asatrusted root into the server key ring file.

5. The CA approves the request for a server certificate and sends notification that you can pick up the
certificate.

6. Mergethe approved server certificate into the key ring file.

7. Configure the port for SSL.

8. If you are using client authentication, add the client’ s name to database ACLs and access listsfor

design elements.

Require SSL connections when you want to make sure that clients use a secure connection to access
databases on the server. You do this by redirecting connection requests that come in over the TCP/IP port
to the SSL port. If you do not require an SSL connection, clients can use either SSL or TCP/IP to connect
to the server.

To set up Internet clientswith certificatesissued by a Domino CA

1. The CA administrator creates a Person document for the Internet client.

2. Theclient obtains the trusted root certificate for the server’s CA.

3. Theclient requests the Internet certificate from the CA.

4. The CA approves the request, and Domino automatically adds the client’s public key to the user’s
Person document.

5. The client merges the certificate into the local file.

For more information see the Domino Administrator Guide. Modify the Check Point LDAP Account
Unit server to support encryption.

LDAP Schema

Proprietary OID

Each of the proprietary object classes and attributes (all of which begin with “fw1”) has a proprietary
Object Identifier (OID), listed below.

Objectclasses

TABLE 2 Object Class OIDs

object class OID

fwltemplate 1.3.114.7.3.2.0.1




| fwilperson | 1.3.114.7.3.2.0.2 |

The OIDs for the proprietary attributes begin with the prefix (“1.3.114.7.4.2.0.X"). Only the value of “X”
isdifferent for each attribute. See attributesin Table 3 for the value of “X”. The syntax for each is1A5
String, 1.3.6.1.4.1.1466.115.121.1.26.

Attributes

TABLE 3 Check Point Attributes

attribute A D | fwlperson fwlt enpl ate defaults

f wlaut h- met hod .1 yes yes undef i ned

fwlaut h- server .2 yes yes

f wlpwdl ast nod .3 yes yes no val ue

fwlexpiration-date .8 yes yes no val ue

fwlhour -range-from .9 yes yes “00: 00"

fwlhour - range-to .10 |yes yes “23:59”

f wlday .11 | yes yes al | days
of the
week

fwlal | owed-src .12 | yes yes no val ue

fwlal | oned- dst .13 | yes yes no val ue
fwlal | oned- vl an .14 | yes yes no val ue

f WLSR- keym .15 | yes yes Any

f WLSR- dat am .16 | yes yes Any

f WLSR- mdm .17 | yes yes none

fwlenc-fwz-expiration .18 | yes yes

fwlsr-aut h-track .19 |yes yes none

fwlgr oupt enpl at e .20 |yes yes fal se

f wll SAKMP- EncMet hod .21 |yes yes DES, 3DES

f wll SAKMP- Aut hiet hods .22 |yes yes si gnat ur es

f wll SAKMP- HashMet hods .23 | yes yes MD5, SHAL

fwll SAKMP- Tr ansf orm .24 | yes yes ESP

f wll SAKMP- .25 |yes yes SHA1

Dat al nt egrit yMet hod

f wll SAKMP- Shar edSecr et .26 |yes yes

f wll SAKMP- Dat aEncMet hod | .27 | yes yes DES

fwlenc- et hods .28 |yes yes FwW

fwluser PwdPol i cy .29 |yes yes

f wlbadPwdCount .30 |yes

fwll ast Logi nFai | ure .31 |yes

nmenber of t enpl at e .32 |yes

menber Of .33 |yes yes

cn

Theentry’s name. Thisis also referred to as “ Common Name”. For users this can be different from the
uid attribute, the name used to login to the VPN-1 module. This attribute is a so used to build the LDAP
entry’ s distinguished name, that is, it isthe RDN of the DN.



uid

The user’slogin name, that is, the name used to login to the VPN-1 module. This attribute is passed to the
external authentication system in all authentication methods except for “Internal Password”, and must be
defined for all these authentication schemes.

Thelogin nameis used by VPN-1 to search the LDAP server(s). For this reason, each user entry should
have its own unique uid value. It is also possible to login to the VPN-1 modul e using the full DN. The DN
can be used when there is an ambiguity with this attribute or in “Internal Password” when this attribute
may be missing. The DN can also be used when the same user (with the same uid) is defined in more than
one Account Unit on different LDAP servers.

description
Descriptive text about the user.

mail
User’'s email address.

member

An entry can have zero or more values for this attribute.

In atemplate: The DN of user entries using this template. DNsthat are not users (object classes that are
not one of: “person”, “organizational Person”, “inetOrgPerson” or “fwlperson”) are ignored.

In agroup: The DN of user.

user Password

Must be given if the authentication method (fwlauth-method) is“Internal Password”. The value can be
hashed using “crypt”. In this case the syntax of this attribute is: “{ crypt} xxyyyyyyyyyyy”’ where “xx” is
the “sdt” and “yyyyyyyyyyy” isthe hashed password. It is possible (but not recommended) to store the
password without hashing. However, if hashing is specified in the LDAP server, you should not specify
hashing here, in order to prevent the password from being hashed twice. Y ou should also use SSL in this
case, to prevent sending an unencrypted password. The VPN-1 module never reads this attribute, though
it does writeit. Instead, the LDAP bind operation is used to verify a password.

fwlauth-method

One of thefollowing: RADIUS, TACACS, SecurelD, OS Password, Defender

The default value for this attribute is overridden by Default Scheme in the Authentication tab of the Account unit
window in SmartDashboard. For example: an LDAP server can contain LDAP entriesthat are all of the
object-class “ person” even though the proprietary object-class “fwlperson” was not added to the server’s
schema. If Default Scheme in SmartDashboard is “ Internal Password”, all the users will be authenticated
using the password stored in the “ userPassword” attribute.

fwlauth-server
The name of the server that will perform the authentication This field must be given if fwlauth-method is
“RADIUS’ or “TACACS'. For al other values of fwlauth-method, it isignored.

fwlpwdLastMod

The date on which the password was last modified. The format is yyyymmdd (for example, 20 August 1998
i$19980820). A password can be modified through the VPN-1 module as a part of the authentication
process. If no valueis given, then the password has never been modified.



fwlexpiration-date
Thelast date on which the user can login to aVPN-1 module, or “no value” if thereis no expiration date.
The format is yyyymmdd (for example, 20 August 1998 is 19980820). The default is “no value’.

fwlhour-range-from
The time from which the user can login to aVPN-1 module. The format is hh.mm (for example, 8:15 AM
is08:15).

fwlhour-rangeto
The time until which the user can login to aVPN-1 module. The format is hh:imm (for example, 8:15 AM
is08:15).

fwlday
The days on which the user can login to a VPN-1 module. Can have the values“ SUN”,”"MON",...€etc.

fwlallowed-src

The names of one or more network objects from which the user can run aclient, or “Any” to remove this
limitation, or “no value’ if there is no such client. The names should match the name of network objects
defined in SmartCenter Server.

fwlallowed-dst

The names of one or more network objects which the user can access, or “Any” to remove thislimitation,
or “no value’ if thereis no such network object. The names should match the name of network objects
defined on the SmartCenter Server.

fwlallowed-vlan
currently not used

fwlSR-keym
The algorithm used to encrypt the session key in SecuRemote. Can be “CLEAR”, “FWZ1", “DES’ or
“Any”.

fwlSR-datam
The algorithm used to encrypt the datain SecuRemote. Can be “CLEAR”, “FWZ1", “DES’ or “Any”.

fwlSR-mdm
The algorithm used to sign the datain SecuRemote. Can be “none” or “MD5”.

fwlenc-fwz-expiration
The number of minutes after which a SecuRemote user must re-authenticate himself or hersalf to the
VPN-1 module.

fwlsr-auth-track
The exception to generate on successful authentication via SecuRemote. Can be “none”, “cryptlog” or
“cryptalert”.

fwlgroupTemplate



Thisflag is used to resolve a problem related to group membership.

The group membership of auser is stored in the group entriesto which it belongs, in the user entry itself,
or in both entries. Therefore thereis no clear indication in the user entry if information from the template
about group relationship should be used.

If thisflagis“TRUE”, then the user is taken to be a member of all the groups to which the templateis a
member. Thisisin addition to al the groups in which the user is directly a member.

fwll SAKMP-EncM ethod
The key encryption methods for SecuRemote users using IKE. This can be one or more of: “DES’,
“3DES’. A user using IKE (formerly known as ISAMP) may have both methods defined.

fwll SAKMP-AuthM ethods
The allowed authentication methods for SecuRemote users using IKE, (formerly known as ISAMP). This
can be one or more of: “preshared”, “signatures’.

fwll SAKMP-HashM ethods
The data integrity method for SecuRemote users using IKE, (formerly known as ISAMP). This can be
one or more of: “MD5”, “SHA1". A user using IKE must have both methods defined.

fwll SAKMP-Transform
The IPSec Transform method for SecuRemote users using IKE, (formerly known as ISAMP). This can be
oneof: “AH", “ESP".

fwll SAK M P-Datal ntegrityM ethod
The data integrity method for SecuRemote users using IKE, (formerly known as ISAMP). This can be
oneof: “MD5", “SHA1".

fwll SAKM P-Shar edSecr et
The pre-shared secret for SecuRemote users using IKE, (formerly known as ISAMP). The value can be
calculated using the fw ikecrypt command line.

fwll SAKM P-DataEncM ethod
The data encryption method for SecuRemote users using IKE, (formerly known as ISAMP) .

fwlenc-Methods
The encryption method allowed for SecuRemote users. This can be one or more of: “FWZ”, “ISAKMP”
(meaning IKE).

fwluser PwdPoalicy
Defines when and by whom the password should and can be changed.

fwlbadPwdCount
Number of allowed wrong passwords entered sequentially

fwllastL oginFailure
Time of the last login failure



member of template

DN of the template that the user isamember of.

Schema Checking

When schema checking is enabled, LDAP requires that every object class and its associated attributes be
defined in the directory schema. Schema checking should be enabled when working with the Directory

Server.

Modifying LDAP Profiles

The abjects.C file contains four profiles, each corresponding to an LDAP server type.

Note - The objects.C file should not be edited directly. Instead, use GUIdbEdit (see the Check Point CLI
Guide) to edit the objects 5 0.C file on the SmartCenter Server.

Profile Attributes

The attributes that are commonly configured by category are described.

TABLE 4 Common LDAP Profile Attributes

attribute category default other
C=common
R=read
W=write
UserLoginAttr C * uid (Domino) Onevalue
« SamAccountName (in alowed
Microsoft AD)
UserPasswordAttr C * userPassword (Domino) Onevalue
» unicodePwd (in Microsoft_AD) allowed
TemplateObjectClass C fwltemplate Multiple values
allowed
ExpirationDateAttr C * fwlexpiration-date (most servers) Onevalue
» accountExpires (in Microsoft_AD) allowed
ExpirationDateFormat C e CPformat is yyyymmdd (most Onevalue
servers) alowed
* MS (in Microsoft_AD)
PsswdDateAttr C * fwlpwdLastMod (most servers) Onevalue
» pwdLastSet (in Microsoft AD) alowed
PsswdDateFormat * CP (most servers) format Onevalue
isyyyymmdd allowed
* MS (in Microsoft AD)
BadPwdCountAttr C fw1BadPwdCount Onevalue
allowed
ClientSideCrypt C * 0 for Domino Onevalue




« 1 for Netscape DS or Red Hat DS alowed
Note: if not using encrypted
password, SSL is recommended
DefaultCryptAlgorithm C * Plain (for most servers) Onevalue
* Crypt alowed
* SHAI1 (for Netscape DS or Red
Hat DS)
CryptedPasswordPrefix C {SSHA} (for Netscape DS or Red Onevalue
Hat DS) alowed
PhoneNumberAttr C internationalisdnnumber Onevalue
allowed
AttributesTranglationMap C none Multiple values
allowed
ListOf AttrsToAvoid C There are no values by default. In case | Multiple values
the LDAP server was not extended by | alowed
the Check Point schema, the best
thingto doistolist here al the new
Check Point schema attributes
BranchObjectClass R * Organization Multiple values
Organizational Unit alowed
Domain (most servers)
» Container (extrafor Microsoft_AD)
BranchOCOperator R One Onevalue
allowed
Organi zationObjectClass R organization Multiple values
allowed
OrgUnitObjectClass R * OrganizationalUnit (most servers) Multiple values
« Container (added to Microsoft AD) | allowed
DomainObjectClass R Domain Multiple values
allowed
UserObjectClass R e User (in Microsoft_ AD) Multiple values
* person allowed
organi zational Person
inetOrgPerson
fwlperson (most servers)
UserOCOperator R One Onevalue
allowed
GroupObjectClass R Groupofnames Multiple values
Groupofuniquenames (most servers) alowed
Groupofnames (in Microsoft_AD)
GroupOCOperator R One Onevalue
allowed
GroupMembership R * Member mode defines the member Onevalue
DN in the Group object (Domino) allowed

» MemberOf mode defines the group
DN in the member object (in
Microsoft_AD)




* Both modes defines both the
member DN in the Group object and
the group DN in the Member object.

UserMembershipAttr RwW MemberOf Onevalue
allowed
TemplateMembership RW * Member mode defines the member Onevalue
DN in the Group object (most servers) | allowed
* MemberOf mode defines the group
DN in the member object (in
Microsoft_AD)
TemplateM embershi pAttr RW member Multiple values
allowed
UserTemplateM embershipAttr | RW memberoftemplate Multiple values
allowed
OrganizationRDN W (o] Onevalue
allowed
OrgUnitRDN W ou Onevalue
allowed
UserRDN W cn Onevalue
allowed
GroupRDN wW cn Onevalue
allowed
DomainRDN w dc Onevalue
allowed
AutomaticAttrs W user:userAccountControl:66048 Multiple values
For Microsoft_ AD This means that alowed
when auser object is created an extra
attribute is included automatically:
userAccountControl with the value
66048
DefaultGroupObjectClass W The objectclass of the group when a Onevalue
group is created in SmartDirectory. If | allowed
adirectory schema has a structural
objectclass with a superior of
groupOfNames or
groupOfUniqueNames, then it may be
best to use this.
GroupObjectClass W groupOfNames:member Multiple values
groupOfUniqueNames:uniqueMember | allowed
(All other servers)
OrgUnitObjectClass W Organizational Unit Multiple values
allowed
Organi zationObjectClass W Organization Multiple values
allowed
UserObjectClass W User (in Microsoft_ AD) Multiple values

person
organi zational Person

alowed




inetOrgPerson
fw1Person (All other servers)

DomainObjectClass W Domain Multiple values
allowed

Common Attributes

UserL oginAttr
The unique username LDAP attribute (uid). In addition, when fetching users by the username, this
attribute is used for query.

User Passwor dAttr
This user password LDAP attribute.

TemplateObjectClass
The abject classfor VPN-1 LDAP templates. If you change the default value with another objectclass,
make sure to extend that objectclass schema definition with relevant attributes from fwitemplate.

ExpirationDateAttr
The account expiration date LDAP attribute. This could be a Check Point extended attribute or an existing

attribute.

ExpirationDateFor mat
Expiration date format. This format will be applied to the value defined at ExpirationDateAttr.

PsswdDateFor mat
The format of the password modified date LDAP attribute. Thisformation will be applied to the value

defined at PsswdDateAttr

PsswdDateAttr
The password last modified date LDAP attribute.

BadPwdCountAttr
LDAP attribute to store and read bad password authentication count.

ClientSideCrypt
If O, the sent password will not be encrypted. If 1, the sent password will be encrypted with the algorithm
specified in the DefaultCryptAlgorithm.

DefaultCryptAlgorith
The algorithm used to encrypt a password before updating the LDAP server with a new password.

CryptedPasswor dPr efix
Thetext to prefix to the encrypted password when updating the LDAP server with a modified password.

PhoneNumber Attr
LDAP attribute to store and read the user phone number.

AttributesTranslationM ap




General purpose attribute translation map, to resolve problems related to peculiarities of different server
types. For example, an X.500 server does not allow the "-" character in an attribute name. To enable the
Check Point attributes containing "-", specify atrandation entry: (e.g., "fwl-expiration =fwlexpiration").

ListOfAttrsToAvoid

All attribute names listed here will be removed from the default list of attributes included in read/write
operations. Thisis most useful in cases where these attributes are not supported by the LDAP server
schema, which might fail the entire operation. This is especially relevant when the LDAP server schema
is not extended with the Check Point schema extension.

Read Attributes

BranchObjectClass
Use this attribute to define which type of objects (objectclass) is queried when the object tree branches are
displayed after the Account Unit is opened in SmartDashboard.

BranchOCOperator
If Oneis set, an ORed query will be sent and every object that matches the criteriawill be displayed asa
branch. If All, an ANDed query will be sent and only objects of al typeswill be displayed.

OrganizationObjectClass
This attribute defines what objects should be displayed with an organization object icon. A new object
type specified here should also be in BranchObjectClass.

OrgUnitObjectClass
This attribute defines what objects should be displayed with an organization object icon. A new object
type specified here should also be in BranchObjectClass.

DomainObjectClass
This attribute defines what objects should be displayed with a Domain object icon. A new object type
specified here should aso be in BranchObjectClass.

User ObjectClass
This attribute defines what objects should be read as user objects. The user icon will be displayed on the
tree for object types specified here.

User OCOper ator
If ‘one’ is set, an ORed query will be sent and every object that matches one of the types will be
displayed asauser. If ‘al’ and ANDed query will be sent and only objects of al typeswill be displayed.

GroupObjectClass
This attribute defines what objects should be read as groups. The group icon will be displayed on the tree
for objects of types specified here.

GroupOCOperator
If ‘one’ is set an ORed query will be sent and every aobject that matches one of the types will be displayed
asauser. If ‘all’ an ANDed query will be sent and only objects of all types will be displayed.

GroupMembership



Defines the relationship Mode between the group and its members (user or template objects) when
reading group membership.

Read / Write Attributes

User M ember shipAttr

Defines what LDAP attribute to use when reading group membership from the user or template object if
GroupMembership modeis‘MemberOf * or ‘Both’ you may be required to extend the user/template
object schemain order to use this attribute.

TemplateM ember ship
Defines the user to template membership mode when reading user template membership information.

TemplateM ember shipAttr
Defines which attribute to use when reading the User members from the template object, as User DN, if

the TemplateM embership mode is Member.

User TemplateM ember shipAttr
Defines which attribute to use when reading from the User object the template DN associated with the
user, if the TemplateM embership mode is MemberOf.

Write Attributes

OrganizationRDN
Thisvaue will be used as the attribute name in the Relatively Distinguished Name (RDN) when creating
ahnew organization via SmartDashboard.

OrgUnitRDN
Thisvalue will be used as the attribute name in the Relatively Distinguished Name (RDN) when creating
anew organizational Unit via SmartDashboard

UserRDN
Thisvalue will be used as the attribute name in the Relatively Distinguished Name (RDN) when creating
anew User object via SmartDashboard.

GroupRDN
Thisvalue will be used as the attribute name for the RDN when creating a new Group object via
SmartDashboard.

DomainRDN
Thisvaue will be used as the attribute name for the RDN when creating a new Domain object via
SmartDashboard.

AutomaticAttrs

Thisfield isrelevant when creating objects in SmartDashboard. The format of thisfield is
Objectclass:name:value meaning that if the object being created is of type ObjectClass then additional attributes
will be included in the created object with name ‘name’ and value ‘value' .

GroupObjectClass



Thisfield is used when modifying an existing group in SmartDashboard. The format of thisfieldis
ObjectClass:memberattr meaning that for each group objectclass there is a group membership attribute
mapping. List here al the possible mappings for this LDAP server profile. When a group is modified,
based on the group’ s objectclass the right group membership mapping will be used.

OrgUnitObjectClass
This determines which ObjectClass to use when creating/modifying an Organizational Unit object. These
values can be different from the read counterpart.

OrganizationObjectClass
This determines which ObjectClass to use when creating and/or modifying an Organization object. These
values can be different from the read counterpart.

User ObjectClass
This determines which ObjectClass to use when creating and/or modifying a user object. These values
can be different from the read counterpart.

DomainObjectClass
Determines which ObjectClass to use when creating and/or modifying a domain context object. These
values can be different from the read counterpart.

Fetch User Information Effectively by Modifying the Profile

LDAP servers organi ze groups and members through different means and relations. LDAP operations are
performed by Check Point on users, groups of users, and user templates where the template is defined asa
group entry and users are its members. The mode in which groups/templates and users are defined has a
profound effect on the performance of some of Check Point’ s functionaity when fetching user
information. There are three different modes:

o0 Defininga“Member” attribute per member, or “Member” user-to-group membership mode. In
this case, each member of a specific group getsthe ‘Member” attribute, where the value of this
attribute isthe DN of that member.

o Defining a“Memberof” attribute per group, or “Member Of” user-to-group membership mode. In
this case, each group gets the a“Memberof” attribute per group, where the value of this attribute
isthe DN of agroup entry. Thisis referred to as“Member Of” user-to-group membership mode.

o Defining a“Memberof” attribute per member and group, or “Both” user-to-group membership
mode. In this case both members and groups are given the “MemberOf” attribute.

The most effective mode isthe “MemberOf” and “Both” modes where user’ s groups membership

information is available on the user itself and no additional LDAP queries are necessary.

Setting the User-to-Group Membership Mode

Set the user-to-group membership mode in the profile objects for each LDAP server in objects 5 0.C.
0 To specify the user-to-group and templ ate-to-group membership mode set the GroupMembership
attribute to one of the following values. Member, MemberOf, Both accordingly.



0 To specify the user-to-template membership mode set the TemplateM embership attribute to one of
the following values: Member, MemberOf accordingly.

After successfully converting the database, set the LDAP server profilein objects 5 0.C to the proper
membership setting and start VPN-1. Make sureto install policy/user database on all gateways to enable
the new configuration.
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