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I ntroduction

Check Point™ VPN-1® NG and Connectra™ have the ability to access LDAP directory servers for managing users,
groups, and templates. enQuire can be integrated with the Check Point firewall to enable it leverage the identity data
present in multiple heterogeneous data stores.

Enterprise Architects make use of enQuire™ to introduce a flexible virtualization layer between multiple identity
repositories and applications.

This guide describes how to configure enQuire for the integration with VPN-1 NG SmartDirectory and Connectra.

enQuire™ Virtual Directory Server

enQuireisaLDAP v3 compliant virtual directory server. enQuire enables high performance LDAP v3 access to data
federated and joined across multiple data stores over the network. It provides access to the data with high
performance and reliability, using cache with built-in persistence and failover support. enQuire offers complete
LDAP v3 security and access control mechanism. enQuire also offers strong authentication mechanisms along with
commonly used security infrastructures like Kerberos.

For more information please visit:
http://www.persistentsys.com/products/enquire/enquire.htm

Overview of enQuire Features

Data connectors: enQuire supports connectivity to multiple data stores (relational and non standardized
data) that contribute to data access operations.

Federation: enQuire provides federation of identities across multiple data stores. enQuire enables building
directory information trees, which makesit ideal for setting up corporate directories and resolve the issues
related to multiple identity islands.

Identity Join: enQuire join engine provides ajoin of identity or profile values across multiple data stores.
The join capability, when coupled with data transformations, provides useful data manipulation
capabilities.

Strong authentication support: The authentication support offers extensive back-end authentication
mechanisms and provides SASL support. Pass-through authentication allows the administrators to leverage
their security-infrastructure accessrules.

Access control and permissions: The authentication process coupled with access and permission
enforcement enables fine grain control.

Scalability and performance: Scalability and performance caters to large number of concurrent
connections.
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High availability and consistency: High availability and consistency supports master slave configuration.
This enables deployment of multiple enQuire servers providing failover support and 24x7 availability.
Secur e data access: Secure data offers extensive back-end authentication mechanisms and SSL support to
access the data.

Note on Environments

The LDAP directory structure used in this paper is very simple and concentrates only on the usage for the Check
Point devices. Directories used in production environments are normally more complex in their overall structure and
contain more information than the directory used in this paper. This may also include the use of multiple directory
servers providing the same information (using directory replication) for fault tolerance.

The firewall requires a SmartDirectory license to manage users on LDAP servers. Please make sure that you have a
SmartDirectory license before starting (see How to check whether a SmartDirectory license isinstalled).

Procedural Outline

This section provides the procedural outline for using enQuire. The following steps are necessary to use enQuire
with VPN-1:
1. Instal enQuire
2. Configure enQuire
a. Definethe directory suffix
b. Add the Check Point Schema if needed
c. Define nodes as needed
3. Setuptheinitial directory content
4. Test thedirectory

Note: This paper does not focus on the task of how to install enQuire or how to install and initially configure VPN-1
or Connectra. Please refer to the appropriate documentation for these tasks.

Procedure

Install enQuire

See the enQuire System Requirements to ensure that the system is capable of meeting with a configuration that
matches your environment and your specific needs.

ConfigureenQuire

To configure enQuire, use the enQuire administration console. A shortcut to the console is created on the desktop on
installing enQuire on the machine. Alternatively, the default location of the executable is C:\Program
Files\Persistent Data I nfrastructureé\enQuire\Administration Console\ enQuireConsole.exe

The default username is cn=Administrator.

Define the Directory Suffix

First determine what objectclass fits best for your DIT hierarchy. For our purposes we'll use domain. If you use a
different hierarchy, be sure to change the SmartDashboard LDAP Account Unit profile OPSEC DS
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Read: BranchObjectClass to match. For example to use c=us as the base, then add country to the OPSEC DS
Read: BranchObjectClass. See the section on SmartDirectory LDAP profiles for more information about LDAP
profiles.

Suffix is the topmost entry in the DIT in enQuire. Do the following to create suffix in enQuire:
1. IntheenQuire Administration Console screen, click the File menu to display the options.
In the File menu, click Create Suffix to open the Create Suffix dialog box. The Suffix tab is selected by
default.
From the ObjectClasslist, select domain.
In Suffix DN, enter dc=company.com.
Click Add to create the suffix. The suffix dc=company.com gets added to the Suffix list.
Click Saveto save the settings and to close the Server Options dialog box.

agrLON

Add the Check Point Schema if Needed

By default enQuire does not include the Check Point schema. It is necessary to add Check Point Schemato create
users with any kind of Check Point attributes. If Check Point schemais not added and you try to create the users,
then you will receive an objectclass violation error. If you wish to use SmartDirectory to manage enQuire users, then
the enQuire schema will need to be extended using the Check Point schema.

Note: The fwlperson objectClassis defined as an AUXILIARY rather than a STRUCTURAL type so that existing
users can be managed via SmartDirectory.

In $FWDIR/lib/Idap/, copy the file schema.ldif and edit the copy to modify the fwlperson objectclass adding the
word AUXILIARY as shown below.

Modified fwlperson objectclass

dn: cn=schema

changet ype: nodify

add: objectcl asses

obj ectclasses: ( 1.3.114.7.3.2.0.2 NAME 'fwlperson' SUP 'top'

AUXI LI ARY MUST ( cn $ sn ) MAY ( description $ userpassword $ mail $
uid $ fwlaut h-met hod.....

Use Idapmodify to add the Check Point schemato enQuire.

Note: The default port to connect to enQuireis TCP 1200 for Idap connections (Y ou specify this port while
installing enQuire). This should be done on a secure network since the password is sent in the clear text. enQuire
also supports the connections using sl. Thisis discussed later in this document.

For example, I[damodify Usage
# |l dapnodi fy —c —h <enQuire_ds_ip> -p 1200 -D “cn=Adm ni strator” -w
<password> -f schema_copy. | dif

nodi fyi ng entry cn=schena
nodi fyi ng entry cn=schena

Note: The memberOf attribute already exists in the enQuire schema and need not be added. This attribute isn’t
needed in the enQuire integration with Check Point schema because group membership is based upon
uniquemember and the member in groups of objectclass such as groupOfUniqueNames or groupOfNames.
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Note: If an enQuire node is a proxy transformed to a back-end directory server, then the Check Point schema will
need to be added to enQuire and to the back-end directory server. This helps to manage users via SmartDirectory.

Setting up theInitial Directory Content

The enQuire server is configured and now data needs to be added in enQuire. Although we defined the root suffix
the directory database is still empty, which needs to filled with the initial data. enQuire supports several data stores
including Relational Databases, other LDAP directories, text files, Lotus Domino NSF files, and NT User Domain
Stores. One can also add content to the enQuire’ s local storage using Idapmodify. Not all of these scenarios have
been tested in the integration. If you have questions about a particular scenario ask your enQuire representative.

For the purpose of this demonstration we'll show how to:
Migrate the Check Point users to enQuire.
Fetch the users from MySQL database to VPN-1

Add the Check Point Usersto enQuire

Since you will probably have to add the other data stores to enQuire later, first create a node under the root suffix for
the SmartCenter users.

In the enQuire Administrator Console create an enQuire Local Sorage Node for the first level ou=vpn_users, under
the suffix dc=company.com.The local node is used when fixed values are to be assigned to the RDN and the
attributes of the node.

The procedure for creating enQuire Local Storage Node is as follows:

1. To start the Node Creation Wizard, select the suffix dc=company.com and click Add on the toolbar.
Alternatively, select Add Node from the right-click menu, or on the File menu click Add Node.

2. Inthe Node Creation Wizard, select Organizational unit from the list of Object Classesfor the DN of the
first level of the hierarchy. Click Next.

3. Fromthe RDN Attributes list, select ou and click Next.

4. In Configure Security Settings, specify appropriate security options and click Next. (Use the default
settings. The enQuire Server will take the responsibility for processing the bind operations.) In Mapping
Name, enter a name for the mapping and click Next.

5. Fromthe Attribute list, select the RDN to which the custom value needs to be assigned. In this case, select
ou, in value enter the value for organizational unit asvpn_usersand click Add. The attribute and the value
gets added to the Attribute-Value list then click Next.

6. Click Finish to save the mapping.

On the SmartCenter server go to the $FWDIR/conf directory and execute the following command:

# # fwm dbexport -l -v —f chkp.ldif —-p OPSEC DS -s
ou=vpn_users, dc=conpany. com -k abc123

To remove the users that you do not want to add to the enQuire server, edit the file chkp.ldif as needed.. For
example, there may be a generic* or firewall administrators that you do not want to add to enQuire.

Use Idapmoadify to add the users.

# |l dapnodify —a —c —h <enQuire_ds_ip> -p 1200 -D “cn=Adm ni strator” —-w
<password> -f chkp.ldif
addi ng new entry cn=vpnl, ou=vpn_users, dc=conpany.com
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Verify that the users are added to enQuire
In the enQuire Administrator Console do arefresh and verify the users are added to the ou=vpn_users branch.

Delete users as needed from the Check Point internal database using SmartDashboard.

Fetch usersfrom MySQL databaseto VPN-1

In the enQuire Administrator Console create enQuire Local Storage Node for the first level ou=database users,
under the suffix dc=company.com. The procedure is explained above.

Following are the steps to create a node in enQuire to dynamically fetch the users present in the MySQL database.

1. Right-click on the ou=database users, dc=company.com node and select Add Node.

2. Inthefirst screen, select enQuire’ s objectclass as fwilper son (It is assumed that you have uploaded the
Check Point schema on enQuire). Thisis the objectclass, which is exposed to VPN-1.

3. Inthe Select enQuire RDN screen, select cn asenQuire’'s RDN.

4. Select enQuire authentication or Use back-end authentication depending on whether you want enQuire to
do the authentication or the back-end data store. (in this case MySQL will do the authentication). Click
Next to proceed.

5. Inthe Select Data Store Type screen, click Database Server and from the drop down list select MySQL .

6. Inthe Set Mapping Information screen select ODBC table mapping and click Next.

7. Select the DSN and enter the username and password for MySQL in the Database Login Information
screen. Click Next.

8. Here select the table, which holds the users and click Next

9. Now, map the enQuire attributes to the appropriate columnsin the MySQL table. Make sure that the
userpassword and uid attributes are mapped.

10. Click Next and then click Finish. This completes node creation in enQuire.

11. Usethe Check Point account unit definition to fetch these users. Now, these user accounts can be used for
authentication.

Note: In this example we have fetched the data from a Database, similarly data can be fetched from any of the data
stores supported by enQuire.

Using the enQuire GUI, you can construct Directory Information (DIT) treein enQuire. enQuire DIT comprises of
two types of nodes:
1. Static nodes: The data associated with these nodesis stored locally within the enQuire. Static nodes cannot
be created below the dynamic nodes.
2. Dynamic nodes: Dynamic nodes fetches the data from the back-end data stores on the fly. The back-end
data stores are such as directory, databases, flat files, and so on,

The GUI isalso used to:
1. Set Accesscontrol Instructions
2. enQuire schema management
3.  Manage administrator account
4. Monitor server
5. Backup/restore nodes

Install and Configure VPN-1
Please refer to the VPN-1 Getting Started Guide for further information.
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1. Modify the OPSEC DS profile.

2. Enable SmartDirectory in Global Properties.

3. Create ahost object for the enQuire server.

4. Create an LDAP Account Unit.

5. Begin Managing Users, Groups, and Templatesin SmartDirectory

Modify the OPSEC_DS Profile

The objects.C file contains four profiles, each corresponding to a SmartDirectory (LDAP) server type. These are
Microsoft_ AD, Netscape DS, Novell DS, and OPSEC DS. Y ou can use the OPSEC_DS profile, but first it should
be changed using dbedit or GuiDBedit. Close all the SmartConsol e applications and then execute the following
command.

# dbedit
Enter Server nane (ENTER for 'local host'):

Enter Adm ni strator Nanme: admn
Ent er Adm ni strator Password:

Pl ease enter a comand, -h for help or -g to quit:
dbedi t > Commands:

dbedit> nodify | dap OPSEC DS Wi te: Defaul t GoupOhj ect Cl ass groupCOf Uni queNanes

dbedi t > updat e | dap OPSEC DS
OPSEC DS updat ed successful ly.

dbedit> quit

Note: The objects 5 0.C file should not be edited directly. Further modifications of OPSEC DS can be done using
GUIdbEdit (refer to the Check Point CLI Guide) to edit the objects 5 0.C file on the SmartCenter Server.

Note: Groups created with the objectclass groupOfNames do not show the members. Setting
Write:defaultGroupObjectclass to groupOfUniqueNamesiis a solution.

Note: When groups are created in SmartDirectory and a user is added at the same time, it tries to add the user with
the attribute member, which results in an objectclass violation. As a solution to this, first add the group with no
users, open the group again, and then add the users.

Profile Attributes
The attributes that are commonly configured by category are described here.

attribute category default other
C=common
R=read
W=write
UserLoginAttr C uid Onevalue
allowed
UserPasswordAttr C userPassword Onevalue




allowed

TemplateObjectClass C fwiltemplate Multiple values
alowed
ExpirationDateAttr C fwlexpiration-date Onevalue
alowed
ExpirationDateFormat C CP format is yyyymmdd Onevalue
allowed
PsswdDateAttr C fwlpwdLastMod Onevalue
allowed
PsswdDateFormat C CP format is yyyymmdd Onevalue
allowed
BadPwdCountAttr C fw1BadPwdCount Onevalue
allowed
ClientSideCrypt C « 0 for most servers Onevalue
« 1 for Netscape DS allowed
if not using encrypted password, SSL is
recommended
DefaultCryptAlgorithm C « Plain (for most servers) Onevalue
* Crypt (for Netscape DS) allowed
* SHAI1
CryptedPasswordPrefix C {Crypt} (for Netscape DS) Onevalue
alowed
PhoneNumberAttr C internationalisednumber Onevalue
alowed
AttributesTranslationMap C none Multiple values
allowed
ListOfAttrsToAvoid C There are no values by default. In casethe | Multiple values
SmartDirectory (LDAP) server was not allowed
extended by the Check Point schema, the
best thing to do isto list here all the new
Check Point schema attributes
BranchObjectClass R organization Multiple values
organizational Unit allowed
domain (most servers)
BranchOCOperator R One Onevalue
alowed
OrganizationObjectClass R organization Multiple values
alowed
OrgUnitObjectClass R organizational Unit Multiple values
alowed
DomainObjectClass R domain Multiple values
alowed
UserObjectClass R person Multiple values
organizational Person allowed
inetOrgPerson
fwlperson (most servers)
UserOCOperator R One Onevalue
allowed
GroupObjectClass R Groupofnames Multiple values
Groupofuniquenames (most servers) allowed
GroupOCOperator R One Onevalue
allowed




GroupMembership R » Member mode defines the member DN Onevalue
in the Group object (most servers) allowed
» MemberOf mode defines the group DN
in the member object (in Microsoft_AD)
 Both modes define both the member DN
in the Group object and the group DN in
the Member object.
UserMembershipAttr RW M emberOf Onevalue
allowed
TemplateM embership RW » Member mode defines the member DN Onevalue
in the Group object (most servers) allowed
» MemberOf mode defines the group DN
in the member object (in Microsoft AD)
TemplateM embershipAttr RW member Multiple values
allowed
UserTemplateM embershipAttr RW memberoftemplate Multiple values
allowed
OrganizationRDN w 0 Onevalue
allowed
OrgUnitRDN w ou Onevalue
allowed
UserRDN w cn Onevalue
allowed
GroupRDN w cn Onevalue
allowed
DomainRDN w dc Onevalue
allowed
AutomaticAttrs w user:userAccountControl:66048 Multiple values
For Microsoft AD This meansthat when | allowed
auser object is created an extra attribute is
included automatically:
userAccountControl with the value 66048
GroupObjectClass w groupOfNames.member Multiple values
groupOfUniqueNames: uniqueM ember allowed
OrgUnitObjectClass w organizational Unit Multiple values
allowed
OrganizationObjectClass w organization Multiple values
allowed
UserObjectClass w person Multiple values
organi zational Person allowed
inetOrgPerson
fwlPerson
DomainObjectClass w domain Multiple values

allowed

Enable SmartDirectory in Global Properties.

By default, User Management on LDAP Serversisdisabled. To use User Management on LDAP Servers activate
LDAP Account Management in the Global Properties. The Global Properties can be reached via atoolbar button

or using Policy/Global Properties.
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Createanew Host Object

Create anew host object for the host where the enQuire server is running using M anage/Networ k Objects/New...
Node - Host.

Createa new LDAP Account Unit

Create anew LDAP Account Unit using M anage/Server s’New... LDAP Account Unit. The LDAP Account Unit
Properties window consists of several tabs. Enter a name and choose a profile for the directory.

1.

In the General tab define the general settings of the SmartDirectory (LDAP) Account Unit. Decide whether this
Account Unit isto be used for CRL retrieval, user management or both. For the purpose of this paper, select
User management and then select the OPSEC_DS profile.

In the Serverstab, display the SmartDirectory (LDAP) serversto be used by the Account Unit. The order in
which servers are displayed is also the default order in which they will be queried This priority can be defined
per Gateway and in addition it can be defined on the Account Unit. Add a server to the displayed list. For
backwards compatibility, select a SmartDirectory (LDAP) server, which is able to work with pre-NG FP3
VPN-1/Firewall-1 modules.

Double-click on a SmartDirectory (LDAP) server in the displayed list in order to modify it. The
SmartDirectory (LDAP) server Propertieswindow is displayed.

Figure 1: SmartDirectory (LDAP) Server Properties window

In the General tab, you can modify the login DN of the SmartDirectory (LDAP) server, for example,
cn=Administrator. Define the priority of the selected SmartDirectory (LDAP) server. Enter a password, which
will be used for authentication purposes. Re-enter the password in the Confirm Password field to confirm this
password. Select Read from this server and Write data to this server under Check Point Gateways are
allowed and click OK.

In the Obj ects M anagement tab, select the SmartDirectory (LDAP) server on which the objects are managed.
The branches for the selected SmartDirectory (LDAP) server can be retrieved by selecting Fetch branches, or
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they can be added manually. These branches will be searched when this SmartDirectory (LDAP) server is
queried.

In the Authentication tab, the authentication limitations and the default authentication settings for a user on an
Account Unit are defined. The allowed authentication schemes limits the user’ s authentication access only to
the respective authentication schemes. Y ou can allow several authentication schemes, which can be applied per
user, or you can apply a default authentication scheme, which is applied to all the users. Users that are retrieved
through this Account Unit, but which are missing authentication-related definitions, will be granted these
definition using the default authentication scheme, or a complete user template. These default settings are
useful, if the Check Point schemais not in place. In the place of the Check Point schema, a user template is used
to supply the authentication attributes and the other options described on this page, which are automatically
configured as per user, by default.

For al the usersin this Account Unit that are configured for IKE, the pre-shared secret for encryption purpose
should be entered.

Y ou can set the number of login attempts to a user. Y ou can also set the number of seconds it takes for the
user’s account to be unlocked, once it has been frozen.

12



Begin Managing Users, Groups, and Templatesin SmartDirectory

Define the users, groups, templates, and Organizational Units asrequired. A new network object for LDAP usersis

created on the Userstree. (The LDAP users also appear in the objects list window to theright.)

Figure 2: Locahost — Check Point SmartDashboard

Install and Configure Connectra

Connectra authenticates the users either through its own internal database such as LDAP, RADIUS or RSA
ACE/Servers and authorizes the access based on Connectra group permissions.

Authentication and Authorization in Connectra

During the authentication process, the remote users are associated with one or more groups. Remote users, once
authenticated can only access those applications, which have been authorized for their groups.

Authorization is the process that controls the access to the applications on the internal network. Thisis done by
enforcing an access control policy assigned in a Connectra group and not an individual user.
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Connectra requests the LDAP Server to return alist of the remote user’s groups. Once the LDAP groups are mapped
to the user’s groups as defined on Connectra, an access control policy is assigned. Then accessis given to the
corporate applications such asinternal LAN web servers, email servers, and file shares, as defined in the Connectra

group.

Note: While Connectrais capable of authenticating and authorizing LDAP users and groups, it cannot admini ster
the users and the groups directly on the LDAP server.

Configuring an LDAP Account Unit

1. Onthenavigationtree, click Usersand Groups > Authentication > LDAP account units. The LDAP
Account Units page appears.
2. Toadd an LDAP account unit, click New. The Adding a new L DAP Account Unit page appears.
3. Inthe General section, provide the server name or 1P Address of the LDAP Server and select the LDAP type,
OPSEC. Click OK.
4. TheLDAP Serverssection lists your organization’s LDAP servers. Each of these servers should contain the
same information, allowing a redundant configuration, and thereby guaranteeing optimal system performance.
To add an LDAP server, click New. Enter the server name and a priority. Users first attempt to connect with the
server with the highest priority (1 being the highest priority).and click OK.
5. Inthe Networking section:
a  Decide whether to Use SSL for the connection.
b. Configure aport number.
6. InthelLoginto LDAP section:
a. Provide the Login Distinguished Name, for example, cn=Administrator.
b. Provide a password.
In the Branches section, select an existing branch, or click New to create a new branch.
Click Apply & Fetch Branchesto display al the branches of the selected LDAP server.
. Inthe Authentication section, select an authentication scheme such as LDAP, RADIUS, or SecurlD.
0. Click Apply.

Creating an LDAP User Group for Authorization

Connectra supports LDAP groups by mapping them to alogical group known as an external group. Connectra
interacts with LDAP servers by maintaining an LDAP account unit object. The administrator defines a certain point
in the branch as group. Generally, the administrator needs:

To create the users and groups on the LDAP server

To create alocal Connectra group that will then be mapped to the LDAP user group once authentication is

complete.

To create an LDAP User Group:

1. Onthenavigationtree, click Usersand Groups > User Groups. The User Groups page appears.

2. Click New.

3. Select LDAP User Group

4. Enter agroup name and select the LDAP Account Unit created above. Select the appropriate option from the
given list. The options are All Branches, a specific Branch, or a specific LDAP Group.

5. Click Apply.

14



Figure 3: Editing Group LDAP_GRP screen

Further configuration options

Encrypted communication

enQuire supports LDAPS [LDAP over SSL]. It supports simultaneous SSL and hon-SSL communications on
separate ports. The security certificate database configuration is necessary for enabling SSL.

enQuire can also be configured to access the backend directory serversusing SSL. This ensures that the Virtual
Directory Server can leverage the existing directory infrastructure. enQuire supports both client or server
authentication modes.

By default the communication between the Check Point device and the enQuire server uses a clear text connection.
To enable the use of Idaps (LDAP over SSL) you have to do some configuration work on the enQuire server side as
well as on the Firewall side.

Note: In this example we are going to use OpenSSL to create the key pair and the certificate needed for SSL. Please

note that this paper only concentrates on the fact how to activate SSL for the Firewall. It does not deal with Real PKI
structures or functionalities. Please consult the appropriate documentation for this.

15



Install the OpenSSL packages and follow the steps given below:

Create SSL Certificate

Follow the OpenSSL instructions to create a self signed certificate for the enQuire server. OpenSSL and Certutil
tools need to be used for generating certificates and security database cert7.db and key3.db. Certificates should bein
PEM format.

Typically thisinvolves doing the following steps.
CA.pl -newca
CP.pl -newreq
CA.pl -signreq

Configure enQuireto use SSL

Now we need to configure enQuire to use the newly generated certificate.

Stop the enQuire sever and edit the [SSL] section in the enQuire configuration file present at .\Program Files\
Persistent Data I nfrastructure\enQuire\Server\config\Enquire.conf.

Configuration parameters for SSL in Enquire.conf:

sd: “YES/NO” (For enabling/disabling LDAPS support in enQuire)

port:"1203" (This port is used for SSL communication.)

sd_dir: “” (Specify the directory path, which contains server certificate and private key)
certificate:" server.pem" (File name for the server certificate. The server certificates must be in PEM
format)

key:"server.key" (Filename for the server private key. The key must be in PEM format)
pwd:"password" (If private key is passphrase protected then indicates the password)

cipherlist: Indicates the cipherset. Keep it empty if you want to use default.
client_verification:"NO" (Set thisto "YES" if the server needs to verify client certificates.)

For Example:

blind _trust _authentication:"YES"

cert_db_path:""

certificate: "newcert. pent

ci pherlist:"<output from openssl cipers changed to sem col on delimted>"
client_cipher_list:"SSL_RSA WTH DES CBC SHA; SSL_RSA W TH _3DES_EDE_CBC_SHA"
client _verification:"NO

key: "newkey. pent

port:"1203"
pwd: "abc123"
ssl : " YES"

ssl_dir:"C:\Program Fi | es\ Persi stent Data Infrastructure\enQuire\Server\ssl"
After restarting the enQuire server, SSL should be enabled and the server should listen on port 1203.

Note: The default port for the secure connection is TCP 1203 instead of 636.
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Configure VPN-1to use LDAP over SSL
Open the LDAP Account Unit, choose the server you want to edit and select the encryption tab.

Activate the use of SSL and fetch the fingerprint of the LDAP server. Please verify that thisis the same fingerprint
you got when you created the certificate. Choose Export as minimum encryption strength.

Restricting access

Right now we are using the Administrator’ s Account to manage users, groups, and templates with SmartDashboard.
The enforcement modules are using this account as well for the LDAP queries when authenticating the users.
Although this works, it may be arisk. The enQuire Administrator has full read or write access to everything. This
may be too powerful for our needs.

In this section, we will create two users. Oneis for the Firewall enforcement module with read and search access for
most of the attributes. The second account will be for the Firewall administrator using the SmartDashboard GUI.
This account will also have write access to attributes used by the firewall.

Create accountsfor the firewall and the administrator

Define the two accounts described as above. For example cn=Firewall,ou=vpn_users,dc=company.com to be used
by the firewall to query the LDAP server and cn=Firewal| Admin,ou=vpn_users,dc=company.com to be used by the
firewall administrator to manage users, groups, and templates on the LDAP server.

Setting accessrights
Set the access rights for the enforcement module and the administrator, and self so that users may have write access
to the user password to change their own password.

The enforcement module needs read and search accessto all firewall:
read access
firewall attributes
all (see the LDAP Schema section) except the three below
non-firewall attributes
dn, cn, sn, uid, description, mail, internationalisdnnumber, member, memberOf
self write access
firewall attributes
fwilpwdlastmod, fwlbadPwdCount, fwllastL oginFailure, fwluserPwdPolicy
non-firewall attributes
userpassword

Thefirewall administrator needs full read and write accessto all the firewall attributes and write access to the
following attributes.
read access
firewall attributes
all (see the LDAP Schema section below)
non-firewall attributes
o, dc
write access
firewall attributes
all (see the LDAP Schema section below)
non-firewall attributes
dn, cn, sn, uid, description, mail, userpassword, internati onalisdnnumber, member, uniquemember,
memberOf, pwdLastSet, ou
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Note: The pwdLastSet, member, memberOf, and userpassword attribute depends on the directory server vendor.
Configure VPN-1 to use multiple LDAP accounts

VPN-1 is able to use different accounts for managing users, groups, and templates from SmartDashboard and for
binding to the LDAP server from the enforcement module.

Define the cn=Firewall,ou=vpn_users,dc=company.com account in SmartDashboard -> Manage -> Servers and
OPSEC Application Objects -> LDAP Account Unit -> Serverstab -> LDAP Server Properties so that the
Enforcement modules can bind to the Directory Server.

To manage the directory with the cn=Firewall Admin,dc=example,dc=com account open the LDAP Account Unit
properties and in the Objects Management tab enable Prompt for password when opening this Account Unit.

Configure VPN-1 to use multiple LDAP accounts

VPN-1is able to use different accounts for managing users, groups, and templates from SmartDashboard and for
actualy fetching the LDAP server from the enforcement module. To activate this feature you should open the LDAP
Account Unit properties and activate Prompt for password when opening this Account Unit.

Figure 4: Activating Prompt for password when opening this Account Unit

Now you need to inform the firewall, which account should be used for the enforcement modules. Therefore you
just need to replace the username and password in the LDAP Server Properties with your firewall account:
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The next time you try to open an Account Unit you will be asked to enter your admin username and password:

Tips, Tricksand Troubleshooting

How to check whether a LDAP license (SmartDirectory) isinstalled

For using the user databases on LDAP servers you will need an Account Management Client license Thelicense is
included in Enterprise and SmartCenter Power. It is also available as an Add-on license feature; CPFW-AM-1-NG
and CPFW-AM-U-NG. Use cplic print to check whether you have installed such alicense:

[secureplatform# cplic print
Host Expiration Features
172.16.1.2 21Feb2007 CPFW AM 1- NG CK- OF1E2D3C4B5A

[secureplatform# cplic print

Host Expiration Features
172.16.1.2 21Feb2007 CPFW AM U- NG CK- OF1E2D3C4B5A

If you do not have such alicense installed, it is still possible that the license feature is included in another license
(for example, SmartCenter Pro). To check whether you have an appropriate feature you can use cplic check:

If you do not use an Enterprise Management you will need to check for am1:

[secureplatform# cplic check anl
cplic check 'raml': license valid

If you use an Enterprise Management you will need to check for ram1:

[secureplatform# cplic check randl
cplic check 'raml': license valid

Group Based Authentication

In the SmartDashboard, you can create an LDAP group that can be mapped to specific branches, to groups
(objectclass groupOfNames or groupOfUniqueNames), or to a member specific attribute using afilter.

If you would like to create a SmartDashboard LDAP group, which enQuire maps to the groups on a backend

Directory Server, then the hierarchy existing on the backend Directory Server must be matched in the enQuire
hierarchy.

Multiple Back-end Directory Servers

If the configuration includes multiple back-end Directory Servers, then authentication may fail to both the directory
serversif one of the directory serversis down.

Note: In this case, set failover directory to ensure that authentication succeeds for both the directory servers.
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Appendix A

SmartDirectory (LDAP) Schema

Proprietary OID

Each of the proprietary object classes and attributes (all of which begin with “fw1”) has a proprietary Object

I dentifier (OID), listed below.

Objectclasses

TABLE 8-2 Object Class OIDs

object class OID
fwltemplate 1.3.114.7.3.2.0.1
fwlperson 1.3.114.7.3.2.0.2

The OIDs for the proprietary attributes begin with the prefix (“1.3.114.7.4.2.0.X"). Only the value of “X” is
different for each attribute. Refer to the Attributes for the value of “X”. The syntax for each is 1A5 String,

1.3.6.1.4.1.1466.115.121.1.26.
Attributes
atrribute OID | fwlperson fwiltemplate defaults
fwlauth-method A yes yes undefined
fwlauth-server 2 yes yes
fwlpwdlastmod 3 yes yes no value
fwlexpiration-date .8 yes yes no value
fwlhour-range-from .9 yes yes “00:00”
fwlhour-range-to 10 yes yes “23:59"
fwilday A1 yes yes all days of
the week
fwlallowed-src A2 yes yes no value
fwlallowed-dst A3 yes yes no value
fwlallowed-vian 14 yes yes no value
fwlSR-keym 15 yes yes Any
fwlSR-datam .16 yes yes Any
fwlSR-mdm A7 yes yes none
fwlenc-fwz-expiration .18 yes yes
fwlsr-auth-track 19 yes yes none
fwlgrouptemplate .20 yes yes fase
fwllSAKMP-EncMethod 21 yes yes DES, 3DES
fwll SAKMP-AuthMethods 22 yes yes signatures
fwl1l SAKMP-HashMethods 23 yes yes MD5, SHA1
fwllSAKMP-Transform 24 yes yes ESP
fwll SAKMP-Datal ntegrityMethod | .25 yes yes SHA1
fwll SAK M P-SharedSecret .26 yes yes
fwll SAKM P-DataEncM ethod 27 yes yes DES

20



fwlenc-methods .28 yes yes FWz
fwluserPwdPolicy .29 yes yes

fwlbadPwdCount .30 yes

fwllastLoginFailure 31 yes

memberoftemplate 32 yes

member Of .33 yes yes

cn

Thisisan entry name. Thisis also referred to as Common Name. For the users this can be different from the uid
attribute, the name used to login to the VPN-1 Pro module. This attribute is also used to build the SmartDirectory
(LDAP) entry’ s distinguished name, that is, it isthe RDN of the DN.

uid

Thisauser’slogin name, that is, the name used to login to the VPN-1 Pro module. This attribute is passed to the
external authentication system in all authentication methods except for “Internal Password”, and must be defined for
all these authentication schemes.

Thelogin nameis used by VPN-1 Pro to search the SmartDirectory (LDAP) server(s). For this reason, each user
entry should have its own unique uid value. It is also possible to login to the VPN-1 Pro module using the full DN.
The DN can be used when there is an ambiguity with this attribute or in Internal Password when this attribute may
be missing. The DN can also be used when the same user (with the same uid) is defined in more than one Account
Unit on different SmartDirectory (LDAP) servers.

member
An entry can have zero or more values for member attribute.
In atemplate: The DN of user entries using this template. DNs that are not users (object classes that are not one of:

“person”, “organizational Person”, “inetOrgPerson” or “fwlperson”) areignored.
In agroup: The DN of user.

User Passwor d

The userpassword must be given if the authentication method (fwlauth-method) is Internal Password. The value
can be hashed using crypt. In this case, the syntax of this attribute is: “{ crypt} xxyyyyyyyyyyy” where “xx” isthe
“salt” and “yyyyyyyyyyy” isthe hashed password. It is possible (but not recommended) to store the password
without hashing. However, if hashing is specified in the SmartDirectory (LDAP) server, you should not specify
hashing here, in order to prevent the password from being hashed twice. Y ou should also use SSL in this case, to
prevent sending an unencrypted password. The VPN-1 Pro module never reads this attribute, though it does write it.
Instead, the SmartDirectory (LDAP) bind operation is used to verify a password.

Appendix B
enQuire Use Case

1. enQuireto authenticate usersbased on their privileges
The problem: Enterprise has application specific profiles present under various nodes in a directory server.
The user profiles are present in a separate directory server. In addition to this, the privileges associated with
application profile are stored in a separate repository.

This has resulted in digjoint islands of profiles, which are not associated with their privileges.
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The enterprise wants to authenticate users based on the privileges assigned to them.

The solution:

" ouspeople ) & [« —
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=only
B rycompanybomPrefile: /mbifad

mycampanybemProfile: /mbifad

mycampanyhomProfile: fm biffual

profiles having different W mvcompanybomPrivilege  cAS-SERY
. . email_allowed

mycampanybemProfile: /mbffasa

enQuire uses its join mechanism to present a single profile of the user accounts. This account has all the
attributes of the application profile, user profile along with the privileges associated to the account. This
information can be used by VPN-1 to set afilter based on the privileges. Now, only the accounts, which
have the privilege to access the requested resource, will be granted access.
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