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The integration is a built in feature using Spectator Professional, integration modes available are OPSEC™ ELA
(Event Logging API) Server or/and OPSEC™ SAM (Suspicious Activity Monitoring) Server.

CONFIGURATION OVERVIEW - On Check Point™ FireWall-1®

. Create managed OPSEC™ Application object and certificate on the Management Server.
. Allow a rule for the Spectator Machine to communicate with the Management Server.

Walkthrough

To configure the OPSEC™ product integration with Spectator please review the following:
Press the “Manage” key on the toolbar and choose “Network Objects”.
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In the “Add Object” windows press the “Node” key and choose add a new “Host".
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Add a new host name called Spectator, and provide an “IP Address” of the machine who will be running Spectator.
Press the “OK” button.

Press the “Manage” key on the toolbar, and choose “Servers and OPSEC Applications” option.



Press the “New” key and choose “OPSEC Application” option.

In the “OPSEC Application Properties" window choose a name for the “OPSEC Application”.

for example: “SpectatorOPSEC”.

Select the “Host” of the “Host Node” created previously.

Mark the ELA and SAM options on "Client Entities”.

Click on Communication button to generate the object's DN. The DN will be used in the SIC communication to
identify the object. Hence it is also called the SIC name.

Copy the DN to separate file. (You will use its content in the configuration process of Spectator Machine)



Press the “Communication” key and configure the same activation key in both blank fields.
After configuring press “Initialize”

Configure FireWall-1 to accept connection from Spectator Machine, add a new rule to the FireWall-1 machine.

A Policy Install is needed on the Smart Center server.



CONFIGURATION OVERVIEW - On Spectator Machine
1. Validate the configuration of the "opsec.cfg" file on Spectator Machine.

2. Perform "opsec_pull_cert.exe" on Spectator Machine with the Management Server IP Address and its
object-name.

Walkthrough

In order to allow the integration with Check Point FireWall-1 please run Spectator and select “Tools” “Advanced
Options”.

In “Advanced Options” please choose “Check Point™ Integration” tab.



Edit the OPSEC configuration file of the ELA or SAM server by pressing the edit key. Configuration file allows
adjusting of port number and communication type that will be used for communicating between Spectator and
indicated servers.

You should get the SIC NAME/DN from the file that you save earlier when you configure the communication in the
FireWall-1 machine.

opsec.cfg file should be like:

opsec_sic_name "CN=spectatorOPSEC,O=fwserver..6yowqt"

ela_server ip <ela server ip>

ela_server auth_port 18187

ela_server auth_type sslca

ela_server opsec_entity_sic_name "CN=cp_mgmt,O=fwserver..6yowqt"

sam_server ip <sam server ip>

sam_server auth_port 18183

sam_server auth_type sslca

sam_server opsec_entity_sic_name "CN=cp_mgmt,O=fwserver..6yowqt"

opsec_sslca_file "C:\Program Files\Promisec\Spectator\fwcert.p12"

The opsec_pull_cert.exe file is located by default in the following directory on the Spectator Machine:
C:\Program Files\Promisec\Spectator

Execute this file with the name or IP address of the active Management Server as the parameter.
opsec_pull_cert -h <fw-1 ip_address> -p <password> -n SpectatorOPSEC —o fwcert.pl2

You must use the same password you used when you initialized the communication on the active Management
Server. You will receive a message notifying you whether the opsec_pull_cert command succeed or failed.

If authentication is successful, the fwcert.p12 file is created. Copy this file to the product installation directory
(usually C:\Program Files\PromiSec\Spectator).

If authentication is not successful, the FireWall-1 service may not be running, or you may have entered
a wrong password.

If the FireWall-1 service is stopped, restart the FireWall-1 service.

If you used the wrong password, reenter the password using the opsec_pull_cert command.



