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Executive Summary

Since the birth of the Internet, “security” has been at the top of the agenda for most
companies. These companies aim to leverage “security” of the Internet in order to
increase business profitability. Traditionally, the main focus of “security”
software/hardware has been to protect the perimeter by using devices such as Firewalls,
Anti-Virus, IDS/IPS, Content Filtering and other gateway products.

Companies that are serious about security will layer their perimeter defenses with
products from different vendors to ensure complete protection. This layering
methodology is derived from the attitude that what may get past one security device will
be caught by another. However, no matter how many layers of security system
administrators apply, it is unlikely that they can prevent a disgruntled employee from
downloading sensitive company information onto a mass storage device (for example,
disk-on-key), and offering it to a competitor. Likewise, it isunlikely that gateway
security products will help when a consultant plugs his Trojan horse infected laptop into
the corporate LAN.

Companies are finding that their internal security is being increasingly compromised by
the numerous and rapidly growing number of simple methods that enable others to create
aback door into their networks. These simple methods can effortlessly circumvent all of
the existing gateway security products and pose as great a threat to the company as those
attacks that come from outside the corporate network. For example, the Gartner Group
recently estimated that over 80% of breaches to a company’s security information
originate from within the company itself.

Promisec understands the critical need for companies to complement their perimeter
defenses with a comprehensive, easy to use internal security solution. Such a solution will
prevent any information leak or malicious activity that can occur from within the network
and enable network security administrators to receive real-time, security information.
Promisec® Spectator Professional is a stand alone clientless solution, with an intuitive
GUI (seefigure 1 below) that can reside anywhere within the corporate network and
inspects every single endpoint and server to ensure that no unauthorized use of hardware
or software occurs. At the same time it verifies that necessary security applicationsarein
place and enabled. Spectator Professional is a powerful solution that addresses all of the
known and potential threats that originate from users within the enterprise network.

The potential damage from such threats varies from sensitive information 1oss to network
shutdown. Needless to say, this can result in production loss, and awaste of expensive
network resources which may, in extreme cases, risk the very existence of the company.
The following document highlights internal security problems and how Spectator
Professional can solve them.
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Figure 1: Promisec's Spectator Professional GUI
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Internal Security Threats

The threat to internal networks usually originates from an endpoint or server that has,
intentionally or otherwise, been infected and has the potential to spread that threat across
the entire organization. This may be caused by users playing illegally copied CDs on their
PCsthat have had some type of malicious code embedded into them. The malicious code
could be anything from simple Key Loggers that in avery short time could identify the
user’s secret credentials, to Trojans which are able to continuously transmit confidential
data outside of the company. More specifically, company laptops are used by roaming
employeesin avariety of differing IT environments, outside of the corporate network,
that may not have adequate security measures installed to protect individual users. When
those laptops come back to plug into the corporate network, the perimeter security
devices will not be ableto identify if thereis a problem with them. Some users may
intentionally install programs onto their machines without being aware that they are
contravening company policy. These could be Peer-to peer or Remote PC applications
that allow the flow of harmful executables into the network.

A common example of thisiswhen a salesman returns to his office and plugs in his PDA
to synchronize with his PC. This could introduce a multitude of hazardous applications
on to his PC; alternatively it could be used to transmit data outside of the organization if
it has wireless or modem capabilities.
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Another aspect of this type of threat isinformation theft or leakage, whether intentiond
or not. Employees of an organization are entrusted with and have access to some of the
most sensitive company information which could be easily copied to storage devices and
transferred outside of the company. Breaches of this nature are so severe that they can
cost a company enormous amounts of money in fines and penalties (examples of which
are shown further in this paper), and even drive them out of business. Memory sticks
comein all shapes and sizes these days and can be easily inserted into a server to down
load as much information as possible in avery short time. Computers with a secondary
network interface can connect to a secondary, external network thus creating an access
path from an unknown network to the corporate network giving unhindered access to
unauthorized users.

Impact on Business

These types of internal threat can provide unauthorized access to confidential data such as
intellectual property, private customer®@details, price lists and other proprietary
information. While no data protected by privacy legislation is affected, such breaches can
cause businesses to lose their competitive advantage.

For publicly traded companies, the loss of customer goodwill and market reputation may
harm more than customer relationships, a genera loss of confidence in the company may
also be reflected in the company’ s stock price.

Reduced IT staff productivity

The presence of Maware in a company also reduces the productivity of IT staff
responsible for maintaining employee systems. For example, Dell Computer estimates
that 12 percent of technical support calls from customers are Spyware-rel ated
(InformationWeek, 2004). Moreover, with new regulations in place companies are being
held financially responsible for breaches to their security that resultsin private personal
data being compromised.

A few notable cases of companies assuming financial liability for breaches in data
confidentiality and security include the following:

In April, 2004, Barnesandnoble.com reached an agreement with the New Y ork
Attorney Genera to pay US$60,000 in fines and penalties and fix an Internet security
breach that exposed the personal information of some of the online bookseller®
customers (ComputerWorld, 2004.)

Fines levied by the Spanish Data Protective Authority of 840,000 Euros
(approximately US$900,000) against an organization for inappropriately sharing
customer data with a subsidiary, and 1.08 million Euros (approximately US$1.17
million) for disclosing protected personal information to the public are just some
examples of international penaltiesincurred by companies. (Morrison and Forester
LLP, 2004.)
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The Taiwanese Ministry of Finance required that Citibank cease issuing new credit
cards for one month after hackers breached the security of Citibank’s online credit
card application mechanism in November 2003. They were aso required to suspend
online banking services for three months, and allow the Ministry to inspect security
before reinstating service. (Taipel Times, 2004.)

The London branch of Japan® Sumitomo Matsui Bank had amost been subject to
electronic theft by a sophisticated hacking group who used key logging software
illegaly installed at the bank to retrieve authentication credentials to transfer millions
of dollarsto private accounts around the world

(IT Observer, 22 March 2005)

The state of Montanais planning to fine companies up to $10,000 per violation for
failing to disclose when customer datais compromised (Cutter Consortium, 2004)

As shown in the examples above, it can be prohibitively expensive for companies to
recover from security breaches. Companies, especially those that are governed by
privacy and security regulations, must therefore consider how to address these thresats.
This means that not only do companies require the ability to monitor the entire internal
network, including all endpoints and servers, but they also have to incorporate repairing
tools that can address issues that are identified and prevention tools that maintain the
compliancy status of each endpoint. Figure 2 depicts how Spectator Professional is
modularized to address the threats mentioned and its ability to accurately report its
findings and actions.

Figure 2: Promisec's Spectator Professional Components
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Monitoring & Detection

Monitoring should be the primary function of any comprehensive internal security
system. It should be able to detect and identify threats on each and every endpoint and
server within the company and be able to send alerts to security administrators whenever
a security breach occurs. The following isalist of some of the threats that may be
present inside the company network, but may not necessarily be detected by perimeter
security solutions.

Types of Internal Threat

Connecting devices to the Network - An unauthorized wireless router (AP)
could easily be connected to the network and completely wipe out the perimeter
defenses. This includes the connection of an unauthorized laptop within the
corporate network.

Peer -to-Peer Applications - File sharing and chat programs, the likes of: eMule,
KazaA, ICQ, Skype and many others (the use of which cannot be prevented by
Gateway products), constitute an endless source of viruses and Trojan horses and
are liable to expose the company network to data |eakage and various attacks.
Although some gateway products (for example, Firewalls and IDS devices) can
block some existing P2P applications they cannot block al of them, especially
new vendor applications, applications that employ encryption or those that do not
behavein atypical P2P manner.

Unauthorized use of Remote Access programs - Unauthorized Remote Access
programs such as Dameware, GoToMyPC, PCAnywhere and many others, can
open sessions with computers outside the corporate network and allow the leak of
sensitive information. Although many companies may allow the use of these
applications for some users, it should be clearly defined who is authorized to use
such an application to keep track of their activity and avoid leaving back doors
open to the corporate network.

Unauthorized use of Mass-Stor age devices - The use of removable storage
devices, such as disk-on-keys, PDAs, Flash memory devices etc., can easily cause
the introduction of harmful datainto acompany and endanger the company with a
virus attack. In addition, unauthorized use of thistype of hardware makesit very
easy to transfer large amounts of data onto such media very quickly and to
transfer them to interested parties outside of the company, giving unauthorized
parties access to confidential data.
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Introduction of hazardousfilesinto the organization - Downloading movies,
pictures and music files, either from the Internet or e-mail attachments may
activate hidden malware that has been embedded in these files. This type of
malware can be extremely contagious and compromise the company network very
quickly.

These are just some of the threats that could potentially open back doors from within the
enterprise network. If one of the aforementioned threats is discovered, the company®
system should be able to address what needs to be done and repair the damage.
Ultimately prevention is better than a cure, so the comprehensive solution should also
address how to prevent these threats.

Repair

The solution to the problems mentioned in the previous pages should be able to repair
anomalies and terminate any malicious process that it identifies or has been identified by
any other security device on the network. This should include (but not be limited to),
restoring any changes to registry values and even defining what registry values should be
and maintaining those values. In addition, it should be able to enforce a policy on each
endpoint ensuring that Anti-Virus applications are installed and active, al the necessary
patches and service packs arein place and that correct versions of specific applications
are running.

Prevention

Companies require that their security systems react to and prevent security breaches.
Reactive solutions expend the valuable time and energy of an company®IT security staff
by requiring them to physically fix any problems found. If asolution provides prevention
tools that can be administered before a security event takes place the overheard on IT
Security will be substantially reduced.

Prevention means that security administrators have control over the usage of all types of
periphera devicesthat can be attached to endpoints within the network. Examples of
these are:

Mass storage devices — Disk-on-keys, Flash Memory
PCI modems, External modems, Wi-Fi modems, etc.
Removable drives — Floppy, CDRW, CD-ROM, USB
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Introducing Spectator Professional

Clientless Endpoint Security Management

Spectator Professional provides the enterprise with a powerful, easy-to-deploy, clientless
solution that enables security administrators to manage the security of every single PC
and server on the internal network using revolutionary, patent pending technology. This
software is designed to run either 24 hours per day, on a prescheduled basis or when
required without the need for any client side software (Agent or Applet).

This Clientless Endpoint Security Management (CESM) solution givesthe IT security
department compl ete independence to manage and control the security of all the
endpoints and servers within the organization. Being clientless gives Spectator
Professional a significant advantage over similar solutions that are client based, in that
thereis no issue of software conflict on any machine. A company does not need to
maintain specialist staff to manage and support those agents and there is never aneed to
check that the agents have not been disabled and are working properly. Additionaly a
client based solution usually deas with only one aspect of internal (endpoint) security
that manages hardware control while Spectator Professional provides a solution for the
full scope of internal threats and can also verify that agents deployed on an endpoint are
in fact working properly and have not been tampered with.

Therefore all of the issues and disadvantages associated with client based solutions, be
they major or minor, are eliminated from the equation, including the financia aspect. The
expense associated with deploying security solutions (especialy post sale) and on-going
maintenance are factors that some companies do not consider when calculating the cost of
asolution. In addition Spectator Professional requires no additional hardware on which
to deploy and can be set up to run from any point in the network without causing an
overload on the network or the machine that is being monitored. These two features
alone make Spectator Professional a cost effective solution with alow Total Cost of
Ownership (TCO) and a high Return on Investment (ROI).

Spectator Professional® Clientless Endpoint Security Management (CESM) provides
companies with the ability to transparently maintain alevel of trust with its employees,
contractors, consultants and anyone using the internal network resources, so that even if
intentional, they would not be able to cause a security breach or open aback door into the
company network. Just as perimeter security solutions enable companiesto trust their
external partners and business associates to transact with them securely, Spectator
Professional does the same for interna users that work within the corporate network.
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The Features & Benefits of Spectator Professional
Manage security on al endpoints and servers
Simple and quick to deploy, with no need to change any network configurations.
Very fast inspection, between 1 and 3 seconds per machine.
No need for dedicated hardware.
Simple, user friendly GUI with full reporting capabilities.
Full control over 1/0O device insertion and usage.
Full control over unauthorized software installation and usage.
Comprehensive, regularly updated, database of potential threats.
Flexible — allows users to define search for additional or specific threats.
White list of authorized devices and applications.
24 hour continuous operation or scheduled.
Enforces policy compliance and tracking of events.
Centralized management with remote remediation capability.
Clientless technology, transparent to users; No additional overhead.
Safeguards investment in gateway security solutions

Spectator Professional®rich feature set (Detection, Repair, Prevention and Monitoring
for Compliance) means that it covers many aspects of internal security that ordinarily can
only be supplied by point products from multiple vendors. Itisaversdtile, clientless
security application that addresses the full scope of threats, originating from endpoints
and servers, which can occur inside the corporate network. For example, when aPC is
switched on, a hostile program may be activated as well and is not be detected by any
perimeter defense systems. Spectator Professional detects this type of threat by
monitoring a PC®start-up to ensure that no anomalous events take place, and if one does,
it is able to eiminate the process before it becomes athreat to other systemsin the
network. Similarly, if any unknown executable material from a download or other source
isresident on a PC, harmful or otherwise, Spectator Professional will be able to identify it
and remove it if necessary.
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In addition to removing threats that involve malicious code running on machines or
unauthorized Access Points (APs) present in the network, Spectator Professional also
ensures that necessary programs and policies are up to date on PCs and serversinside the
network. To prevent attacks the security administrator can configure the Monitor to
ensure that al the latest service packs, patches and Anti-Virus programs are installed on
each and every PC and server in the organization. If thisis done, the security
administrator receives an dert when an attack occurs. Figure 3 below is an example of
the Spectator Professional reporting module and shows its potential for presenting
detailed information. Thisis essential to many organizations that need to demonstrate due
diligence and audit employees actions.

Figure 3: Reporting Module
[ spectotortimyreportgenerator LIE

Beport view:
Host name | IF Address | Application I Logged-on user I Skatus l Additional Information
MSHALIT-MNEW 192,168.1,33  Startup Program PROMISEC-DOMAINimS. ., Multiple occurrences det,,,  BMMLREF: CAPROGRAM FILES| THIMKPADYUTILITIES\EMMLR
MSHALIT-MNEW 192,168.1,33  More Than Cne Metwork Card PROMISEC-DOMAINYmS...  Multiple occurrences det.,, Mo IP Address Found on this interface
MSHALIT-NEW 192,168,1.33  USE Remavable Storage PROMISEC-DOMAINYMS,,,  Multiple occurrences det.,,  CREATIYE MOMAD_MUVO USE Device
MSHALIT-MNEW 192,168.1.33  Modem PROMISEC-DOMAINIMS,,,  Multiple occurrences det.,,  IBM Integrated S6K Madem
MSHALIT-NEW 192,168,1.33  GoZMyPC PROMISEC-DOMAINYMS,,,  Multiple occurrences det,,,
ABIR-MEW 192.168.1.43  Trillian PROMISEC-DOMAINYAta...  Multiple occurrences det..,
ABIR-MEW 192.168.1.43  USB Remavable Storage PROMISEC-DOMAINYata...  Mulkiple occurrences det...  M-Sys DiskOnkey USE Device
ABIR-MEW 192.168.1.43  ICQ PROMISEC-DOMAINYAtE...  Multiple occurrences det. ..
LIAT 192,168,1,39  Startup Program PROMISEC-DOMAINIlat,..  Multiple occurrences det.,,  YTTRAYP: YTTRAYP.EXE
/| »
Additional infarmation:
Detection history:
Indication timeframe:
Indication type:
Last user logged on:
Details:

" Custom Query ¥ Auto report mode

Query stark date:  [12/09/2005 04:45 P

Query end date:  |12/09/2005 0445 PM Refresh Save Setup Minirmize:

About ‘ Exit
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User-Defined Module

The User-Defined module is a powerful feature that can be customized to inspect each
PC or server to make sure that each one is compliant with governmental regulations and
according to the company’ s policy so that the policy is enforced across the corporate
network. With the User-Defined Module the network security administrator can
customi ze the inspection to look for specific applications that should or should not be
running. It can check for installed services and determine whether they should be
allowed to run or be terminated. It is also able to check which PCs are running specific
processes and it can be configured to either search for a specific process that may be
harmful in order to end that process or verify that a process that should be running is
indeed running on each machine. This also appliesto registry values that could be reset
by a user. Spectator Professional ensures that any change in registry values are changed
back to their original settings as per company policy (such as agroup policy).

The user-defined module is the perfect tool for companies to use as policy compliance
maintenance device or as an audit tool to provide reportsto external regulatory bodies.
More than this, when used as part of the cyclic inspection (continuous inspection), the
reporting module can provide a history of activity of each endpoint and whether a
security threat or deviation from compliance has recurred after being repaired and why.
These tools enable a company to have complete audit tracking and show due diligencein
itsinformation security practices.

Start-Up Monitor & Process Monitor

The User-Defined Module contains two standard features that add a further layer of
protection against harmful processes and applications. These are the Start-Up Monitor
and the Process Monitor.

The Start-Up Monitor will identify and kill any malicious process that has been identified
asaTrojan horse or other type of malware that has previously not been present on the PC
or server. The same appliesto the Process Monitor; if a new process suddenly appears on
aPC or server that has not previously been present, an alert will be sent to the network
security administrator as to whether the process should be alowed or not. The security
administrator can then decide what appropriate action to take.

In contrast to Spectator Professional, other internal security products do not have the
ability to address ALL of the threats mentioned in this paper. Products that claim to
address policy compliance may not be able to detect malware like a Trojan horse running
silently on a PC transmitting confidential datato interested parties outside the
organization. A vulnerability assessment tool may not be able to detect or block the
unauthorized use of USB storage devices. Additionally many of these point products
require the use of an agent or client on each individua machine, which may cause extra
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overhead for the IT security administrators as well as possible software conflict on
individual PCs or servers. Only Spectator Professional from Promisec delivers the most
comprehensive solution that complements and protects the investment in gateway
solutions and prevents them from being bypassed. A single unprotected endpoint that is
able to create a back door into the organization renders the thousands of dollars spent on
securing the gateway as wasted. Therefore only when Spectator Professiona is deployed
internally with Firewalls, Anti-Virus and IDS/IPS solutions deployed at the gateway can
total security be achieved. Spectator Professional provides for and protects against:

Unauthorized use of any type of hardware periphera
Unauthorized use of mass storage devices on-board or otherwise
Detection and repair of unauthorized or harmful applications
Threat assessment of endpoints and servers

Anomalous event detection on start-up

In depth analysis of security events

Policy compliance

Summary

Promisec offers Spectator Professiona as a perfect compliment to Firewalls, Anti Virus,
IPS systems and other perimeter security devices and can even integrate with these
devices (see www.opsec.com for integration with Check Point products) to create rules
on the fly to block specific connections to prevent any transmission of sensitive data
outside of the organization. It isthe only clientless solution that is available today that
can address ALL of the threats to internal security that originate from endpoints and
servers and it provides the necessary tools to address those threatsin real time. Asapure
software product that is not dependant on any specific hardware, Spectator Professiond is
an extremely cost effective solution that addresses multiple security issues that may occur
within the corporate network. With no need for specialist operation, Spectator
Professional can be run by non-1T professionals as well as security experts hence no
increased overhead on the existing IT security department.
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About Promisec

Promisec devel ops and markets security software solutions that enable organizations to
confidently place trust in their most important assets - their employees. The company®
always-on internal network security solutions detect and eliminate threats, enable more
effective enforcement of security policies, and prevent loss of mission-critical
information. Pioneering the development of Clientless Endpoint Security Management,
Promisec aimsto lead the field of non-invasive endpoint solutions for companies.

With officesin Boca Raton, Florida, and an R&D center in Israel, Promisec is backed by

experienced and prominent private investors. Promisec® seasoned management team
brings broad experience from the network security industry. The company® executives
have held high-level managerial positions at Check Point, Aladdin and other leading
companies with al founders coming from an elite technology unit in the military.
Complementing the management are experienced and professional technical teams who
together constitute a creative, professional and motivated industry-leading force.

Contact Information

For any questions or additional information, please contact us at
sal es@promisec.com
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