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SMobile Security Shield
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SMobile SecurityShield is a comprehensive anti-threat inbound security barrier that stops, isolates and deletes all incoming threats.  SecurityShield provides complete protection from viruses and malware in the wireless mobile environment.  It also delivers the most enhanced call and message filtering capability on the market today, with customizable firewall protection. From a device standpoint, SecurityShield can be configured to auto-boot unobtrusively every time the device is restarted. Each component of the SMobile Security Shield service – VirusGuard, PointGuard, and the SMobile Firewall – is described below.
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SMobile Firewall
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SMobile Firewall SMobile Firewall protects users from current and future threats by providing filtering and blocking of TCP/IP traffic. SMobile Firewall offers a bi-directional, port and ip-based packet filtering option, protecting the mobile device from accessing harmful or questionable content and preventing malicious content from being transferred to the device.

Firewall monitors cellular data connections, WIFI, and all TCP/IP traffic, blocking and allowing incoming and outgoing data packets. 

How it Works

Solution Elements Include:
• Inbound and outbound traffic monitoring

• Network-level packet filtering

• Full control of the alerts and logging functions

• User-friendly Interface

• Filtering based on a customizable Whitelist
  and Blacklist

Filtering options include:
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High (whitelist filtering, block unknowns)
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Low (blacklist filtering, allow unknowns)


Off (no filtering)

SMobile Firewall provides inbound and outbound traffic monitoring, using network-level packet filtering. SMobile Firewall provides two levels of protection: high and low.  By selecting High level of protection, the user limits allowed ports to the ones specified in the “white” list, and blocks traffic from all of the unknown ports. The Low level of protection will allow communication with all but the blacklisted ports.


Firewall has an activity log that keeps track of any changes to the firewall security level and information about any packets that are filtered.  



SMobile PointGuard (anti-spam)


PointGuard PointGuard is the premier Message and Call manager for Mobile Devices. Enhanced call and message filtering allow users to prevent interruptions and disturbances. With the capability of customizing the contacts into groups of blacklisted (blocked) numbers, users can choose to block calls and messages from those numbers.

How it Works


Solution Elements Include: 


• Automated call & message filtering 

• Creation of blacklists to provide    customized call and message filtering 

• Import feature, to blacklist numbers from the device's existing list of contacts 

• Spam folder to detain unwanted messages 

• Tracking logs for all blocked calls and messages 

The intelligent filtering system allows users to setup a blacklist by either entering the contacts themselves or selecting them from the contacts database.  Each list can be tailored to block phone calls, messages, or both.  For additional convenience and usability the user has the option to customize each list further, by setting up expiration date and time when the list will become void.

The convenient Auto-Add feature lets the user block incoming calls and messages from rejected numbers. Upon rejecting a call, the user is prompted with the option to add the number to the blacklist, to prevent further interruptions

All blocked calls and messages are tracked by the separate call and message logs.



SMobile VirusGuard (anti-virus)


SMobile VirusGuard Viruses and malware cause unwanted billing, damage to valuable user data, and can render the mobile device unusable.  VirusGuard protects mobile devices against viruses and malware delivered via Email, SMS, MMS, direct download, Bluetooth or Infrared transmission. SMobile has developed versions of this software that support all of the significant mobile platforms.  VirusGuard is a unique solution that takes into account specific challenges presented by mobile devices, such as limited device memory and limited battery capabilities. Unlike other mobile anti-virus software products, SMobile’s innovative software and services do not negatively impact device or network performance.

How it Works

To preserve network efficiency, users are prompted to select the access point for virus definition updates. Users or administrators can control the frequency of updates via a simple menu option. Virus definitions are easily downloaded over-the-air (via HTTP over GPRS, EDGE, WiFi, or UMTS connections) by all subscribed users protecting mobile devices from the latest threats.  

VirusGuard secures mobile devices by scanning for malicious content on-demand and on-access. The on-access feature is continuously monitoring the device and scans all data received by the device. Once harmful content is detected, it alerts the user and offers the option to delete the data or save it. The user may also initiate a scan, using the on-demand feature.

All activity is logged in the application's log files, recording the date and time of any scan performed, along with any virus activity detected and resolved during a scan.






























































Solution Elements Include:





•	Automatic updates to�virus definitions via�GPRS, EDGE, WiFi,�or UMTS connection,�for protection from�the latest threats








•	Auto-launch on phone restart








•	User alerts upon detection, with option to delete infected data








•	User options for update frequency and file monitor state








•	Full logging of scan and detection activity








•	Support for push updates�over-the-air or via SMS





Solution Elements Include:





•	Inbound and outbound traffic monitoring








•	Network-level packet filtering








•	Full control of the alerts and logging functions








•	User-friendly Interface








•	Filtering based on a customizable Whitelist�and Blacklist








Solution Elements Include:





•	“Blacklist” and “whitelist” filtering








•	Simple settings for message disposition:�Save in the Inbox,�save to the “spam” �folder, or delete








•	Option to block calls�or messages or both








•	Automatic addition of Contacts to the blacklist








•	Option to disable alerts�for incoming messages








•	Automatic denial for unknown or unwanted calls








•	Full logging of blocked calls








•	Autoboot upon phone restart








Solution Elements Include:





•	The only mobile AV employing advanced�heuristic detection 





•	First-ever OMA DM�compliant AV





•	Full protection from�the latest mobile threats,�via automatic virus �definition updates





•	Easy-to-use interface





•	Real-time Monitor scans �any file received via SMS, MMS, Bluetooth, WiFi, infrared, or desktop sync





•	On-demand scans of�internal memory, memory card, and/or full device





•	Full logging of scan and detection activity





•	Alerts upon detection





•	Autoboot upon device �	restart





•	Interoperable with MDM�and business email applications





•	Integrated billing to�customer invoice





•	Subscription-based�license entitles user to�a year of automatic �updates, with seamless transfer to new devices





Over-the-air registration





•	Co-branding opportunities
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