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Go beyond ussessment and save IT resources with powerful
documentdtion und chuhge maunhaugement fedtures.

Assessing your firewdll for compliance with the Payment Card Industry (PCI) Data
Security Standard (DSS) und documenting your policies cun be an enormous tusk.
FireMon® streamlines the process with eusy-to-use ussessment tools, reports and
automuted loys.

Then, FireMon takes it one step further with robust documentation and planhing
fedtures thut evaluate your firewdll for compliance das hew changes are made.

So, your teum cun concentrate on implementing your enterprise-wide security
strategy und spend less time on the detdils und documentaution of PClI compliunce.

Compliance Report: Analyzing and Testing Your Firewall

FireMon’s PCI Compliunce Report tests the policies currently installed on your
firewall against 15 specific PCl standards. The Report unalyzes the rules that
control traffic between zones, including:

e PCI Zone that contains the systems and databases
used in cardholder data processing.

o DMZ (demilitarized zone) that is placed between
external environments and protected areas.

o Wireless Zone that comprises the wireless networks in use.

Documentation: Justifying Access and Tracking Changes

FireMonh mukes meeting the PCI requirement for uccess documentution eusy to
manage und report. The Rule Documentation fedture is as simple fo use us a Word
document or spreudsheet, and automatically associates the rule with the
documentation. Administrators don’t have to search in multiple places for the
metu-dutu reluted to a policy. It’s dll right there in FireMon’s policy display.

And, when rules dllow potentidlly “risky” services to sensitive business systems,
the Rule Documentation feuture mMakes the justification eusily accessible o
administrators und avdilable in formatted reports for PCl auditors.
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PCI Justification with FireMon
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) Rule has documented justification related to business requirement
) Rule has an assigned review period or expiration date
) Contextual policy data specific to the life history of this rule exists

Staying Compliant and Monitoring Changes

PCl compliance requires u chuhyge munhugement system. FireMoh can handle that and more. Its Policy Planner tool
helps administrators plan and implement changes guickly and efficiently. As hew policies aure added und existing ones
modified, FireMon automuticdlly ussesses your firewdall for compliance. So, you're not just testing every guarter.

You know every day that your system is compliant with PCI.

What is FireMon?

Secure Pussuye’s® flugship product FireMon is the industry leuding firewall und hetwork device policy munagement
solution. The FireMon software, d suite of appliances, und comprehensive support solutions help enterprises meet their
security undlysis and compliance godls. With FireMon, information security tfeams can reduce policy complexity, maximize
security und uchieve compliance. FireMon cun danulyze configuration changes in redl fime, document the complete
firewdll rule lifecycle, unalyze firewdll traffic, and ensure confident firewdll chunges including rule removdail.

Visit hitp://www.securepassage.com/eval
or e-mail info@securepassage.com.

ConrAcT us TopAY FOR A FREE Evaluation.
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