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Overview

This document outlines the basic steps required to configure both Check Point VPN-1 and
Connectra for use with Microsoft’'s Active Directory Application Mode (ADAM). The document is
intended for use by administrators with experience using Check Point products as well as
Microsoft ADAM and associated components. Where possible, links are provided to additional
configuration information.

At a high level the document covers the following topics

Section 1: Installation of ADAM
Section 2: Configuration of VPN-1 with ADAM

Section 3: Configuration of Connectra with ADAM
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Section 1: Installation of ADAM

Microsoft's ADAM can be installed in numerous configurations and more information about the
product is available here http://www.microsoft.com/windowsserver2003/adam/default.mspx

Note: All of the information on the above site should be reviewed before proceeding further.

This document will demonstrate the basic steps taken in order to build a single server using
ADAM as the user store for two additional VPN-1 and Connectra systems. The following
diagram describes the network setup.
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Part A — Basic Server Setup

The Windows 2003 server called “Spartan.opsec.us” was configured with three components
before attempting to load ADAM. Specifically:

1. DNS was setup for this lab testing environment example (opsec.us) was used and all
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other systems in the example pointed to this server for resolution (which could forward to
external/true dns server for other domains).

2. IS was installed and used with Certificate Services
3. Certificate Services were installed so that SSL connections could be made to ADAM

(Note: you can’t do password management from VPN-1 without an encrypted/ssl connection

so it's important that your configuration support this).

Once all of the above services have been installed (refer to Microsoft Documentation
including http://support.microsoft.com/kb/299875/ ) you should make sure you can make an

https:// connection to the default website as seen below. It may be possible to not do this
confirmation and still setup ADAM later with SSL but doing the above is a good check in
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Part B - Installation Guidelines for ADAM Instance
The installation of ADAM is described in the Microsoft “ADAM_Step_by_Step Guide”

http://www.microsoft.com/downloads/details.aspx?FamilylD=5163b97a-7df3-4b41-954e-

0f7c04893e83&DisplayLang=en

However, the below set of screen shots demonstrates the setup used for the previous network
diagram and all other configurations described in this document. It's assumed the ADAM
installation package has already been installed on your server and you are now ready to create



an ADAM instance.

Step 1 — Create a unique instance

'5', Active Directory Application Mode Setup Wizard

Setup Options
An ADAM instance iz created each time ADAM iz installed.

f'ou can create a unigue instance. or you can install 2 replica of an existing instance.

Select the tupe of instance you want to install.

Thiz option automatically creates a new instance of ADAM that uses the default
configuration and schema partitions. The new instance will not be able ta replicate
with existing instances.

A replica of an existing instance
Thiz option creates a new instance of ADARM that uzes the configuration and
schema partitions replicated from another instance of ADAM. You can alzo select
the application partitions to replicate.

< Back I Mext » I Cancel Help

Step 2 — Give the instance a name (in this case opsec)

ctive Directory Application Mode Setup Wizard

Instance Hame
The instance name iz uged to differentiate this instance of ADAM from other ADAM
instances on thiz computer.

Type a name for thiz instance. The name should reflect the use for which this instance
of ADAM iz intended.

Instance name:
Iopsed

Example: Addressbook]

The ADAM service name is created when the instance name is combined with the
product name. It will be dizplayed in the list of ‘Windows services.

ADAM service name:
ADAM_opsec

< Back I Mext » I Cancel | Help

Step 3 — Define the ports (best to use the defaults otherwise you need to change ports

used by VPN-1 and Connectra)
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,';'-. Active Directory Application Mode Setup Wizard

Ports
Computers will connect to this instance of ADAM using specific ports on all of the
IP addrezses associated with this computer,

The portz displayed below are the first available for thiz computer. To change these
ports, tepe the new port numbers in the text boses below.

IF you plan ba ingtall Active Directary an this computer, do not uze 339 for the LDAP port

or G636 for the 551 port because Active Directory uses these port numbers. Instead, use
available port numbers fram the following range: 1025-E5535,

LDAP port number;
=
551 port number:
|535

< Back I Nest » I Cancel Help

Step 4 — Create a partion name ~ opsec.us which in this case matches our DNS setup.
You may find issues if you don’t use a haming infrastructure similar to this and/or similar
to the one in the Microsoft documentation (for example, certain OU properties not

existing post install).

.,';', Active Directory Application Mode Setup Wizard

Application Directory Partition
An application directory partition stores application-zpecific data.

Do you want to create an application directary partition for thiz instance of ADAK?

" Mo, do not create an application directarny partition

Select thiz option if the application that you plan to install creates an application directom
upoh inztallation, or if vou plat to create ohe later.

¥ ‘ez, create an application directary partition

Select this option if the application that you plan to install does not create an application
directory partition upon ingtallation. & walid partition name iz ary digtinguished name that does
not already exist in this instance. Example distinguished name:

CH=Fartition] . DC="woodgrove DC=COM

Bartition name:

O=opzec,C=us

< Back I Mest » I Cancel Help

Step 5 — Accept the defaul file locations




.,';', Active Directory Application Mode Setup Wizard

File Locations

You can specify a location for each type of file azzaciated with this instance of
ALk

Specify the lacations ta store files associated with ADAKM.

Data files:

C:'Prograrn Fi

Browse. ..

C:\Program FilesiMicrosoft ADAMNopsechdata Browse...

D ata recoveny files:

< Back I Mest » I Cancel

Help

Step 6 — You should keep the selection of the network service account. Not that this
setting can impact your ability to do SSL connections (non-standard accounts used here
may need to be given new permissions to the certificate stores).

.,';', Active Directory Application Mode Setup Wizard

Service Account Selection

ADAM performs operations uzing the permizzions aszociated with the account pou
select.

Set up ADAM to perform operations using the permizsions associated with the following accaount.

ADAM haz the permizsions of the default \Windows service account.

" This account:

ADAM has the permizzions of the selected account. Ensure that the account you select is set

up tO TUn &s & service.

Wzer name: I L 5} j J Browse.. |

Passwond: |

< Back I Mest » I Cancel

Help

puresecurity




Step 7 — Accept the confirmation message if you get it (NOTE: This server was just a
workgoup system it was not made a member of any domain. Synch setup with a
regular AD is not covered in this guide).

3 Active Directory Application Mode Setup Wizard . x|

‘ou have selected a system service account For this ADAM instance. Because this computer is not a member of an
! Active Directory domain, this instance will not be able to replicate data with ADAM instances on other computers while
using this service account,

Do you want ko continue?

.,';', Active Directory Application Mode Setup Wizard

ADAM Administrators
“r'ou can gpecify the uzer or group that will have adminigtrative privileges for this

instance of A0&M.

Azzigh the following user or group of users administrative permizsions for ADAM.

& iCunently lngged on uzer. SPARTAN Administratos

The user that is installing ADAM will have administrative permizsions far this instance
of ADAM.

" Thiz account

The selected user or group will have administrative permizsions for this instance of
ADAM. You can choose any user or group fram thiz computer, thiz computer's
damain, or any domain that is trusted by this computer's domain.

Sccaunt name:

Browsze.. |
< Back I Mext > I Cancel | Help |

Step 9 — The import of the selected LDIF files is consistent with the Microsoft
documentation and may be useful in creating test accounts/users
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.,';', Active Directory Application Mode Setup Wizard

Importing LDIF Files
Y'ou can import data from Lightweight Directory Interchange Format (LDIF] files into
wour ADAM application directony partition.

Ta configure the ADAM service in a specific way, import one or more of the LDIF files listed
below.

" Do nat import LDIF files far this instance of ADAM
& |mport the selected LDIF files for this instance of ADdAM

Ayailable files: Selected LDIF files:
MS-aZk an. LDF S netdrgPerson.LDF
M5-User LDF

M5 -UszerPros LOF

<- Remove |

< Back | Mest » | Cancel Help

Step 10 — Confirm the install

42 Active Directory Application Mode Setup Wizard |
FReady to Install
The ADaAM Setup Wizard is ready to install ADAM with the following configuration.

B efore continuing, review and confirm your selections.

Selections:
Inztall a unique instance of ADARK. j

Instance name: opsec

Computers will connect to this instance of ADAM using the fallowing ports:
LD&P pork: 389

S50 port: B36

ADAM replication will use Negotiate authentication.

Store ADAM program files in the following location: j

To change your selections, click Back. Toinstall ADAM, click Nest.

< Back I Mest » I Cancel Help

Part C — Validate the ADAM Instance and Connect Via ADSI Edit

Once the ADAM instance installation is complete you can start/stop the ADAM instance service
(in this case “opsec” via normal windows service account procedures).

The next screen shots show connections via ADSI Edit to the Configuration, O=opsec,C=us and

Schema Contexts
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Example 1 — Use ADSI Edit to connect to the "Configuration” context

SEE

= EB2m

), ADAM ADSI Edit

1) welcome to ADAM ADSI Edit

ADS Edt create a connection to an ADAM service. On the Action menu, cick Connect

Connection Settings x|

Connection name:

[ opsec_configuration

Server name port
[locathost HREE

Connect ta the foloing node:
€ Distinguished name (D) or naming cantext:
% wellinown naming cortet:

[configuration =l

L

Connect using these credentials
¥ The account of the currently lagged on user
" This account:

User e B

Password;

Use ictive Divectory Service Inkerfaces Edicor (ADSI Edit) to view, modify, create, and delete objects in Active Diectory. To manage ADAM objects using
To,

@istart| | (3 @  |[< ApaM-adsiedit - [AD... 1] adam_chkp_guide doc - ..

Example 2 — Use ADSI Edit to connect to the "o=opsec,c=us” context

View Window Help

]

B 2E

< ADAM ADSI Edit
[ opsec_configuration [localhost:359]

Name [ Class [o

< | &

1 opsec_configuration locakhos. .. configuration

Connection Settings x|
Connection name:
=3
Server name: Eot
[tocahost RRES

Connect to the fallowing node:

& Distinguished neme (DNyor naming context

[omomsee coud

L

" WelFknown naming context:

[configuration =1

Connect using these credentials:
& The account of the currently logged on user
© This sccount:

s e E

Bassword;

distart| | (@ @  |[<h aDAM-adsiedit - [AD... ] adam_chko_guide.doc - ..

Example 3 — Use ADSI Edit to connect to the "Schema” context

[
[B353 ssiom
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opsac_configuration [locakhos, .
opsee [locahost: 389]

e currently legged on user

7]
[ —
e
1| | &
[
distart| | (@ @  |[<h aDAM-adsiedit - [AD... ] adam_chko_guide.doc - .. G353 ssiem

Example 4 — This shows all of the three examples above in one window

Part D — Create an admin user and test a connect & bind with LDP

Next you can use ADSI edit to create an admin account and validate it works properly
with the LDP tool. (You can also create groups and other users but this example shows
the creation of the admin account which will be used later with VPN-1 and Connectra)

Step 1 — On the "o=opsec,c=us” context right click and select "new->object”
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View Window Help

EE=EENE
&), ADAM ADSI Edit
3 opsec_configuration [localhost: 383]
s

[ class [ [
lostAndround  Cli=LostAncFound,O=opsec,
meDS-Quota...  CHEHTDS Quotas,
contsiner Ch=Roles, O=opsec,

Ve 3
News Windaw from Here

opsec_schema

Rename
Refresh
Export List...

Properties

b

[reate 2 new cbt I

@istant| | (3 @ | ) adem chkp_guide.doc - .. |[<) ADAM-adsiedit -[AD... (@Y ADAM Tooks Command fr...| /3 dap/ispartan/ |

Step 2 — Next select the "user” class

& [T
q
e Select a class: o [o [
E tindFound (CN=LostAndFound, O=opsec, C=us.
4 container D5-Quota CN=NTDS Quotas, O=opsec, C=us

country. Intsiner CN=Roles, O=opsec, C=us

domainDN5

groupOftiames

inetOrgPerson

locaiity
E organizationalPerson

organizationalunit

o =

istart| | (G @ | E)adom chkp_guide.doc .. |[ ) ADAM-adsiedit - [AD... [ ADAM Tools Command Pr.. | £ Idepijspartani |

Step 3 — Provide an account name (in this case admin)

Check Point
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Create Dbject 1 |

Attribute: cn

Syntax:  DirectoryString

Walue: admin

< Back I Mext = I Cancel

Step 4 - Click next/finish.

Now you need to associate the admin user with the Administrator group

Step 1 — Go to Roles->Administrators (right click to edit the properties) and find the

"member” attribute.

% ADAM-adsiedit - [ADAM ADSI Edit\opsec [localhost:389] YD=opseq,€ =ushCN=Roles]

b Fle Action  View Window  Help

=18l x|

JSETES|

€5 OEXER 23

Attibute Edtor |

¥ Show mandatory attributes
[¥ Show gpiional attibutes

I~ Show only attributes that have values

Attibutes:
Afirbute [ sntas [ vale 5 |
lastknovwnParent Distinguished <Not Sets
managedBy Distinguished .. <Not Set>
manageddbiect Distinguished .. <Mot Set>
masteredBy Distinguished . <Not Seb

Distinauished __ CN=Ac < CN=R

memberf Distinguished <Not Sets
modiyTimeStamp UTC Coded T, 3/13/2007 10:43.01 PM
msDS ApprosImmed-.. Integer 0

m3 DS-ConsistencyC... Integer <Not Set»

m5 D5 LonsistencyG... DetetSting <ot Sets

msDS-DefaulNaming... Disinguished .. <Not Sets
msDS-DisableForist..  Distinguished .. <Not Sets

meDemastersdBy  Distinauished .. <Nol Seb> _lLI
} y
Edt

[ ok | cemeel | foob |

) ADAM ADSI Edit Name [ Class [ Cistinguished Hame: |
apsec_configuration [localhost: 389] CN=Administrators group ‘CH=Administratars, CH=Roles, O=0pser,C=us
E-[J opser [localhost:389] CH=Readers aroun CH=Readsrs, CN—=Rolss,0=opsac, C=us
£ o=opsec,c=us CN=sers group Chi=Users, CN=Roles,0=opsec, C=us
(3 ch=LostandFound
{23 CH=NTDS Quotas
3 Ch=Roles

8 opsec_schema [scahostiz0) 2=

Wstart| [ (@ @& | 9] sdam_chkp_guide.doc - .. |[ ADAM-adsiedit - [AD... | B ADAM Tacls Command Pr... | £3 iapifispartan/

| =YY

Step 2 — Edit the member attribute to include the ADAM account you just created. Note

the name cn=admin,o=0spec,c=us

puresecurity
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-.’/_ ADAM-adsiedit - [ADAM ADSI Edil

-

< ADAM ADSI Edit

<A File  Action  View Window

Help

m >R 2m

psec [localhost:385]

=opsec,C=us\CN=Rales]

=l8x|
| =181

g opsec_configuration [localhost: 383]
B

Mame

[ Class

CN=Administrators

| Distinguished Kame

opsec [localhost:389]
=] o=opsec,C=us

@ a

oles

{3 cu=LostandFound
TDS Quokas

- opsec_schema [locahost:389]

group

Chi=Users

graup
graup

CN=Administrators Properties

n e
Multi-valued Distinguished Name With Security Principal Editor:

CN=Administrators, CN=Roles, O=opsec,C=Us
CN=Readers, CN=Roles, O=opsec,C=us
CN=Users, Chi=Rolss, O=opsec, C=us

Attribute: member

Values:
Harme | container || Distinguished Mamme
Administrabors  ({601BAEAF-578F-45A0-96C6 EFCB4365...  CH=Administrators, CH=Roles, CN=Configurati..
admin Jusfopsc Chi=admin,O=opsec, C=us

4

Add Windows Accaunt..,

|
Refove

O Cancel

Concel | poly ||

\
Bistart| | B & | 8 adam_chkp_guidedoc - ... || < ADAM-adsiedit - [AD... B ADAM Tools Command Prml B2 Idap: fspartan/

Step 3 - Set a password by right clicking the user

-0 E@EXER| 2B

ADAM ADSI Edi:

g opsec_configuration [locahost:363]
=

apse [locshast:389]
{11 o=opses,c=us
[ opsec_schema [iocalhost: 389

distart| | B &

Neme [ Class [ Distinguished Name [
(O ch=LostAndFound lostAndFound  Ch=LostAndFound, D=opsec,

msDS-Quota,

contsiner

Delete

Rename
Properties

Help
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Step 4 — Edit other admin properties

You should enable the account by editing the msDS-UserAccountDisabled attribute to
false.

CN=admin Properties 2 =]

Attribute E ditor |

¥ Show mandatory attributes

V¥ Show optional attibutes

[ Show only attributes that have values
Attributes:

Attribute | Syntax I Walue ﬂ
mz05-Rephfaluetetal... Unicode Sting <Moot Sets
mzD5-ServicedcoountBL  Distinguished .. <Maot Set:
me-05-Userdccountaut. . Boolean FalLSE
mz05-User-doccount-Co...  Integer A1z

mz05-Userdccounttiz...  Boolean FALSE

mz05-UgerDontE spireP... Boolean <Moot Setr [l |
mz-05-UszerEncoptedT ... Boolean <Moot Setr
mzD5-zerPasswordEx.. Boolean FaLSE
mz-05-UserPasswordt...  Boolean <Maot Setr

harme nicode Sking  admin

rtPwdHighary Octet String <Moot Setr

0 Unicode Sting <Mot Set

u:ulfieu:tEateuDru Distinuuis‘ﬂed ... CM=Perzon.CH=5 u:hiT'ﬂ
4 3

Edit |

(] I Cancel | Apply |

You should aslo edit the userPrincipalName attribute to "admin”

String Attribute Editor ] x|

Attribute: uzerPrincipaltd ame

Walue:

(5]
Clear | 0k, I Cancel

15
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Step 5 — Do a basic connect and bind with "LDP” on port 389 and validate that the
account and credentials you just created are working. Note that after a successful login
you should be able to see the o=opsec,c=us children (second screen shot below)



Part E — Setup ADAM for SSL and test Connect & Bind

Next we need to setup ADAM so it supports SSL (again this is required on VPN-1 to do
password management)

There are various guidelines for setting up ADAM and SSL however the below posting
is probably the most concise. It also works well for this example because it's command
line driven (instead of the other guidelines which tend to not give exact steps).

http://blogs.msdn.com/cjacks/archive/2005/11/15/493122.aspx

The following commands show the above posting in action (the certificate copy screen
shots are not shown but are explained in the post)

Examples 1 & 2 for ADAM and SSL



Finally test that the ADAM instance can be connected to via SSL (similar to previous
connect & bind tests but this type via ssl and port 636)

Example 1

Example 2 (Bind with previous admin user)

This concludes the steps and basic tests for setting up ADAM. Next in sections 2 and 3
there is an overview of how to make VPN-1 and Connectra access the ADAM instance.



Section 2: Configuration of VPN-1 with ADAM

Before modifying VPN-1 to work with ADAM please review the Check Point
SmartCenter User Guide and the sections related to LDAP integration
http://www.checkpoint.com/support/technical/documents/index.html

As with the traditional integration of VPN-1 with Active Directory, Check Point has a set
of attributes which will be need to be imported into the schema of the directory service
(in this case ADAM).

Part A — Execute any Microsft related Schema updates

The ADAM schema can be extended to match the default Windows Server 2003 objects
by issuing the following command

Idifde -i -s localhost -c CN=Configuration,DC=X #ConfigurationNamingContext -f MS-
AdamSchemaW2k3.ldf

There may be other schema modifications which are necessary for your specific
environment the above is just given as an example.

Part B — Update the ADAM Schema with Check Point Attributes from VPN-1



Next a description of how to update the ADAM instance schema for use with Check
Point VPN-1 is given.

Step 1 — Login into the VPN-1 system and move a copy of schema_microsoft_ad.ldif to
the ADAM server. The file should be available in /opt/CPsuite-R62/fw1/lib/ldap/ (or

similar)
Step 2 — Edit the above Idif file so that it's suitable for your envirnoment and for ADAM

a.) Do a global replace of DCROOT with the information for your systems. In this
case O=opsec,C=us

b.) Edit line 612 so it starts with "-” (otherwise you’ll get a syntax error in Step 3)



Step 3 — Import the schema by executing the following command

Idifde -i -f checkpoint.ldf -s server:port -b username domain password -k -j . -C
"CN=Schema,CN=Configuration,DC=X" #schemaNamingContext

Note the syntax in the following screen shot (where dc=x is replaced with
0=0psec,C=us)

Now that the schema is edited you should be able to browse the "Schema” context with
ADSI Edit and see several new entries (fwl.XXXXxx)

Part C — Make sure the user attribute in ADAM is associated with "fwlperson”



Open the ADAM schema editor (mmc plugin) and make sure that the user attributes
include "fwlperson” so that the new attributes will be available.

Part D — Use "GUIDBEDIT” on the VPN-1 System so the correct attributes are sent
to ADAM

Microsoft ADAM uses some different attributes than Active Directory and the following
edits need to be made on VPN-1 to account for these differences.

Step 1 — Close all other SmartConsole applications and launch Check Point’s guidbedit
to change "sAMAccountName” to "userPrincipalName” (exists in the field name
UserLoginAttr)



Step 2 — Next edit the field name "AutomaticAttrs” by removing
"user:userAccountControl:66048” and replacing with "user:msDS-
UserAccountDisabled:FALSE”



Step 3 — Save these settings and issue cprestart (and make sure new policy is pushed).

Part E — Setup a new LDAP account unit and configure other VPN-1 settings for
LDAP

The following steps are similar to those documented for setting up active directory. A
few basic screen shots are caputred to highlight the process.

Step 1 — Create a new LDAP Account Unit (note that this shows a clear connection but
the encryption tab needs to be configured if you want to set passwords).

Encryption Settings



Step 2 — Set the default template settings and other VPN-1 settings for LDAP



Step 3 — Validate that you can see the "opsec” Account unit (add users, groups, etc.)

Part F — Test Authentication

Create a simple rule base and validate that the users stored in ADAM are being used
properly

Step 1 — Create a basic test rule base with a "User Auth” rule



Step 2 — Use one of your previously created users to access a server on the other side
of the firewall. For example telnet to a server on the "external net” and provide
vpnllogin (or similar account) as the username.

If you see any issues use WireShark or similar packet analyzer to view the Idap traffic
b/w the firewall and the ADAM server (usually erros are related to attribute settings — Be
sure to use clear port 389 when analyzing this).



Section 3: Configuration of Connectra with ADAM

Configuration of Connectra with ADAM is simpler in most respects b/c Connectra can
only use LDAP to authenticate and authorize users. It's not possible to administer users
and groups via Connectra and have it impact the LDAP server (as it is in VPN-1).

Part A — Change the default sSAMAccountName attribute to userPrincipalName (as
done with VPN-1).

Again sAMAccountName is used in Active Directory but not ADAM therefore we need to
alter Connectra so that it uses "userPrincipalName” instead

Step 1 — Login into the Connectra appliance/server and edit objects_5_0.c (the file is
located in /etc/fw/conf and a backup copy should be made prior to editing it — This file is
extremely sensitive to syntax, etc.).

Use VI if running SecurePlatform and find the folllowing line

:userLoginAttr(sAMAccountName)

Change it to

:userLoginAttr(userPrincipalName)

Step 2 - Save the changes restart Connectra and push policy (note policy push from
Connectra admin is a requirement)

Part B — Configure Connectra according to normal Active Directory
implementation

Connectra can now be configured in a similar way for an LDAP server integration from
this point on. See Check Point user documentation for more information
http://www.checkpoint.com/support/technical/documents/docs _connectra.html

A few high level configuration pointers are given below
Step 1 — Create a new ADAM based account unit

(Two Screen Captures below with configuration information)



Capture 1

Capture 2
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Step 2 — Create a group for the new account unit (ADAM) and assign it any relevant
web/file/mail/net/citrix access

Part C — Validate the ADAM based users are accessible via the Connectra login
process

Finally you can test the existing users (for example those created during VPN-1 section
above). Note that the userPrincipalName attribute must exist on the user (can add vi
ADSI Edit or it's added automatically if you use SmartConsole and VPN-1 in the manner
desrcribed above).

Step 1 — Validate that your test user has the userPrincipalName attribute



Step 2 — Access the user portal and provide credentials (vpnllogin)

Step 3 — Validate the login works correctly
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