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Change History

Issue Date Changes

2003.02.23 Initial document release for Check Point Firewall-1 / VPN-1 using FP1 or FP2

2001-04-23 | Documentation update to reflect configuration changes introduced by Check
Point with FP3

Obsoletes Quickstart Guide for FP-1, FP-2. Contact CRYPTOCard support to
obtain a copy if required.

Update troubleshooting section for known issues with SAA.
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Check Pointa FireWall-14 / VPN-1a with SecuRemoted can be used to prevent unauthorized
access to a network. CRYPTOCard authentication replaces username and static password
with strong two-factor authentication to prevent the use of lost, stolen, shared or easily
guessed password to traverse a firewall or establish a tunnel and gain access to protected

resources.

The following diagram illustrates the components involved in CRYPTOCard authentication.

Access Granted

3

CRYPTOCard
Authenticated
Logon
1 >
-4
SecuRemote
Client FW-1/VPN-1

2

Authentication
Request and
Accept

CRYPTOAdMIN
with RADIUS
(192.168.21.4 )

Internal
Metworked
Resources

1. End-User responds to the Firewall / VPN logon prompt by entering their logon name and

CRYPTOCard generated One-time Password (OTP).

Note that

is process can be

automated using the SecuRemote Plug-in for CRYPTOCard ST-1/EUS and SC-1/EUS

tokens.

2. The Check Pointa FireWall-14/ VPN-1a passes the authentication request via RADIUS to
the CRYPTOAdmiIn server. (CRYPTOAdmin can be configured to use easyRADIUS, included
with the CRYPTOAdmin distribution, Funk Steel Belted RADIUS, Cisco Secure ACS or
Microsoft 1AS.). CRYPTOAdmin authenticates the End-user and passes a RADIUS “accept”
message back to the Firewall/VPN.

3. Firewall-1/VPN-1 allows the connection to internal resources on receipt of the RADIUS

accept message.

The intent of this document is to present the necessary steps to configure Check Pointa
FireWall-14 / VPN-14 NG FP3 and SecuRemoted for use with CRYPTOCard tokens.
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2. Prerequisites

In order to successfully authenticate remote users using CRYPTOCard tokens, the following
items must be properly installed and configured:

Windows NT Server 4.0 SP6a, Windows 2000 Server, Solaris 2.7, 2.8 or RedHat 7.1 —
8.0 running CRYPTOAdmin Server v.5.32

Windows NT Server 4.0 SP6a, Windows 2000 Server, Solaris 2.7, 2.8, 2.9 or RedHat
7.2 — 7.3 running Check Pointéd FireWall-14 / VPN-1& Version NG FP3 installed and
configured.

A RADIUS Server: easyRADIUS, Funk Steel-Belted Radius 2.27+ or Cisco Secure ACS
3.0+, configured to work with CRYPTOAdmin Server. EasyRADIUS Server, included
with the CRYPTOAdmin Server distribution must be installed when using Cisco Secure
ACS 3.0+ or if no other RADIUS Server is present.

Check Point SecuRemoteda NG Client installed and configured.

An initialized CRYPTOCard token. An ST-1/EUS software or SC-1/EUS smart card
token should be installed if the CRYPTOCard Authentication Plug-in for SecuRemote
will be used, otherwise any token may be used. Refer to the SC-1/EUS and ST-1/EUS
Software Token Deployment Guide for token installation instructions.

The following information is also required.

IP Address of the RADIUS server:

Port number used by the RADIUS server:

Shared Secret:

Copyright © 2002-2003 CRYPTOCard Corporation All Rights Reserved 2
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3. Configure Check Point FW-1 and VPN-1

The following steps are required to complete the configuration of the FW-1 and VPN-1.
Define a RADIUS Workstation
Define a RADIUS Server
Configure the RADIUS server port
Enable RADIUS Authentication.
Configuring the VPN-14 settings & IKE Encryption
Create an authentication group.
Add CRYPTOCard users in FireWall-1/VPN-1

Configure the Rule Set.

3.1 Configuring a RADIUS port in Check Pointd FireWall-14 / VPN-1a

Check Pointa FireWall-1 / VPN-1 and the RADIUS Y. |
Server need to be configured to use the same port

so they can exchange RADIUS packets. By default | oeivices:

Firewall-1 uses port 1645. The RADIUS standards Showr I’&" j

group has since changed this value to port 1812 @pCTELECOMMUTE-FiIESync ﬂ

as the official RADIUS port. Newer O/S releases @pnp-z

have implemented the 1812 port number for £5F) pop-3

RADIUS. @' FETP i
£E5) prtp-top

EasyRADIUS, Funk Steel Belted RADIUS, and Cisco @ RADILS

Secure ACS will use the RADIUS port listed in the

Services file. Please check your \ WINNT \

System32 \ drivers \ etc \ services file (On

Windows) or /etc/services/ file (On Solaris and New. | Remove |[:

RedHat) to determine the RADIUS port you are

using for your RADIUS Server. Configure the Close |
RADIUS port in FireWall-1 to match the value on —

the RADIUS Server.
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3.2 Defining the RADIUS Workstation in Check Pointa FireWall-1&4 / VPN-

1a

On the machine with Check Pointd FireWall-14 / VPN-14, define the IP address of the
RADIUS Server. This should be on the system that CRYPTOAdmin and easyRADIUS was
installed on, in this case the IP is 192.168.21.4

From the Check Pointd SmartDashboard, select Network Objects from the Manage Menu.
Click New, select Node, and then click Host. Under General Properties, enter the Host Node
Properties: Name, IP Address of RADIUS Server, Comment, and Color. Click OK then Close.

Network Objects !

kS

— Metwork objects:

Show: |AII

?

2 Internalilet
2 LocaMachine
Cfice

[ Pocak

Mew... Remave | Edi... |

Check Paink

v

Inkeroperable Device...

Metwork. ..
Damair, ..

O5E Device. ..
GEroup

Logical Server ...
Address Range...
[ynamic Object...
WoIP Daomains

Mostrode -ompmapms =]
Temed Propaies Huet Moo - et al IFropen bt
Tapaiogy
HAT Hame E asuRaniLE
— ddvarced

Pliddagy [152 16021 4 bl acibman

Compent  [RADILE Sevve Mods
ke | -]
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3.2.1 Defining the RADIUS Server in FireWall-1/VPN-14

From the system running Check Pointd FireWall-14 / VPN-1a, you need to define the
machine which has your RADIUS Server installed on it. From the Check Pointa
SmartDashboard, open the Manage Menu and choose Servers. In the Servers window, click
New, then select RADIUS

Define your RADIUS Server Properties: Name, Comment, Color, Host (this should be the Host
Node you defined in the previous section), Service (NEW-RADIUS should be selected if the
RADIUS server is using port 1812), Shared Secret, and Version. Click OK, and then Close.

_ x| {RADIUS Server Properties - RADIUS. Ser x|
— Servers . General I
Shaw: I-"—‘«" j Marne: |RADIUS_Server

Comment; ICHYF‘TDCard EasyRaDIUS Server

co: [ ~|

Host: |Q. EasyRADILS vl Mew..

Service: |@ MEW-RADILS Vl
Shared Secret: I ********* 1

Wergion: IHADIUS Wer. 1.0 Compatible j

Mew... R emowe Edit... . .
I | | Priority: I‘I 3. pﬁgﬁest
RE%IUS Group, .. Hel
TACACS... LI ok | coneal | Help |
Click the PO”Cy menu then choose Install. Fille Edit Wiew Mamage Rules | Paolicy  SmartMap  Search  Window  Help

J H 3] | Qﬁ % @ “ % Serify...

J e 1= |J {l smartDefer Umn%l... | JW

Wiew, ..
E"... I Q | ‘:21 Access Lists, .. | @
1-[2] Users and Administratars Install Database. .,
. Administratars Policy Installation Targets...
adrministrators Groups Wiew Policy of...
|Z] External User Prefiles SR E

fanagement High &wailability .

& SmartDefense...

" Users @lobal Properties. ..,

The Shared Secret entered above must match the Shared Secret that is defined on the
actual RADIUS server. For easyRADIUS, the default Shared Secret is ‘testing123’ without the
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guotes. This is defined in the cl i ent s file located in /etc/cryptocard directory (Solaris and
RedHat) or the \Program Files\CRYPTOCard\CRYPTOAdmin\Server directory (Windows).

When choosing your RADIUS protocol version, you can select either RADIUS Version 1.0 or
RADIUS Version 2.0. Both will work with easyRADIUS.

3.2.2 Enabling RADIUS Authentication on FireWall-1& / VPN-14a

From the Check Pointd SmartDashboard, go to the Manage Menu and choose Network
Objects. Select the FireWall-1a / VPN-14 object (in this case it's win2k-8) and click Edit.

Under General Properties, select Authentication then verify the boxes to the left of VPN-14 &
Firewall-14 Password and RADIUS are checked.

x Authenication
— MNetwork objects: e
aehih Erabled Authentication Schemes:
. w | More ==
Show |41 =l _
[~ S/Key v WPM-1 & Fire'wall-1 Password
P> spziliaryblet
B DMZNGL " SeculD v RADIUS
L] EasyRaDIS ™ 0% Password [~ TACACS
% Internalhlet
% LocaMachine Authentication Settings:

Lser Authentication session timeout: |1 5 _I; Minutes

[ Enable wait mode far Client Authentication

Authentication Failure Track: |P Alert b
Mew... | Remove | Edi... | I o M J
HTTF Security Server.
Cloze I Shaw | Help | I” Use Mext prosy Host:l F'Urt:l
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3.2.3 Configuring the VPN-14 settings & IKE Encryption

The following steps allow the SecuRemotea end-users
to download the VPN-14 topology from the FireWall,
and to encrypt connections to the Inside network.

[V lock Fobt Loy - il .
Gt Prigeaei e
Topadope Thi ok parkcias: o e bilkoosng VPR Coranurdies
HAT v - -
- T
BTy — |
Flrvots eccarm
Ectiarat
I
By Mece Moride i Faranpee

From the FireWall-14 / VPN-14 network object, under

General Properties choose VPN then select your VPN
click Traditional

Community (RemoteAccess),

configuration. Make sure to place a check in the box

next to ‘Exportable for SecuRemote/SecureClient’.

Note: If the FireWall-14a

L rmstatrabs Carvme
Lol Wil

- Logs i bt Tuachioral reocis coriigarateon. |
Coperty
[l £
T
mode o) |
Sommetin Pl g imschange arenypiee wit S| s ek
Famzear il ras L E—
S Dok pe =N
[=[= e
EE s o = B
EAMFD - armr _—
Tuppa siles s e had
T PruShred et :
& Pubic EeySagrefuss SOiE. .
{1 I R | P Enponetie i EeoaFemoun s il
fchancac.
[ O o |

is in the Remote Access

community already then this check box is checked and cannot be unchecked.

In the VPN section under General Properties verify that a Certificate exists in the Certificate
List. Verify that Hybrid Mode Authentication has been enabled. Select Policy, Global Policy,
Remote Access, VPN — Basic. Under Support authentication methods verify that Hybrid Mode

has been checkmarked.

{Bark Feint Latesry - mindk-4

[ —— Ll
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From the Manage Menu, select Users and Administrators then click New and select Group.
This group will be used to reference all users being authenticated by a CRYPTOAdmin Server.
In the Group Properties box enter the: Name, Comment, and Colour for the group. Click OK.

Users and Administrators

— Users and Administrators:

x|

Show: IAII

= Default

Mew... Femayve | Edit...

User by Template 13

Administrator,,, Help |

Administrakors Group. ..

=== External User Profile 3

LDAR ulgn...

Heng.  [Secuemle

Corrrment [CR 7 FTOC 2 Secafamnie PR Lsie.

Coor | 'I
waw [ =l
Mok in Giour: o
oo, |
[iT3 Cancal Hap

3.2.5 Adding CRYPTOCard Users in Firewall-14 7/ VPN-14

CRYPTOCard token users can be configured to user RADIUS authentication in two methods on
Firewall-14 / VPN-14. Each CRYPTOCard token user can be added to the FireWall-14 / VPN-
14 database individually, or a generic user entry can be configured. Use the method that
best meets your network authentication requirements.

In the Check Point SmartDashboard, select Users and Administrators from the Manage Menu.
Click New, then Template. In the User Template Properties dialog box, under the General Tab,
define the Login Name. Click the Personal Tab to define the Expiration Date, Comment, and

Color.
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Users and Administrators

r— Users and Administrators:

Show If-‘«ll

E=N Detaut

Edi. |

Help |

MNew. . Femave |

User by Template 2
Adminiskratar, ..
Adriniskrators Group.., .
External User Praofile 3

Graup...
LOAP group..

x
Locatian | Time | Ercrption |
General | Peznd | Gioups | Audbenicaion |
L oggin H vz ||:I-.md-eU' sarp
T o
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Click on the Groups Tab. Select the SecuRemote group created previously and click the Add
button. Click on the Authentication Tab and define the Authentication Scheme as RADIUS,
and select the RADIUS Server you just created in the previous section.

x| User Template Propeities - Quteidetisers
Locslion Time | Encypaom | Locsion | Tim= |_ Ercyphion
Gareial | Paisonsl Groaps | Aubwrlicalion | Gaversl | Pesond | Giowps Laheriication
Byslable Groupe Hedorae In Bioipe:
naTE resTE
ST Aberticaicn Schene:  [FNTERINNERSSSRINNN ~ |
T | e
cRnrml.-nl
Sekact 2 RADILIS Sereer o Giown of Sereeas
B FADLS Server v
ES I | I 1 |
ok | cewwsl | hen | oF; Cancd | Heb |

Click the Location Tab and Time Tab to define these settings as per your network security
policy. Select the Encryption Tab and check the box to the left of ‘IKE’. Click the Edit button

to configure the

IKE Encryption settings.

Select the Encryption Tab to validate the

Encryption Algorithm. Click the Install button to add the user to the FireWall-1a user
database. Close the Users and Administrators dialog box.
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Cancel |
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3.2.6 Configuring a Generic User Entry

TEF Phase 7 Propesties

Audhedicatinn  Enonoiion

C3VpProcard

Secure Password |§

TECHNOLOOGY

Lizs e Ercivplion Propeiies
17 Delired n the Femobs Sccess WPH page of e Giobal Propsitiss sandos
1 Dediead bednsy
Encruphonalooithn [ 3DES 1r|
Dt Irde gl = gHe
I~ MD5
K. | Cacel | Helps

From the Users and Administrators window, click New, External User Profile then choose

Match all users.
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In the External User Profile Properties window, select the VPN tab then add the appropriate
Group. On the Authentication tab choose RADIUS as the Authentication Scheme then select
the RADIUS Server. Select the Encryption tab and place a checkmark in IKE.
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3.2.7 Creating a FireWall-1a4 / VPN-14 Rule Set

Below is an example of two simple rule sets that will require users to authenticate with
CRYPTOCard tokens. Configure the rule sets as per your network requirements.

2 Security - Standard | =7 Address Translation - Standard | G WPM Manager | B} Qo5 - Standard I ?ﬂ Desktop Security - Standard I

LEE hittp
,27‘! external@any * Any * Any TCE i e User Auth Log Gatevvays
TCP telnet

LE fip
2 | 2% SecuRemate@a |k Any * Any TEP, hitp =) Clisrt Auth Log (
TCP telmet

The first rule states that anyone in the group External are required to be ‘Authenticated’
to be able to use HTTP, FTP, or Telnet. Authentication may be via RADIUS or FireWall-1's
internal database.

The second rule has the SecuRemote group that contains users configured to use RADIUS
as their authentication method when using the FTP, HTTP, or Telnet services.

Once you have established your rules connect to the service using a CRYPTOCard Token
username and response generated from your token.

Copyright © 2002-2003 CRYPTOCard Corporation All Rights Reserved 11
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4. Connect using SecuRemotea

After installing SecuRemotea /Secure Clienta and configuring it to connect to the VPN-14 /
FW-1a4 gateway, the End-user will be able to connect to the gateway using their
CRYPTOCard token.

Using the connection configured above, connect to the VPN concentrator.

Enter the CRYPTOCard token username.

Generate a One-Time-Password from the CRYPTOCard token.

Enter that One-Time-Password in the password field, and click OK.

¥PN-1 SecuRemote Authentication El

Sﬂ'&“ﬁﬂ h‘. Pleaze authentizate pourzelf to zite;
VPMN-1 SecuRemote NG 192.168.10.104
I™ Use Certificate
Lzer narme: IJ.W“SDH
Paszwaord

" Enter pazsword later

i Tuypein pazsword now: I“mm

CHECK PoINT™

=3 cihwane Technologies Lid
www.checkpoint.com |

)8

Canicel | Help

Once the VPN-14 / FW-14 gateway has verified the username and password with the

CRYPTOAdmin database, the secure tunnel will be established.

Copyright © 2002-2003 CRYPTOCard Corporation All Rights Reserved 12
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5. CRYPTOCard Authentication Plug-in for Check Point
SecurRemote Client

CRYPTOCard authentication includes a Plug-in for Check Point SecuRemote Clients that
automates the authentication and logon process for End-users with ST-1/EUS software or
SC-1/EUS smart card tokens for a “One-PIN-and-You're-1In” logon experience.

5.1 Installing CRYPTOCard EUS

5.1.1 Run the EUS installer

? For Windows: CRYPTOCard_EUS for_Windows.exe
? For Linux: CRYPTOCard_EUS_for_Linux.bin

? For Solaris:CRYPTOCard_EUS_for_Solaris.bin

5.1.2 Select Installation Type

Typical — this mode installs the EUS in default directories and enables EUS management
functions for administrators.

Custom — this mode installs the EUS in selected directories and allows EUS management to be
enabled for end-users if the option box is selected.

For more information refer to the SC-1/EUS and ST-1/EUS Software Token Deployment
Guide.

5.2 Applying ST-1 or SC-1 token to EUS
Locate initialization file on local machine. For all operating systems:

ST-1 initialization file has a .tok extension

Mame | Size | Type |
1, ilson, bok, 1KB CRYPTOCard Token
1L Mahon,sc 1 KB CRYPTOCard Taken
Copyright © 2002-2003 CRYPTOCard Corporation All Rights Reserved 13
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SC-1 initialization file has a .SC extension

For Windows:

Mare #

| Size | Tvpe |

iZ]J.Wilsun.tnk

iL.Mahon.sc

1KBE (CRYPTOCard Token
1KB (CRYPTCCard Token

TECHNOLOOGY

ST-1: Double click on the initialization file. This will start the “Activate Token Wizard”

SC-1: Insert smart card into reader. Double click on the initialization file. This will start
the “Activate Token Wizard”

For Linux and Solaris:

S ORYPTOCard BLS

7 Irdnaduction
M Chooge Install Folder
B Chanee kel ol des

LB [ 8
LI o [

Cangal

EUS Token Manager access.

Bty disfaul e ELE Token Manader can onlibe nn by membarg of
Iha Administratare group.

[ Enable ragular ugers o aclkale EUS Toker Manager

rrevaus | [T we ]

ST-1: In a console window type authenticator <token name=>.tok.

Copyright © 2002-2003 CRYPTOCard Corporation All Rights Reserved
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Complete installation by entering the initial deployment PIN

Activate Token Wizard i}

Enter Token PIN
What is the FPIN foryour token?

We have located a CRYPTOCard token named: JWilson

FPlease enter the FIM for this token (provided by your system administrator).

PIN:  [ren

Click next to cantinue.

= Back M ext = Zancel

EUS: The installation is successful when the CRYPTOCard Token Authenticator appears and
the applied token is displayed in the “Token Name” drop down.

The token is now ready for use in manual authentication mode. Plug-ins and agents for VPN,
dialer, web server or Windows domain logon automated authentication can now be installed.

5.3 SecuRemoted VPN Plug-in
The Plug-in for SecuRemoted simplifies the authentication process for end-users while
providing the full benefits of one-time passwords and strong user authentication. During VPN

logon the end-user is prompted for the secret security PIN, allowing the Plug-in and EUS to
complete the authentication process without further user involvement.

5.4 Installation

Install the VPN Plug-in by running: CRYPTOPIlugin_for_SecuRemote.exe.

5.5 SecuRemotea Authentication

Once the CRYPTOCard VPN Plug-in is installed, creating the VPN tunnel becomes a simple
one-step process for the end-user.
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When the end-user clicks “connect” on the SecuRemotea icon in the system tray, or when
SecuRemoteda automatically launches, the end-user is prompted for the token name and PIN
to enable their token. Check Point VPN-1 authentication

Click on the SecuRemote icon to launch the VPN Client BY SecuRemaote k
faEnterPiN 21 x|
On computers with more than one
EUS token, select the token to be
] ] SecuRemate
used for authentication from the
Token Name drop down. 132.168.21.2
Taoken Name: J.W¥ilson
Enter secret security PIN to enable FRUD= el
- ‘ I e o
token. P [
TECHMNOLOOQY
{H] 8 LCancel |
SecuRemote connection will appear in the system tray. | g@ Q115 AM
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6. Logging on to a Windows Domain with CRYPTOLogon

CRYPTOLogon can be used to prevent unauthorized users from logging on to a Microsoft
Windows Domain or a local computer account. Laptop computer users often need to be able
to authenticate to a local domain when they are at the office, and log on to a remote domain
when they are away from the office. Refer to the CRYPTOLogon Agent for Windows Domain

Authentication Deployment Guide for

installation and application of CRYPTOLogon
¢ 4 ] -7 [ -7 ]

Agent. Access to the remote office is made cqup—ocg rd

available to these laptop users over a secure
VPN tunnel. Secure Password Logon

CRYPTOLogon can be used in this scenario in
the following manner:

Token name: IJ.WiIson j

PIN: I xxxxxxxx

Select the token ta use and enter its PIN, or insert a
smart card in the reader.

Enter the CRYPTOCard secret security PIN to
unlock the desktop.

Cancel I Ok

Log On to Windows

Enter the Windows logon information to
connect to the domain

Built on NT Technology

User name: I Jwdilzon

Passward: I********

Log on to; I OFFICE j

[~ Log on using dial-up connection

oK I Cancel | Shutdown...l Options e:<:|

Initiate the VPN tunnel. Once the VPN tunnel is (PR St e 21
established, the user can browse the network,
and has access to mapped drives as if they aeciime
were connected to the network locally. 132.168.10.104

e e 1 Token Mame; J.Wilzon

IvPLOCard
¢ [ Sacure Password jala1] =
TECHNOQOLOGY
ok LCancel
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7. Troubleshooting Tips

7.1 Known Issues

The CRYPTOCard SecuRemote Plug-in included with CRYPTOAdmin distributions V.28 and
earlier uses CheckPoint's SecuRemote Authentication APl (SAA) version 1. SAA vl suffers
from an issue where the wrong authentication dialog box is called on 'Set Password' resulting
in an inconsistent user experience and a potential for the Response API to be called out of
context. Authentication requests will succeed however an unnecessary authentication
dialogue box may appear after a successful authentication. This issue has been corrected by
CheckPoint in SAA v2. CRYPTOCard will be incorporating the newer version of SAA in it's next
maintenance release"

7.2 Troubleshooting

If you are experiencing continuous authentication failures, and would like to monitor the
easyRADIUS or CRYPTOAdmin services in real-time, run the CRYPTOAdmin service and
easyRADIUS service in the foreground.

On Windows:

From the Services icon in the Control Panel stop both the CRYPTOAdmin and easyRADIUS
services.

Open a Command Prompt and go to the \ Program Files \ CRYPTOCard \ CRYPTOAdmin \
Server directory. Enter the command radi usd —-sfxxyz -l stdout without the
qguotes. The screen should display the message ‘Ready to process requests.’

This will send all output to the screen. This allows you to see in real-time al activity
occurring on the RADIUS Server.

On RedHat:

From a console type /etc/rc.d/init.d/radiusd st op. Then type
letc/rc.d/init.d/radiusd start debug. The screen should display the message
‘Ready to process requests.’

On Solaris:

From a console type /etc/init.d/radiusd stop. Then type /etc/init.d/radiusd
start debug. The screen should display the message ‘Ready to process requests.’
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If you are using easyRADIUS for your RADIUS Server, you must have DNS configured properly
or have an updated hosts file on the easyRADIUS Server that lists both interfaces of the

Firewall-1/VPN-1 system.

If you encounter a problem that cannot be solved using the tips above, contact
support@cryptocard.com or call us at (800) 307-7042 or +1-613-599-2441, Monday through

Friday 8:30 am to 5:00 pm EST.

Copyright © 2002-2003 CRYPTOCard Corporation All Rights Reserved
For assistance mailto:support@cryptocard.com

19



