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Dell Server Management 
The high performance Dell PowerEdge servers deliver excellent security, manageability, 
and energy efficiency.  Server monitoring with Dell OpenManage offers hardware and 
software components to optimize performance and maximize your IT investment. 
 
SecurePlatform 
The SecurePlatform prehardened operating system enables administrators to install 
Check Point’s market-leading VPN-1® gateways, SmartCenter™ management servers, 
and other products within five minutes on Intel or AMD based open servers. It eliminates 
the need for administrators to uninstall or reconfigure portions of the operating system 
or to apply fixes manually whenever a new vulnerability is found. Instead, 
SecurePlatform provides a preconfigured, prehardened operating system that meets the 
requirements of the most demanding network environments. 
 
The Combined Dell and Check Point Management Advant age 
The Dell OpenManage Agents for Red Hat Enterprise Linux 5 available in the Dell™ 
Systems Management Console and Agent CD that ship with Dell PowerEdge systems 
can be installed on SecurePlatform R65 2.6.  
 
(Note: Dell OpenManage on the 2.4 based kernel version of SecurePlatform is not 
currently supported (installation will fail)). 
 
Check Point products that are compatible with SecurePlatform R65 2.6 
Product Version 
VPN-1 SecurePlatform R65 2.6 ver 124 
Provider-1 SecurePlatform R65 2.6 ver 124 
 
Managing Check Point Servers 
 
Security Management Architecture ( SMART) Architecture  

Feature  Description  

Monitoring 
SmartView Monitor - SmartView Monitor™ provides real-time 
monitoring of security, network, VPN tunnel, and user activity 
via a central console. 

Configuration 
Management 

SmartUpdate - SmartUpdate automatically distributes 
software applications and updates to Check Point products 
and manages product licenses. It provides a centralized 
means to guarantee that security throughout the network is 
always up to date. 
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Managing PowerEdge Servers  
 
Dell OpenManage systems management software is a suite of applications for your Dell 
systems.  
 
Each system managed by the Dell OpenManage systems management software is 
called a managed system. You can manage a managed system either locally or 
remotely. Software applications that you can install on the managed systems include 
Dell OpenManage Server Administrator (which includes the Storage Management 
Service, and the Server Administrator Web server), SNMP agents for Intel® or 
Broadcom® network interface cards (NICs), and remote access controller (RAC) 
software. 
 
A management station can be used to remotely configure and manage one or more 
managed systems from a remote location. Software applications that you can install on 
the management station include IT Assistant, BMU, and the RAC console. 
 
Dell OpenManage IT Assistant enables you to manage up to five thousand devices from 
a suitably configured system. A management station can also be used to deploy images 
of physical media to virtual media on many managed systems. 
 
OpenManage Components  

Feature  Description  

Server setup and 
operating system 
installation 
 
(Dell Systems Build and 
Update Utility CD) 

System Build and Update Utility 1 
 
Systems Build and Update Utility provides single and multi-
server deployment as well as single server update 
functionality. 
 
·  Step-by-step system configuration including RAID 

controllers and network interfaces 
·  Installation support for Windows, Red Hat Enterprise 

Linux, and SUSE Linux Enterprise Server operating 
systems 

·  Dell-optimized device drivers for Dell systems 

Local System 
Management 
 
(Dell Systems Console 
and Agent CD) 

Server Administrator 
 
OpenManage Server Administration can help you to manage 
individual servers and their internal storage arrays. 
 



 
 

4 

 

 

·  Helps simplify single server management with a secure 
command line or Web-based management graphical user 
interface 

·  Provides views of system configuration, health and 
performance 

·  Provides online diagnostics to help isolate problems or 
shutdown and restart the server 

·  Installs on the SecurePlatform 2.6 

Remote Status and 
Reporting 
 
(Dell Systems Console 
and Agent  CD) 

IT Assistant and Software Update Utility 
 
IT Assistant is a comprehensive, standards-based console 
for managing Dell Servers, Storage Arrays, Tape Libraries, 
Network Switches, Printers, and Clients distributed 
throughout your network. From a central console, you can 
gain increased control over the availability of Dell platforms 
through proactive alerts and notification. 
 
·  Provides an integrated view of Dell's comprehensive suite 

of server monitoring and reporting tools 
·  Helps discover and identify server and client assets 

located on your network and sends e-mail or pager alerts 
and notification 24 hours a day 

·  Updates Dell PowerEdge servers with scheduled updates 
to help minimize business impact and produces a final 
report for all updated servers 

·  Features a consistent intuitive graphical user interface 
that can lower training costs and help maintain higher 
staff efficiency 

·  In-context launch of device-specific tools such as Server 
Administrator, Remote Access console, Dell 
PowerConnect™ switch console, Digital KVM console, 
and Printer console 

·  Available on Windows 

Remote Management 
 
(BMC Management 
Utility on the Dell 
Systems Console and 
Agent CD) 

Baseboard Management Controller 
 
Dell PowerEdgeTM  servers are equipped with a Baseboard 
Management Controller that implements the Intelligent 
Platform Management Interface (IPMI) standard. Connected 
to server sensors, the Baseboard Management Controller 
delivers a complete set of tools that are designed to help you 
maximize ongoing server performance. 
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·  Proactively monitor server hardware 
·  Log server fault events 
·  Alert administrators when server faults occur 
·  Enable basic remote operations, independent of server 

state, with server text console redirection, power control 
and reset control 

Local and Remote 
Systems Management 
 
(RAC Utility on the Dell 
Systems Console and 
Agent CD) 

Remote Access Controller 
 
An optional feature for PowerEdge servers, Dell Remote 
Access Controller (DRAC) can enable users to remotely 
access, monitor, troubleshoot, repair and upgrade servers 
independent of the OS status. 
 
·  Allows anywhere, anytime "Lights Out" monitoring, 

troubleshooting and server repairs/upgrades independent 
of OS status 

·  Uses remote access functions based on industry 
standards-HTTP, SSL, SNMP, IPMI and Active Directory 
authentication and authorization for security 

 
1 – Installation and management of OS upgrades is not supported on SecurePlatform.  
Other features of System Build and Update Utility like BIOS and RAID configuration are 
supported. 
 
 
Test Configuration 
 
Check Point Software 
- SecurePlatform 2.6 VPN-1 ver 124 
 
Dell Software 
- IT Assistant v8.1 on Windows 2003 SP1 
 
OpenManage Systems Console and Agent CD v5.3 - Software 
Server Administrator Install Core (subscription) Version 5.3.0 which contains 
- Data Engine 5.8.0  
- Hardware Application Programming Interface 5.8.0  
- Instrumentation Service 5.8.0  
- Instrumentation Service Integration Layer 3.3.0  
- Meta package for installing correct IPMI dependencies depending on OS 5.0.0  
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- OpenManage Inventory Collector 2.7.0  
- OS Specific OMSA Authentication files 3.3.0  
- Package that checks system ID and validates OpenManage support 5.3.0  
- Secure Port Server 3.3.0  
- Server Administrator Framework 3.3.0  
- Storage Management 2.3.0  
- Sun Java Runtime Environment 1.6.0 
 
OpenManage Service and Diagnostic CD v5.2 
- PowerEdge Diagnostics v2.8 
 
Dell PowerEdge 1850 
- Dual Xeon 3.6 GHz CPUs 
- 4 GB RAM 
- 2 Intell 82541GI Gigabit NICs 
- Perc 4e/Si Storage Controller 
- 2 Seagate ST373207LC SCSI 68 GB HDD (configured in a RAID 1 array) 
- Dell Remote Access Card (DRAC 4/i) 
 
Note:   Testing of every hardware configuration is beyond the scope of this document.  
Consult the Dell supported hardware matrix and the readme that comes with 
OpenManage for specific hardware and software requirements. 
 
 
Managed System Requirements 

·  SecurePlatform R65 2.6 ver 124 
·  A minimum of 512 MB of RAM 
·  A minimum of 256 MB of free hard drive space 
·  Configuration of a user with scp, root, and bash shell access 
·  Firewall rules  

o src IT Assistant host, dst SecurePlatform, TCP 1311 (Server 
Administrator) 

o src IT Assistant host, dst SecurePlatform, UDP 161 (SNMP) 
o IT Assistant host, SecurePlatform, ICMP 
o src IT Assistant host, dst SecurePlatform, TCP 623 (Serial over LAN BMC 

access) 
o src SecurePlatform, dst IT Assistant host, UDP 162 (SNMP trap) 
o src IT Assistant host, dst SecurePlatform, TCP 22 (Software Update and 

Performance Monitoring) 
·  SNMP configuration 
·  Additional unzip rpm and lockfile binary (included in dell-openmanage-support-

files.tgz) 
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·  The Server Administrator Remote Access Service requires that a remote access 
controller (RAC) be installed on the system to be managed. It also requires the 
setserial rpm included in dell-openmanage-support-files.tgz. 

 
Note:   The configuration and requirements for IT Assistant, Server Administrator, and 
Remote Access Card are different.  Most of the functionality of the DRAC card is 
independent of the OS. 
 
 
Setup and Administration of the Managed SecurePlatf orm System 
 
Configuration of a User With scp, root, and bash Shell Access 
 
IT Assistant includes the ability to execute commands remotely via a secure ssh 
connection to monitor Performance, do remote updates of the firmware, and perform 
other tasks.  This requires a user on the SecurePlatform system with scp (secure copy), 
root access, and bash access. 
 
In addition Server Administrator uses various authentication methods based on the 
Pluggable Authentication Modules (PAM) library included in SecurePlatform. 
   
Add a user in VPN-1 
 
In the VPN-1 SecurePlatform Web UI create a user, for example omsa.  Click on Device 
-> Device Administrators -> New, enter the name omsa and the password, and click 
Apply. 
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Add a User in Provider-1 
 
Since there is no Web UI in Provider-1 login as expert and create the user using the 
SecurePlatform adduser command. 
 
[Expert@opsec-57]# adduser omsa  
Enter password: 
Enter password (again): 
User 'omsa' was added successfully 
 
Note:  If you need to change the password for this user use the \passwd command 
which invokes /usr/bin/passwd rather than SecurePlatform passwd command which is 
an alias to /bin/expert_passwd. 
 
[Expert@opsec-57]# /usr/bin/passwd omsa  
Changing password for user omsa. 
New UNIX password: 
Retype new UNIX password: 
passwd: all authentication tokens updated successfu lly. 
 
Login as expert and change the login shell for the omsa user from /bin/cpshell to 
/bin/bash. 
 
[Expert@opsec-57]# chsh -s /bin/bash omsa  
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Changing shell for omsa. 
Shell changed. 
 
Enable scp access to the omsa user by creating or adding the omsa user to the 
/etc/scpuser file.  This is from SecureKnowledge solution sk26258.  Restart the sshd 
service for the change to take effect. 
 
[Expert@opsec-57]# echo omsa >> /etc/scpusers  
[Expert@opsec-57]# cat /etc/scpusers  
omsa 
[Expert@opsec-57]# service sshd restart  
Stopping sshd:                                             [  OK  ] 
Starting sshd:                                             [  OK  ] 
 
If you have set up restrictions in the Check Point web UI for Web and SSH access add 
an entry for the IT Assistant host. 
 
Click on Device -> Web and SSH Clients -> Add, enter the host name (if it is resolvable 
via DNS) or IP address of the IT Assistant host, and click on Apply. 
 

 
 
 
VPN-1 Firewall Rule Configuration 
 
Create two new services for Dell Server Administrator and Serial over LAN connections 
if needed. 
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In SmartDashboard -> Manage -> Services click on New... -> TCP. 
Enter a descriptive name, DellSrvAdmin for example, 1311 in the port field, and click 
OK. 
 

 
 
In SmartDashboard -> Manage -> Services click on New... -> TCP. 
Enter a descriptive name, DellSOLProxy for example, 623 in the port field, and click OK. 
 
Create a host object for the IT Assistant host.  In SmartDashboard -> Manage -> 
Network Objcects, click on New.. -> Node -> Host.  Enter a descriptive name and the IP 
Address and click OK. 
 
Add two rules as shown below and then install the policy. 
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Installation of the OpenManage Managed System Softw are on SecurePlatform 
 
Either use the the Systems Console and Agent CD included with your PowerEdge 
server or download the latest version from http://www.dell.com and burn it to a CD or 
DVD. 
 
Copy the included dell-openmanage-support-files.tgz file to the SecurePlatform system 
that you want to manage and extract the files in the package. 
 
[Expert@opsec-57]# tar xzvf dell-openmanage-support-files.tgz  
lockfile 
unzip-5.51-4.fc3.i386.rpm 
setserial-2.17-17.i386.rpm 
 
The lockfile binary from the procmail package is used to ensure that there are not 
multiple Server Administrator services and Software Updates running at the same time.  
Move lockfile to /usr/bin and ensure that it has execute permissions. 
 
[Expert@opsec-57]# mv lockfile /usr/bin  
[Expert@opsec-57]# ls -l /usr/bin/lockfile  
-rwxrwx---    1 root     root        12752 Jan 17 1 5:01 /usr/bin/lockfile 
 
The unzip rpm is  a dependency of the srvadmin-omacore package and is used by the 
Software Update Utility during the firmware update process.  Install the included unzip-
5.51-4.fc3.i386.rpm.   
 
Note:   The unzip and setserial rpms in the dell-openmanage-support-files.tgz are for a 
Fedora Core 3 distribution rather than from RHEL 5.1.  This is because the Red Hat EL 
5 packages requres a later glibc package than that installed on SecurePlatform 2.6. 
 
[Expert@opsec-57]# rpm -ivh --nosignature unzip-5.51-4.fc3.i386.rpm  
Preparing...                ####################### #################### [100%] 
   1:unzip                  ####################### #################### [100%] 

 
Note:   The setserial rpm is only needed by Dell Remote Access Cards.  If one is 
installed in your system see the Remote Access Card Software Installation Section for 
more instructions on installing this sotware. 
 
Add the file /etc/redhat-release with the word ”Tikanga”. 
 
[Expert@opsec-57]# echo Tikanga > /etc/redhat-release  
[Expert@opsec-57]# cat /etc/redhat-release  
Tikanga 
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Insert the Dell Systems Console and Agent CD or the Dell Systems Management Tools 
and Documentation DVD into the CD drive. 
 
Mount the Systems Console and Agent CD.  If you are using Remote Access Card 
virtual cdrom, then use /mnt/cdrom1 instead. 
 
[Expert@opsec-57]# mount /mnt/cdrom  
 
Note:  When installing an RPM package in SecurePlatform, to avoid warnings 
concerning the RPM–GPG key, import the key with a command similar to the following: 
 
[Expert@opsec-57]# rpm -import /mnt/cdrom/srvadmin/linux/RPM-GPG-KEY  
 
Install the libxml package included in the supportRPMS directory. 
 
[Expert@opsec-57]# cd /mnt/cdrom/srvadmin/linux/RPMS/supportRPMS/  
[Expert@opsec-57]# rpm -ivh libxml2-2.5.10-7.i386.rpm  
Preparing...                ####################### #################### [100%] 
   1:libxml2                ####################### #################### [100%] 
 
Navigate to the srvadmin/linux/supportscripts directory if you are using the CD. Navigate 
to SYSMGMT/srvadmin/linux/supportscripts if you are using the DVD.  
 
Run the srvadmin-install.sh shell script as shown below, which performs a silent and 
unattended express installation. All of the components will be installed.  If you have a 
remote access controller (DRAC III, DRAC 4, or DRAC 5), then the installation will fail.  
Follow the steps in the Custom Installation of the RAC Software. 
 
# sh srvadmin-install.sh --express  
 
or 
 
sh srvadmin-install.sh -x  
 
[Expert@opsec-57]# cd /mnt/cdrom/srvadmin/linux/supportscripts/  
[Expert@opsec-57]# sh srvadmin-install.sh -x  
 
Preparing...                ####################### #################### [100%] 
   1:srvadmin-omilcore      ####################### #################### [  7%] 
     To start all installed services without a rebo ot, 
     enter the following command:  srvadmin-service s.sh  start 
   2:srvadmin-syscheck      ####################### #################### [ 14%] 
   3:srvadmin-deng          ####################### #################### [ 21%] 
   4:srvadmin-omauth        ####################### #################### [ 29%] 
   5:srvadmin-omacore       ####################### #################### [ 36%] 
   6:srvadmin-jre           ####################### #################### [ 43%] 
   7:srvadmin-ipmi          ####################### #################### [ 50%] 
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   8:srvadmin-hapi          ####################### #################### [ 57%] 
   9:srvadmin-isvc          ####################### #################### [ 64%] 
  10:instsvc-drivers        ####################### #################### [ 71%] 
  11:srvadmin-cm            ####################### #################### [ 79%] 
  12:srvadmin-iws           ####################### #################### [ 86%] 
  13:srvadmin-omhip         ####################### #################### [ 93%] 
  14:srvadmin-storage       ####################### #################### [100%] 

 
Custom Installation of the RAC Software 
 
A custom install of the remote access controller components is needed if one of these 
cards is installed in the system.  If the express install fails its possible to install individual 
components using optional flags. 
 
[Expert@opsec-57]# ./srvadmin-install.sh -h  
Usage: ./srvadmin-install.sh [OPTION]... 
Server Administrator Custom Install Utility. 
This Utility will run in the interactive mode if no  options 
are given and runs silently if one or more options are given. 
 
Options: 
  [-x|--express]   installs all components (includi ng 'RAC', if available) 
                     any other options passed will be ignored. 
  [-b|--base]      installs 'Base' components 
  [-s|--storage]   installs 'Storage' components, i ncluding 'Base' 
  [-r|--rac]       installs applicable 'RAC' compon ents, including 'Base' 
  [-w|--web]       installs 'Web Server' components , including 'Base' 
  [-u|--update]    update applicable Server Adminis trator components 
  [-a|--autostart] start the installed services aft er components have been 
installed. 
  [--prefix PATH]  installs the selected components  as specified in the 
'PATH' 
                     This option can be used along with any of the options 
stated above 
  [-h|--help]      displays this help text. 
 
If you have a Remote Access Card installed the installation will fail because of missing 
openssl dependencies.  To install these packages first install the setserial package 
included in dell-openmanage-support-files.tgz. 
 
[Expert@opsec-57]# rpm -ivh --nosignature setserial-2.17-17.i386.rpm  
Preparing...                ####################### #################### [100%] 
   1:setserial              ####################### #################### [100%] 

 
Now install the openssl libraries in the supportRPMs directory of the Console Agents 
CD. 
 
[Expert@opsec-57]# cd /mnt/cdrom/srvadmin/linux/RPMS/supportRPMS/  
[Expert@opsec-57]# rpm -ivh --nosignature openssl096b-0.9.6b-22.1.i386 .rpm  
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Preparing...                ####################### #################### [100%] 
   1:openssl096b            ####################### #################### [100%] 

 
Install the base packages needed by the Remote Access Card. 
 
[Expert@opsec-57]# cd /mnt/cdrom/srvadmin/linux/supportscripts/  
[Expert@opsec-57]# sh srvadmin-install.sh -b  
Installing the selected packages. 
 
Preparing...                ####################### #################### [100%] 
   1:srvadmin-omilcore      ####################### #################### [  8%] 
     To start all installed services without a rebo ot, 
     enter the following command:  srvadmin-service s.sh  start 
   2:srvadmin-syscheck      ####################### #################### [ 17%] 
   3:srvadmin-deng          ####################### #################### [ 25%] 
   4:srvadmin-omauth        ####################### #################### [ 33%] 
   5:srvadmin-omacore       ####################### #################### [ 42%] 
   6:srvadmin-ipmi          ####################### #################### [ 50%] 
   7:srvadmin-hapi          ####################### #################### [ 58%] 
   8:srvadmin-isvc          ####################### #################### [ 67%] 
   9:instsvc-drivers        ####################### #################### [ 75%] 
  10:srvadmin-cm            ####################### #################### [ 83%] 
  11:srvadmin-jre           ####################### #################### [ 92%] 
  12:srvadmin-omhip         ####################### #################### [100%]  
 
Navigate to the custom RHEL5 directory for the card that matches yours and try to 
install the packages. 
 
[Expert@opsec-57]# cd /mnt/cdrom/srvadmin/linux/custom/RHEL5  
[Expert@opsec-57]# ls  
add-RAC3  add-RAC4  add-RAC5  add-storageservices  add-webserver  srvadmin-base 
[Expert@opsec-57]# cd add-RAC4  
[Expert@opsec-57]# rpm -ivh *  
error: Failed dependencies: 
        openssl >= 0.9.6b is needed by srvadmin-rac adm4-5.3.0-438 
 
Because the srvadmin-racadm4 package doesn’t detect that the openssl package is 
installed we have to install this package with the --nodeps flag.  The other packages 
install normally.  The installation order of the packages that you need may be different. 
 
[Expert@opsec-57]# rpm -ivh --nodeps srvadmin-racadm4-5.3.0-438.i386.r pm 
Preparing...                ####################### #################### [100%] 
   1:srvadmin-racadm4       ####################### #################### [100%] 
[Expert@opsec-57]# rpm -ivh srvadmin-racsvc-5.3.0-438.i386.rpm  
Preparing...                ####################### #################### [100%] 
   1:srvadmin-racsvc        ####################### #################### [100%] 
[Expert@opsec-57]# rpm -ivh srvadmin-rac4-components-5.3.0-438.i386.rp m 
Preparing...                ####################### #################### [100%] 
   1:srvadmin-rac4-component####################### #################### [100%] 
[Expert@opsec-57]# rpm -ivh srvadmin-racdrsc4-5.3.0-438.i386.rpm  
Preparing...                ####################### #################### [100%] 
   1:srvadmin-racdrsc4      ####################### #################### [100%] 
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Modifying the /etc/pam.d/omauth Configuration File 
 
To enable remote access via Server Administrator edit the OpenManage omauth pam 
conf file to comment out the include controls.  Change to the /etc/pam.d directory and 
add the auth and account types in the SecurePlatform system-auth file to the omauth 
file. 
 
[Expert@opsec-57]# cd /etc/pam.d/  
[Expert@opsec-57]# egrep -w "auth|account" system-auth >> omauth  
 
Edit the omauth file to comment out the default include entries.  The final file should look 
like the following. 
 
[Expert@opsec-57]# cat omauth  
#%PAM-1.0 
# auth      include       system-auth 
# account   include       system-auth 
auth        required      /lib/security/$ISA/pam_en v.so 
auth        required      /lib/security/$ISA/cp_pam _tally.so 
auth        sufficient    /lib/security/$ISA/pam_un ix.so likeauth nullok 
auth        sufficient    /lib/security/$ISA/pam_ra dius_auth.so 
auth        required      /lib/security/$ISA/pam_de ny.so 
account     required      /lib/security/$ISA/cp_pam _tally.so 
account     required      /lib/security/$ISA/pam_un ix.so 
 
Server Administrator services do not start automatically.  Start the Server Administrator 
services after the installation using the srvadmin-services.sh script by using the sh 
srvadmin-services start command.  Server Administrator also installs startup scripts so 
that the services start automatically whent the system boots. 
 
[Expert@opsec-57]# srvadmin-services.sh start  
Starting mptctl: 
Waiting for mptctl driver registration to complete:  
                                            OK 
Starting Remote Access Controller (RAC4) Service...         [  OK  ] 
Starting Systems Management Device Drivers: 
Starting dell_rbu:                                         [  OK  ] 
Starting ipmi driver: Already started                      [  OK  ] 
Starting Systems Management Data Engine: 
Starting dsm_sa_datamgr32d:                                [  OK  ] 
Starting dsm_sa_eventmgr32d:                               [  OK  ] 
Starting dsm_sa_snmp32d:                                   [  OK  ] 
Starting DSM SA Shared Services:            OK             [  OK  ] 
Starting DSM SA Connection Service:                        [  OK  ] 
[Expert@opsec-57]# srvadmin-services.sh status  
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Checking Remote Access Controller (RAC4) Service...  (pid: 1[  OK  ] 
dell_rbu (module) is running 
ipmi driver is running 
dsm_sa_datamgr32d (pid 12665) is running 
dsm_sa_eventmgr32d (pid 12685) is running 
dsm_sa_snmp32d (pid 12698) is running 
dsm_om_shrsvc32d (pid 12738) is running... 
dsm_om_connsvc32d (pid 12806 12805) is running... 
 
 
Uninstalling Managed System Software 
 
An uninstallation script is installed when Server Administrator is installed. You can 
execute the script by typing srvadmin-uninstall.sh and then pressing <Enter>. 
 
[Expert@opsec-57]# srvadmin-uninstall.sh  
srvadmin-syscheck-5.3.0-438 
srvadmin-omauth-5.3.0-438.rhel5 
srvadmin-jre-5.3.0-438 
srvadmin-hapi-5.3.0-438 
instsvc-drivers-5.3.0-438 
srvadmin-iws-5.3.0-438 
srvadmin-storage-5.3.0-438 
srvadmin-racadm4-5.3.0-438 
srvadmin-racdrsc4-5.3.0-438 
srvadmin-omilcore-5.3.0-438 
srvadmin-deng-5.3.0-438 
srvadmin-omacore-5.3.0-438 
srvadmin-ipmi-5.3.0-438.DUP 
srvadmin-isvc-5.3.0-438 
srvadmin-cm-5.3.0-438 
srvadmin-omhip-5.3.0-438 
srvadmin-racsvc-5.3.0-438 
srvadmin-rac4-components-5.3.0-438 
Are you sure you want to uninstall? 
   Press ('y' for yes | 'Enter' to exit): y 
   Uninstalling Server Administrator. 
warning: /etc/pam.d/omauth saved as /etc/pam.d/omau th.rpmsave 
   Uninstalled Successfully. 
 
 
Optional Configuration 
 
Administrator access privileges are assigned to the user omsa logged in as root. 
 
This is optional, but if you like you can modify /etc/omarolemap to include the user.  If 
you do, then restart the connections service after modifying the file. 
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[Expert@opsec-57]# service dsm_om_connsvc restart  
 
 
SNMP Configuration 
 
IT Assistant and Server Administrator use SNMP to monitor agents on the firewall.  
SecurePlatform includes the net-snmp package which is disabled by default.  The 
daemon and user communities can be controlled using the SecurePlatform snmp 
command. 
 
[Expert@opsec-57]# snmp 
Usage: 
        snmp service enable [<portnumber>] 
        snmp service disable 
        snmp service stat 
        snmp user add authuser <username> pass <aut hpassphrase> [priv 
<privpassphrase>] [oidbase <OID>] 
        snmp user add noauthuser <username> [oidbas e <OID>] 
        snmp user del <username> 
        snmp user show [<username>] 
 
Enable the SNMP Service 
 
The first time the SecurePlatform snmp command is run it creates the file 
/etc/sysconfig/snmpd.  The OpenManage agents use service snmpd commands so this 
doesn’t happen initially. 
 
[Expert@opsec-57]# snmp service disable  
Stopping snmpd:                                            [  OK  ] 
[Expert@opsec-57]# snmp service enable  
Starting snmpd:                                            [  OK  ] 
 
OpenManage /etc/snmp/snmpd.conf Modification 
Server Administrator communicates with the SNMP agent using the SNMP Multiplexing 
(SMUX) protocol. When Server Administrator connects to the SNMP agent, it sends an 
object identifier to the SNMP agent to identify itself as a SMUX peer. Because that 
object identifier must be configured with the SNMP agent, Server Administrator adds the 
following line to the SNMP agent configuration file, /etc/snmp/snmpd.conf, during 
installation: 
 
# Allow Systems Management Data Engine SNMP to conn ect to snmpd using SMUX 
smuxpeer .1.3.6.1.4.1.674.10892.1 
 
SNMP Users and Communities 
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Configuring the SNMP community names determines which systems are able to 
manage your system through SNMP. The SNMP community name used by 
management applications must match an SNMP community name configured on the 
Server Administrator system so that the management applications can retrieve 
management information from Server Administrator. 
 
If you use the SecurePlatform snmp command to manage users, then changes are 
made to the /etc/snmp/snmpd.users.conf and /var/net-snmp/snmpd.conf files.  The latter 
is where the "createUser" tokens  are stored.  It is not recommended to manually edit 
either file.  By default the snmpd service starts with the option ”-c 
/etc/snmp/snmpd.users.conf”, and also reads the /etc/snmpd.conf file on startup so 
changes can also be made to the /etc/snmp/snmpd.conf file. 
 
To add a read-only access community ”publicsec” use the following commands. 
 
[Expert@opsec-57]# snmp user add noauthuser publicsec  
Stopping snmpd:                                            [  OK  ] 
Starting snmpd:                                            [  OK  ] 

 
Now when we look at the /etc/snmp/snmpd.users.conf file we can see that the SNMPv3 
rouser directive and SNMPv1 or SNMPv1/v2c rocommunity directives are set to 
publicsec. 
 
[Expert@opsec-57]# cat /etc/snmp/snmpd.users.conf  
################################################### ########################## 
# 
# This file contains snmp daemon's users definition s 
# This file updated automatically by snmp configura tion script 
# So be very careful when making changes to this fi le 
# 
################################################### ########################## 
# 
rouser publicsec noauth 
rocommunity publicsec 
 
The OpenManage Server Administrator Setup and Administration Guide includes 
instructions for modifying the /etc/snmp/snmpd.conf based on the default View-based 
Access Contol Module (VACM) included in Red Hat.  SecurePlatform does not have a 
default restriction to view only the system branch.  The above configuration is sufficient 
for configuring SecurePlatform for SNMP read access.  Ensure that IT Assistant is 
configured to use the same community for SNMP read access. 
 
SNMP Set Operations 
SNMP Set operations must be enabled on the system running Server Administrator in 
order to change Server Administrator attributes using IT Assistant.  The SecurePlatform 
snmp command does not have an option for setting the rwuser or rwcommunity 
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directives so this needs to be added to the file manually.  For instance add the line to 
/etc/snmp/snmpd.conf and restart the service. 
 
rwcommunity commrw 
 
Note:   This was not needed to use Server Administrator to modify Server Administrator 
attributes.  For security reasons this change is not recommended. 
 
If you wish to set up the snmpd.conf file using the View-based Access Control Model 
laid out in the OpenManage Server Administrator Guide the following is a list of the final 
recommended changes. 
 
# OpenManage Server Administrator SNMP configuration  
# Create a view of the entire MIB tree 
view all included .1 
# Set the community name to commro 
rocommunity commro 
com2sec publicsec default commro 
group publicgroup v1 publicsec 
group publicgroup v2c publicsec 
# Allow SNMP Set operations 
access publicgroup "" any noauth exact all all none 
 
For more information see http://net-snmp.sourceforge.net/docs/man/snmpd.conf.html. 
 
Configuring Your System to Send Traps to a Management Station 
Server Administrator generates SNMP traps in response to changes in the status of 
sensors and other monitored parameters. One or more trap destinations must be 
configured on the system running Server Administrator for SNMP traps to be sent to a 
management station. 
 
To configure your system running Server Administrator to send traps to a management 
station, edit the /etc/snmp/snmpd.conf and add the following to the file: 
 
authtrapenable 1 
trapcommunity commtrap 
trapsink <IP_address> commtrap 
 
where <IP_address> is the IP address of the management station and commtrap is the 
SNMP community name. 
 
To enable SNMP configuration changes, restart the SNMP agent. 
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[Expert@opsec-57]# service snmpd restart  
Stopping snmpd:                                            [  OK  ] 
Starting snmpd:                                            [  OK  ] 
 
 
Controlling srvadmin Services 
 
[Expert@opsec-57]# srvadmin-services.sh  
Usage: srvadmin-services.sh {start|stop|status|rest art|help} 
  start  : starts Server Administrator services 
  stop   : stops Server Administrator services 
  status : display status of Server Administrator s ervices 
  restart: restart Server Administrator services 
  help   : Displays this help text 
 
 
Dell IT Assistant Example 
 
To set up IT Assistant follow the Installation Guide included with the software.  Here is 
an example screenshot showing the Device Summary for a managed SecurePlatform 
system. 
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IT Assistant Software Update Example 
 
Software Update in IT Assistant enables you to compare the latest firmware installed on 
your SecurePlatform system with the latest available in an Online Repository and 
Update the firmware if needed.  Here we see the end result after the Perc 4e/Si 
firmware was updated. 
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Dell Server Administrator Example 
 
A feature of IT Assitant is in-context launch of device-specific tools such as Server 
Administrator and Remote Access console.  The user can add other tools like 
SmartConsole SmartDashboard as well.  Here is an example of a direct connection to 
Server Administrator running on SecurePlatform. 
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Dell Remote Access Controller Example 
 
One of the features of using a remote access controller is the option to mount a virtual 
cdrom on a remote desktop and remote console access.  After the virtual cdrom is 
connected the drive needs to be manually mounted using the following command on 
SecurePlatform; 
 
[Expert@opsec-57]# mount /mnt/cdrom1  
[Expert@opsec-57]# ls /mnt/cdrom1  
COPYRIGHT.txt  ManagementStation  autorun.inf  read me1st.txt 
DiscInfo       autorun.exe        license.txt  srva dmin 
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Dell PowerEdge Diagnostics 
 
Dell™ PowerEdge™ Diagnostics is a stand-alone suite of diagnostic programs or test 
modules for PowerEdge systems. PowerEdge Diagnostics allows you to run diagnostic 
tests on chassis and storage components such as hard drives, physical memory, 
network interface cards (NICs), and more. 
 
SecurePlatform does not include an X environment required by the Diagnostics 
graphical user interface (GUI), but you can use the command line interface (CLI) to run 
diagnostic tests on the hardware that PowerEdge Diagnostics discovers on your 
system.  Also SecurePlatform does not include USB utilities needed. 
 
Obtain the diagnostics package for your hardware.  In this case the package available 
for the PE1850 was version 5.2. 
 
[Expert@opsec-57]# tar xvf dell-pediags-linux-2.8.0.398-A01.tar  
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pediags/ 
pediags/install.sh 
pediags/srvadmin-omilcore-5.2.0-443.i386.rpm 
pediags/srvadmin-hapi-5.2.0-443.i386.rpm 
pediags/license.txt 
pediags/uninstall.sh 
pediags/readme.txt 
pediags/srvadmin-ipmi-5.2.0-443.DUP.i386.rpm 
pediags/dell-pediags-2.8.0-398.i386.rpm 
[Expert@opsec-57]# cd pediags/ 
[Expert@opsec-57]# ./install.sh  
DELL SOFTWARE LICENSE AGREEMENT 
 
This is a legal agreement between you, the user, an d Dell Products, L.P 
("Dell") This agreement covers all software that is  distributed with the Dell 
product, 
……………………. 
exceed the number of licenses that you have. If the  number of users of 
Software installed on a network server will exceed the number of licenses, 
you must purchase additional licenses until the num ber of licenses equals the 
number of users 
 
Do you agree to the above license terms? ('y' for y es | 'Enter' to exit): y  
OMSA is installed - ignoring dependencies 
 
WARNING: USB diagnostics tests will not be availabl e because the usbutils 
package is missing. Install usbutils from the OS di stribution CD before 
running PowerEdge Diagnostics. 
 
Installing dell-pediags:         [ OK ] 
[Expert@opsec-57]# cd /opt/dell/pediags/oldiags/bin  
[Expert@opsec-57]# ./pediags memory --run time=5 fmt=tbl  
................................................... ..............................................
..... 
 
--------------------------------------------------- ---------- 
 ATTRIBUTE       | VALUE                                    | 
--------------------------------------------------- ---------- 
 Device Name     | System Memory                            | 
--------------------------------------------------- ---------- 
 Description     | Memory device(s) installed in th e system | 
--------------------------------------------------- ---------- 
 Device Location | Memory                                   | 
--------------------------------------------------- ---------- 
--------------------------------------------------- ---------------------------- 
 Test Name   | Status Test                                                    | 
--------------------------------------------------- ---------------------------- 
 Description | Reports the health status of system memory by reading and inte | 
             | rpreting Hardware Log events. See th e online help of Memory Di | 
             | agnostics for more information.                                | 
--------------------------------------------------- ---------------------------- 
--------------------------------------------------- ---------------------------- 
 Passes          | 150                                                        | 
--------------------------------------------------- ---------------------------- 
 Run Time        | 5 minutes                                                  | 
--------------------------------------------------- ---------------------------- 
 Result          | passed                                                     | 
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--------------------------------------------------- ---------------------------- 
 Start Time      | Tue Jan 22 02:49:06 2008                                   | 
--------------------------------------------------- ---------------------------- 
 Completion Time | Tue Jan 22 02:54:03 2008                                   | 
--------------------------------------------------- ---------------------------- 
 Result Event    | The test operation completed suc cessfully. No errors found | 
                 | .                                                          | 
--------------------------------------------------- ---------------------------- 
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