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CheckPoint OPSEC Component Management
This document presents instructions for managing the following OPSEC components:

= CheckPoint Smart Center Management Station — Scout registration with the
CheckPoint Smart Center Management Station See Registering the Scout with the
CheckPoint SmartCenter Management Station for more information.

=  Amon Server — Run the AMON server, which is responsible for transmitting status
messages from the Scout to the SmartCenter. See Sending Events to the SmartCenter
(AMON Server) for more information.

= SAM sarver — Configure the SAM server if you are blocking offensive sources
using Check Point’s Firewall-1® and the Scout. See Configuring the SAM Client
for more information.

= ELA server — Configure the ELA server if you are working with the Firewall-1®
ELA external logging system. See Configure the ELA for more information.

Registering the Scout with the CheckPoint SmartCenter Management
Station

You can register the Scout with the CheckPoint SmartCenter Management Station. Once
registered and connected to the AMON server, status messages regarding the Scout will
appear in the SmartView Status window of the SmartCenter.

2 You will berequired toregister the Scout to the SmartCenter to enable sslca
communication from a SAM client and ELA client.

To register the Scout:
1. Login to the Scout machine
2. Run the following command: fstool opsec. The OPSEC configuration menu appears.




ActiveScout Evaluation Report Generator

OPSEC Configuration Menu:
1) Add ActiveScout object to SmartCenter Server
2) Configure SAM client
3) Configure ELA client
4) Sart AMON server
5) Quit
Choice:
3. Select option 1, and press Enter. The following strings appears:
SmartCenter Management Server |P address :
SmartCenter Management Server at (X.X.X.X) user [admin] :
SmartCenter Management Server password :

Make sure all SmartDashboard client connections, any other RA tools or CPMI
client applications that might have a lock on the Check Point objects repository are
closed.

Press ENTER to continue

4. Enter the required information and press Enter. A series of registration messages
appear. After the registration is complete, the following message appears:

Press ENTER to return to main menu.




ActiveScout Evaluation Report Generator

The ActiveScou module is registered with SmartView and appears in the SmartView
Stataus Window.
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ActiveScout registered with the SmartCenter — SmartView Status Window

After you have registered the Scout, you must connect the Scout to the AMON
Server. The server is responsible for sending Scout status messages to the
SmartCenter.

Sending Events to the SmartCenter (AMON Server)
After you have registered the Scout with the SmartCenter, you must run the AMON server,
which isresponsible for transmitting status messages from the Scout to the SmartCenter.
These message appear in the SmartView Status window.
To send events to the SmartCenter:
1. Log in to the Scout machine.
2. Run thefollowing command: fstool opsec. The OPSEC configuration menu appears.
OPSEC Configuration Menu:
1) Add ActiveScout object to SmartCenter Server
2) Configure SAM client
3) Configure ELA client
4) Sart AMON server
5) Quit
Choice:
3. Select Option 4 and press Enter. The following message appears:
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Sarting AMON server...
Press ENTER to return to main menu
Basic Information about the Scout appears in the CheckPoint SmartView Status

window.
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ActiveScout registered with the SmartCenter — Connected to AMON Server

Configuring the SAM Client

Configure the SAM client if you are blocking offensive sources using the CheckPoint
firewall and the Scout. In addition, if the SAM client is configured using the ssica
authentication method, you will be required to register the Scout at the SmartCenter
Management Station. Messages regarding sslca communication are displayed at the
SmartCenter in the SmartView status window.
To configure the SAM client:
1. Log in to the Scout machine.
2. Run thefollowing command: fstool opsec. The OPSEC configuration menu appears.
OPSEC Configuration Menu:
1) Add ActiveScout object to SmartCenter Server
2) Configure SAM client
3) Configure ELA client
4) Sart AMON server
5) Quit
Choice:
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3. Select Option 2 and press Enter. The following message appears:
SAM server |P address :
SAM server port [ 18183] :
Choose SAM server (X.X.X.X) communication type:
1) clear No authentication (use for debugging only)
2) sslca:  Certificate based authentication (recommended)
Choice:

4. Select an option. It is recommended to choose option 2. If you choose option 2, your
Scout must be registered at the Check Point SmratCenter Management Station. See
Registering the Scout with the CheckPoint SmartCenter Management Sation for
more information.

After selecting an option, the following message appears.

Scout should be restarted for changes to be applied.
Restart Scout? (yes/no) [yes] :

5. Select yesto apply the configuration.

6. If you have not already done so, you must select the block with Scout and Firewall
option from the Block Method tab in the Policy dialog box of your Site or Enterprise
Manager. See the ActiveScout Site or Enterprise Manager User’s Guide for more
information.

Configure the ELA Client

If you are working with the Firewall-1® ELA externa logging system, you must configure
the ELA logger. In addition, if the ELA client is configured using the sslca authentication
method, you will be required to register the Scout at the SmartCenter Management Station.
M essages regarding sslca communication are displayed at the SmartCenter in the
SmartView status window.
To configure the ELA client:
1. Log in to the Scout machine.
2. Run thefollowing command: fstool opsec. The OPSEC configuration menu appears.
OPSEC Configuration Menu:
1) Add ActiveScout object to SmartCenter Server
2) Configure SAM client

3) Configure ELA client
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4) Sart AMON server
5) Quit
Choice:
3. Select Option 3 and press Enter. The following message appears:
ELA server IP address:
ELA server port [18183] :
Choose ELA server (X.X.X.X) communication type:
1) clear No authentication (use for debugging only)
2) sslca: Certificate based authentication (recommended)
Choice:

4. Select an option. It is recommended to choose option 2. If you choose option 2, your
Scout must be registered at the Check Point SmratCenter Management Station. See
Registering the Scout with the CheckPoint SmartCenter Management Sation for
more information.

After selecting an option, the following message appears.

Scout should be restarted for changes to be applied.
Restart Scout? (yes/no) [yes] :

5. Select yesto apply the configuration.




