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Introduction

IBM Storage Manager

IBM Tivoli Storage Manager enables you to protect your organization’s data from
failures and other errors by storing backup, archive, space management and bare-metal
restore data, as well as compliance and disaster-recovery data in a hierarchy of offline
storage. Because it is highly scalable, Tivoli Storage Manager can help protect
computers running a variety of different operating systems, on hardware ranging from
notebooks to mainframe computers and connected together through the Internet, wide
area networks (WANS), local area networks (LANS) or storage area networks (SANs). It
uses Web-based management, intelligent data move-and-store techniques and
comprehensive policy-based automation that are working together to help increase data
protection and potentially decrease time and administration costs.



The progressive incremental methodology used by Tivoli Storage Manager only backs
up new or changed versions of files, thereby greatly reducing data redundancy, network
bandwidth and storage pool consumption as compared to traditional methodologies
based on periodic full backups.

Backup-archive client

The Tivoli Storage Manager backup-archive client allows users to maintain backup
versions of files, which they can restore if the original files are lost or damaged. Users
can also archive files for long-term storage and retrieve the archived files when
necessary. Users themselves or administrators can register workstations and file
servers as client nodes with a Tivoli Storage Manager server. Operations can be
performed from the command line or by connecting to the client using a web browser.
The backup-archive client can also act as a scheduler to perform actions at intervals
specified on the Tivoli Storage Manager server.

Storage agen t

The storage agent is an optional component that may also be installed on a system that
is a client node. The storage agent enables LAN-free data movement for client
operations.

HSM client

The Hierarchical Storage Management (HSM) client is an optional program that runs on
a workstation or file server to provide space management services. The HSM client
automatically migrates eligible files to Tivoli Storage Manager storage to maintain
specific levels of free space on local file systems. Automatic recalls are made for
migrated files when they are accessed. Users are also permitted to migrate and recall
specific files.

SecurePlatform

SecurePlatform is a pre-hardened operating system that enables administrators to
install Check Point’s market-leading Security Gateway, Security Management, and
other products within five minutes on Intel or AMD based open servers. SecurePlatform
is also the operating system on most Check Point appliances. It eliminates the need for
administrators to uninstall or reconfigure portions of the operating system or to apply
fixes manually whenever a new vulnerability is found. Instead, SecurePlatform provides
a preconfigured, pre-hardened operating system that meets the requirements of the
most demanding network environments.

SecurePlatfom support of Tivoli Storage Manager cli  ents



The Tivoli v5.5.2 backup-archive client for Linux x86 is compatible with Check Point
SecurePlatform. The storage agent and HSM client have not been tested and are not
considered compatible at this time.

The rest of this document describes the features of the backup-archive client that are
supported on SecurePlatform, describes how to install and configure the client, and
finally provides some pointers for using Tivoli Storage Manager to manage
SecurePlatform files.

Test configuration

Check Point Software
- SecurePlatform VPN-1 NGX R65 and Security Management R70
- SecurePlatform Provider-1 R65 and Provider-1 R70

IBM Software
- Storage Manager v6.1 on Windows 2003 SP2
- Storage Manager v5.5.2 backup-archive clients

Note:

The v6.1.0 backup-archive client is not supported at this time.

SecurePlatform supports the 32 bit API package, but not the 64 bit API package.
Testing was limited to the English backup-archive language pack.

R65 limitation: ANS1152W The kernel level is below the required level for LVM support.
No LVM volumes will be available for image operations.

Firewall policy requirements

Firewall rules
src host, dst SecurePlatform, TCP 1581 (Web client)
src SecurePlatform, dst Tivoli Storage Manager, TCP 1500 (client to server)

Linux x86/x86 64 client environment

This section contains client environment information, Tivoli Storage Manager client
components, and hardware and software requirements for the Linux on Intel x86 (Linux
x86/x86_64) platform.

Client Components and SecurePlatform Support



Backup-archive client (command line)

supported

Administrative client (command line)

supported

Backup-archive Java Graphical User
Interface (Java GUI)

not supported

Tivoli Storage Manager API

Web backup-archive client

supported

Hierarchical Storage Management client

not supported

Hardware requirements

x86-based PC (Pentium® or newer) or AMD64/EM64T processor
The following are the minimum disk space requirements:

8 MB for the API 32-hit

26 MB for the Backup-Archive client

Memory: 128 MB

A minimum screen resolution of 800 by 600 pixels is required to display the Tivoli
Storage Manager Backup-Archive Client Java GUI and Web GUI.

Software requirements

The backup-archive client requires the following software to run:

One of the following:

Java JRE 1.5 or 1.4.x (where x>=1)

A Mozilla 1.4 or higher browser for the Java GUI and to access online help and

documentation

For EXT2/EXT3/XFS ACL support, SecurePlatform includes the libacl-2.2.3-1cp

package.

The image backup and restore functions for LVM2 volumes require
libdevmapper.so Version 1.01 or higher. If the library is at a lower level than
required or it is not available, image function for LVM2 volumes will fail. The
libdevmapper.so library is distributed with the LVM2 packages. SecurePlatform
contains the lvm2-2.00.15-20cp package, however LVM is not supported on the

R65 2.4 kernel.

Installation

Follow these steps to install Tivoli Storage Manager:




1. Login as the expert user and mount the Tivoli Storage Manager UNIX client CD to
/cdrom.

[Expert@opsec-65]# mount /mnt/cdrom

2. Change to the directory where the packages are stored: cd
/mnt/cdrom/tsmcli/linux86. If the Tivoli Storage Manager UNIX client CD is not
mounted to /mnt/cdrom, or if the packages are stored in a different directory (e.g.
downloaded by ftp), change to the correct directory.

Notes:

a. Make sure that you install these packages in the given order. This is required
because the Tivoli Storage Manager API package is a prerequisite of the
Backup-Archive client package.

b. The Web client is an integral part of the backup-archive client package and
cannot be installed without it.

3. Enter the following commands to install the 32-bit APl and the Tivoli Storage
Manager Backup-Archive (B/A) client. This will install the command-line and the

administrative client:
# rpm -i TIVsm-APL.i386.rpm
# rpm -i TIVsm-BA.i386.rpm

[Expert@opsec-65]# rpm -ivh TIVsm-AP1.i386.rpm

Preparing... BHHHH AR HHHHHH A [100%]
L:TIVSm-API HH B HHTHEHE A [100%)

Postinstall of the API

TSM Linux API installation complete.

Be sure to set up the configuration files!

[Expert@opsec-65]# rpm -ivh TIVsm-BA.i386.rpm

Preparing... HHH T [100%0)
1:TIVsm-BA HHHHHHEHH T [100%0)

Postinstall of the Backup Archive client

TSM Linux client installation complete.

Be sure to set up the system configuration file bef ore starting the client!

Note: The Tivoli Storage Manager default language is English. Installation of other
language packs was not tested.

Configuration

Before you can use Tivoli Storage Manager, your node must be registered with the
server. The process of setting up a node name and password is called registration.



There are two types of registration: open and closed. Your Tivoli Storage Manager
administrator chooses the type of registration for your site.

If you plan to use a Web client, you must have an administrative user ID with system
privilege, policy privilege, client access authority, or client owner authority. When a new
node is registered, an administrative user ID is automatically created for the node. By
default, this node has client owner authority.

With open registration, a system administrator can register your workstation as a client
node with the server. The following describes an open registration process.

The first time you start a session, Tivoli Storage Manager prompts you for information
necessary to register your workstation with the server identified in your client options
file. You need to supply your node name, a password, and contact information. When
you use open registration:

Your client node is assigned to a policy domain named standard .

You can delete archived copies of files from server storage, but not backup

versions of files.

When using the backup-archive GUI, command-line client, or the Web client, you can
log on using a node name and password or administrative user ID and password. Tivoli
Storage Manager prompts for your user ID and compares it to the configured node
name. If they match, Tivoli Storage Manager attempts to authenticate the user ID as a
node name. If the authentication fails or if the user ID does not match the configured
node name, the client attempts to authenticate the user ID as an administrative user ID.

Create a client options file

The client options file specifies one or more Storage Manager servers to contact for
services, and communications options for each server. This file can also include
authorization options, backup and archive processing options, and scheduling options.
The backup-archive client includes a sample dsm.sys file named dsm.sys.smp.

[Expert@opsec-65]# cd /opt/tivoli/tsm/client/ba/bin
[Expert@opsec-65]# cp dsm.sys.smp dsm.sys

Edit dsm.sys and set the address, port, and communication method. In this example
you can also specify whether the client will run the scheduler and/or web client and
where the log files are stored. Follow this template for this file.

[Expert@opsec-65]# cat dsm.sys

kkkkkkkkkhkkkkhkkkkkkhkkkhkkkhkkkkkkhkhkkkhkkkkkkkkkkkk kkkkkkkkkhkkkkkkkhkkkkk



* IBM Tivoli Storage Manager *

* *

* Sample Client System Options file for UNIX (dsm.s ys.smp) *
kkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkhkhhhkhhhhhkk kkkkkkkkkkkkkkkkkkkkk
* This file contains the minimum options required to get started

* using TSM. Copy dsm.sys.smp to dsm.sys. In the dsm.sys file,

* enter the appropriate values for each option lis ted below and

*

remove the leading asterisk (*) for each one.

If your client node communicates with multiple T SM servers, be
sure to add a stanza, beginning with the SERVERN AME option, for
* each additional server.

*  *

kkkkkkkkkhkkkkhkkkhkkkkhkkkhkkkhkkkhkkkhkhkkkkhkkkkkkkkkkkk kkkkkkkkkhkkkkkkkkkkkk

Servername <enter_the_Tivoli_Storage_Manager_hostna me>
Commmethod TCPip
Tcpport 1500
TCPServeraddress <enter_the_Tivoli_Storage Man ager_ipaddr>

passwordaccess generate
managedservices schedule webclient

httpport 1581

schedlogname /optitivoli/tsm/client/ba/bin /dsmsched.log

errorlogname /optitivoli/tsm/client/ba/bin /dsmerror.log
Where:

Servername begins a group of options (stanzas) used to connect to the Tivoli Storage
Manager server. You can set up multiple groups of stanzas in the dsm.sys file to
connect to different servers

Commmethod specifies the communication method you use to provide connectivity for
client-server communication.

Tcpport specifies a TCP/IP port address for a Tivoli Storage Manager server. You can
obtain this address from your administrator.

Tcpserveraddress specifies the TCP/IP address for a Tivoli Storage Manager server.
You can obtain this server address from your administrator.

passwordaccess generate enables scheduler to start unattended.

managedservices specifies whether the Tivoli Storage Manager client acceptor
daemon manages the scheduler, the Web client, or both. In this example both are
enabled. The client acceptor daemon, dsmcad, serves as an external timer for the
scheduler. When the scheduler is started, it queries the server for the next scheduled
event. The event is either executed immediately or the scheduler exits. The client
acceptor daemon restarts the scheduler when it is time to execute the scheduled event.
httpport specifies a TCP/IP port address for the Web client.

schedlogname specifies the path and file name where you want to store schedule log
information.

errorlogname specifies the fully qualified path and file name of the file where error
messages are written. The value for this option overrides the DSM_LOG environment



variable. The dsmwebcl.log and dsmsched.log files are created in the same directory as
the error log file you specify with the errorlogname option.

Note: See the Tivoli Storage Manager documentation for a full list of options.

Connect to the Tivoli Storage Manager

Below is the example of an open registration of the client. This step sets the username
and password for later operations.

[Expert@opsec-65]# dsmc query session
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface
Client Version 5, Release 5, Level 2.0
Client date/time: 07/30/09 17:20:35
(c) Copyright by IBM Corporation and other(s) 1990, 2009. All Rights
Reserved.

Node Name: OPSEC-65
Your ID (OPSEC-65) is not currently registered with the server.

Enter the following information to set up a new ID:
Please enter a password: Fhkkkkkkkk
Enter new password for verification: Frkkkdkkkk
Enter contact information: admin@example.com
Session established with server BDLAB10_SERVERL: Wi ndows
Server Version 6, Release 1, Level 1.0
Server date/time: 07/30/09 17:23:22 Last acces s: 07/30/09 17:23:17

TSM Server Connection Information

Server Name.............. BDLAB10_SERVER1
Server Type.............. Windows

Archive Retain Protect..: "No"

Server Version........... Ver. 6, Rel. 1, Lev. 1.0

Last Access Date........: 07/30/09 17:23:17
Delete Backup Files.....: "No"
Delete Archive Files....: "Yes"

Node Name................ OPSEC-65
User Name................ root

Verify that the client connected in Administration Center.



OPSEC-65 Properties

General

General
A client node is a systern that has 2 Tiveli Storage Manager client prograrn installed onit. The Tivali

Security Storage Manager client program rmay be & backup-archive client, an API client, or a Data Protection
application client.
Cormrmunications Mare Type
Schedulas [oPsEC-65 client
File Spaces Operating System Client node version
Linuxg& 2,4,21-21 Version 5, release 5, level 2.0
Backup Sets
Statickics Contack information
|admin
Advanced Settings
) Policy Domain
Erozy Authority STANDARD
Cption set

I-- Salect an Option Set --;I

Set environment variables

If you are going to run commands manually the following environment variables should
be added to the .bash_profile file in the $HOME directory.

There are three environment variables you can set which affect Tivoli Storage Manager
processing:

PATH Includes the directory where the executable file dsmc resides. This is the
/opt/tivoli/tsm/client/ba/bin directory.

DSM_DIR

Specifies the directory where the executable file dsmc, the resource files, and the
dsm.sys file reside. You cannot specify the root (/) directory for DSM_DIR. If DSM_DIR
is not set, the executables are expected in the default installation directory.

When you request an image backup, image restore, snapshot-based file backup, NAS
backup, or NAS restore, Tivoli Storage Manager uses the DSM_DIR environment
variable to locate the corresponding plug-in library. If DSM_DIR is not set, the client will
look for the plug-in library in the following directory; /opt/tivoli/tsm/client/ba/bin/plugins.

DSM_CONFIG

Specifies the fully-qualified path and file name of the client user options file for users
who create their own personalized options file. The root directory is not a valid value for
DSM_CONFIG. If the root directory is specified, the log will be written to the default
directory. Specify a directory other than the root directory. If DSM_CONFIG is not set, or
the -optfile option is not used, the client user options file is expected to satisfy both of
these requirements:



The options file must be named dsm.sys.

If DSM_DIR is not set, then the file must reside in the default installation
directory. If DSM_DIR is set, then the file must reside in the directory specified by
DSM_DIR.

DSM_LOG

Points to the directory where you want the dsmerror.log, dsmwebcl.log, and
dsmsched.log files to reside. You cannot specify the root (/) directory for DSM_LOG.
The error log file contains information about any errors that occur during processing.
The client creates the error log to help the Tivoli Storage Manager technical support
team diagnose severe errors.

Enter the environment variables in the .bash_profile file (Bourne shell) in your $SHOME
directory.

For example:

DSM_ DIR=/opt/tivoli/tsm/client/ba/bin
DSM_CONFIG=/opt/tivoli/tsm/client/ba/bin/dsm.sys
DSM_LOG=/opt/tivoli/tsm/client/ba/bin

export DSM_DIR DSM_CONFIG DSM_LOG

Create a SecurePlatform startup script for the sche  duler and/or web client

Your Tivoli Storage Manager administrator can schedule Tivoli Storage Manager to
perform tasks automatically. For example, you can automatically back up files at the
end of each day or archive some of your files every Friday. This procedure, known as
central scheduling, is a cooperative effort between the server and your client node. Your
administrator associates clients with one or more schedules that are part of the policy
domain maintained in the server database. The Tivoli Storage Manager administrator
defines central scheduling on the server and you start the client scheduler on your
workstation. Once you start the client scheduler, further intervention is not necessary.

The Tivoli Storage Manager Client Acceptor daemon, dsmcad, can manage the
scheduler. In this case, the dsmcad process serves as an external timer for the
scheduler. When the scheduler is started, it queries the server for the next scheduled
event. The event is either run immediately or the scheduler exits. The dsmcad process
restarts the scheduler when it is time to run the scheduled event.

To automatically start the Client Acceptor daemon SecurePlatform supports the
chkconfig utility which manages startup scripts. Create the following dsmcad script in
/etc/init.d and give it execute permissions. For your convenience this is available on the
Tivoli Storage Manager OPSEC page. Copy or create the file in the /etc/init.d directory.



[Expert@opsec-65]# cat /etc/init.d/dsmcad
#!/bin/sh

# chkconfig: 2345 99 99
# description: Runs Tivoli Storage Manager Client A
# source function library
. letc/re.d/init.d/functions

DSM_DIR=/opt/tivoli/tsm/client/ba/bin
DSM_CONFIG=/opt/tivoli/tsm/client/ba/bin/dsm.sys
DSM_LOG=/optftivoli/tsm/client/ba/bin

case $1in
'start)
echo -n "Starting dsmcad: "
daemon $DSM_DIR/dsmcad
touch /var/lock/subsys/dsmcad

'stop')
echo -n "Shutting down dsmcad: "
killproc dsmcad
rm -f /var/lock/subsys/dsmcad
echo

resiiart)
$0 stop
$0 start

status)
status dsmcad
" "
echo "Usage: dsmcad {start|stop|restart|sta

exit 1
esac

Add execute permission to the script.

[Expert@opsec-65]# chmod a+x /etc/init.d/dsmcad

cceptor Daemon

tus}”

Configure dsmcad to start automatically when the system boots.

[Expert@opsec-65]# chkconfig dsmcad on

Start the Client Acceptor daemon. In this example this will start the scheduler and
webclient since they are both included in the managedservices option in the

/opt/tivoli/tsm/client/ba/bin/dsm.sys file.
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[Expert@opsec-65]# service dsmcad start
[Expert@opsec-65]# [ OK ]

Check the status of the Client Acceptor daemon.

[Expert@opsec-65]# service dsmcad status
dsmcad (pid 1797) is running...

Manage the Backup-Archive client and scheduler logs.

SecurePlatform includes a utility to manage log files. To let this utility manage the Tivoli
Storage Manger client log files add the following three lines to
letc/cpshell/log_rotation.conf. In this example this is set using the errorlogname and
schedlogname options in dsm.sys.

/optitivoli/tsm/client/ba/bin/dsmerror.log 65536 4
/opt/tivoliftsm/client/ba/bin/dsmsched.log 65536 4
/optitivoliftsm/client/ba/bin/dsmwebcl.log 65536 4

[Expert@opsec-65]# cat /etc/cpshell/log_rotation.conf
# File max si ze backlog
/var/log/messages 65536 4
Ivar/log/boot.log 104857 6
/opt/tivoli/ftsm/client/ba/bin/dsmerror.log 65536
/optitivoliftsm/client/ba/bin/dsmsched.log 65536
/optitivoliftsm/client/ba/bin/dsmwebcl.log 65536

A Dd

Uninstalling the Linux x86/x86_64 client

Follow these steps to uninstall all the packages related to Tivoli Storage Manager,
including the command line, GUI, Web GUI and administrative client components. Make
sure that you uninstall the packages in the given order.

1. Tivoli Storage Manager backup-archive package: Enter the following command to
uninstall the Tivoli Storage Manager backup-archive client. This will uninstall all of
the components of the backup-archive client (command-line, GUI, Web GUI and the
administrative client).

[Expert@opsec-65]# service dsmcad stop
Shutting down dsmcad: [ OK ]
[Expert@opsec-65]# chkconfig dsmcad off

[Expert@opsec-65]# rpm -e TIVsm-BA



Uninstall of the Backup Archive client
Uninstall of the Backup Archive client complete

Note: You cannot uninstall a single component of this package (e.g. Web GUI) without
uninstalling the complete package.

2. To remove the 32-bit API package execute the following command as root user:

[Expert@opsec-65]# rom—e TIVsm-API

Note: The changes to /etc/init.d/dsmcad, $HOME_DIR/.bash_profile, and
letc/cpshell/logrotation.conf will need to done manually.

Check Point Backup Options

SecurePlatform backup and restore commands

Secure Platform provides a command line or Web GUI capability for conducting
backups of your system settings and products configuration. The backup utility can
store backups either locally on the SecurePlatform machine hard drive or remotely to a
TFTP server or SCP server. The backup can be performed on request, or can be
scheduled to take place at set intervals.

The backup files are kept in tar gzipped format (.tgz). Backup files saved locally are kept
in /var/CPbackup/backups. The restore command line utility is used for restoring
SecurePlatform settings and/or Product configuration from backup files.

See the Secure Platform documentation for exact syntax for the backup command.

You can choose to export the existing Check Point configuration of your machine
(including which Check Point products are installed, and all their configuration files).
This can be later used to import to a clean machine (any Check Point supported OS),
enabling you to replace an existing machine with another (with an identical Check Point
configuration).

Log in to the SecurePlatform web Ul and create a backup schedule that occurs when no
one is likely to be logged in using SmartDashboard.
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Scheduled backup
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© ®
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@ Network:
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s Date and Time

= Backup

= Upgrade

n Web Server

n Device Administrators

» Authentication Servers
» Web and 55H Clients

s Administrator Security

Product Configuration
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Current device dste and time: Thu, Jul 15, 2005 15:12 GMT=0

|Upgrade|

Recur every: i day of the month

{* [C Monday [] Tuesday [ | Wednesday ¥ Thursday

[~ Friday [T saturday [ ] Sunday

(¥) https://172.25.1.165
& Read/Write access

Backup to: {* This device

{ TFTP server

IF Address/Hostname: | |

{" SCP server

1P Address/Hostname: | |

User name: | |

Password: | |

[ include Check Point Products log files in the backup

Command line example

You can also set a backup schedule using the CLI. For example;

[Expert@opsec-65]#

backup --sched on 23:05 -w Sun

Provider-1 mds_backup and mds_restore commands

Classification: A[Unrestricted]—For everyone
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On Provider-1 an additional utility is available for backing up mds files. To use this
utility perform the following steps:

1.
2.
3.
4.
5.

[Expert@opsec-65]# mds_backup

Verify that GZIP and GUNZIP are installed on the server

Close the MDG and all other GUI clients connected to the MDS
Login as superuser

Type "mdsenv" to set the MDS environment

Run the following command from the command line interface (CLI):

6. The resulting file will be found in the root directory of the MDS and will be named
similar to this:
18Dec2001-140231.mdsbk.tgz

mds_backup

Description This utility stores binaries and data from your MDS installation. Runs the
gtar command on the root directories of data and binaries. Any extra information located
under these directories is backed up except from files that are specified in
mds_exclude.dat file. The collected information is wrapped in a single zipped tar file.
The name of the created backup file is constructed by the date and time of the backup,
followed by the extension .mdsbk.tgz. For example:

13Sep2002-141437.mdsbk.tgz.

Usage mds_backup [-g -b {-d <target dir name>} -v -h]

mds_restore

Description Restores a MDS that was previously backed up with mds_backup. For
correct operation, mds_restore should be restored onto a clean MDS installation.

Usage mds_restore <backup file>

See the Check Point documentation for additional information about these commands;
backup, restore, mds_backup, and mds_restore.

Testing the Configuration

From the command line



A command line session can be started using the dsmc utility. This example shows
how to archive and retrieve the SecurePlatform /etc/hosts file.

[Expert@opsec-65]# dsmc archive /etc/hosts
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface
Client Version 5, Release 5, Level 2.0
Client date/time: 07/30/09 17:39:29
(c) Copyright by IBM Corporation and other(s) 1990, 2009. All Rights
Reserved.

Archive function invoked.

Node Name: OPSEC-65

Session established with server BDLAB10 SERVER1: Wi ndows
Server Version 6, Release 1, Level 1.0
Server date/time: 07/30/09 17:41:27 Last acces s: 07/30/09 17:29:50

Directory--> 4,096 /etc [Sent]

Normal File--> 215 /etc/hosts [Sent]

Archive processing of '/etc/hosts' finished without failure.

Total number of objects inspected: 2

Total number of objects archived: 2

Total number of objects updated: 0

Total number of objects rebound: 0

Total number of objects deleted: 0

Total number of objects expired: 0

Total number of objects failed: 0

Total number of bytes transferred: 239 B

Data transfer time: 0.00 sec

Network data transfer rate: 46,679.68 KB/sec

Aggregate data transfer rate: 0.04 KB/sec

Objects compressed by: 0%

Elapsed processing time: 00:00:05

[Expert@opsec-65]# dsmc retrieve /etc/hosts
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface
Client Version 5, Release 5, Level 2.0
Client date/time: 07/30/09 17:42:22
(c) Copyright by IBM Corporation and other(s) 1990, 2009. All Rights
Reserved.

Retrieve function invoked.

Node Name: OPSEC-65

Session established with server BDLAB10 SERVER1: Wi ndows
Server Version 6, Release 1, Level 1.0
Server date/time: 07/30/09 17:44:20 Last acces s: 07/30/09 17:41:32



--- User Action is Required ---
File '/etc/hosts' exists

Select an appropriate action
1. Replace this object

2. Replace all objects that already exist

3. Skip this object

4. Skip all objects that already exist

A. Abort this operation
Action [1,2,3,4,A] : 1

Retrieving 215 /etc/hosts [Done]

Retrieve processing finished.

Total number of objects retrieved: 1

Total number of objects failed:

0

Total number of bytes transferred: 239 B

Data transfer time:

Network data transfer rate:
Aggregate data transfer rate:
Elapsed processing time:

From the Web client

The same operation can be performed using the webclient that was previously started
using the dsmcad startup script. In this example the webclient port is set to 1581 using

0.00 sec
10,147.75 KB/sec

0.10 KB/sec
00:00:06

the httpport option in dsm.sys.

Connect to the web client at http://<secureplatform>:1581

Classification: A[Um‘estricted]—lior everyone
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—

& Check Point

Click on File -> Connection Information and enter the password for the client.

TSM Login x|

= Login into a TSM server

User id: [OPSEC-55

Fasswiord: |*‘“‘**

Login Cancel | Help |

19
Classification: A[Unrestricted]—For everyone



Test the backup of a single file like /etc/hosts from SecurePlatform to the Tivoli Storage
Manager. Click on Backup and select /etc/hosts.



Classification:

[Unrestricted]—For everyone
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Restore the same /etc/hosts file by selecting Restore and the file on the Tivoli Storage
Manager storage device.



Archive one of the backup files. Click on Archive and select a file in
Ivar/CPbackups/backups directory.



Classification:

[Unrestricted]—For everyone
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The dsmadmc utility

This utility enables remote administration of the Tivoli Storage Manager Server from the
client. The username and password is set on the Storage Manager Server. In this
example we query the status of the Storage Manager server.

[Expert@R70sg]#  dsmadmc
IBM Tivoli Storage Manager

Command Line Administrative Interface - Version 5, Release 5, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2009. All Rights
Reserved.
Enter your user id: admin
Enter your password: Fkkdkk
Session established with server BDLAB10_SERVERL: Wi ndows

Server Version 6, Release 1, Level 1.0

Server date/time: 07/31/09 16:48:41 Last acces s: 07/31/09 16:48:04

tsm: BDLAB10_SERVERZ1> query status



Storage Management Server for Windows - Version 6, Release 1, Level 1.0

Server Name: BDLAB10_SER VER1
Server host name or IP address: 172.25.1.66
Server TCP/IP port number: 1500
Crossdefine: Off
Server Password Set: No
Server Installation Date/Time: 07/13/09 13:35:21
Server Restart Date/Time: 07/29/09 03:10:09
Authentication: On
Password Expiration Period: 90 Day(s)
Invalid Sign-on Attempt Limit: O
Minimum Password Length: 0
Registration: Open
Subfile Backup: No
Availability: Enabled
Accounting: On
Activity Log Retention: 1 Day(s)
Activity Log Number of Records: 1966
Activity Log Size: <1 M
Activity Summary Retention Period: 30 Day(s)
more... (<ENTER> to continue, 'C' to cancel)

Next Steps

The next steps are to use Storage Manager to create a set of backup files of your
SecurePlatform system. A simple method is to use the SecurePlatform backup
commands to create a scheduled backup and then use Storage Manager to archive
those backup files. In the archive you can set an option to delete the files from the
SecurePlatform system to ensure that the backup files do not use up all of the free disk
space available on the SecurePlatform system.

On the Tivoli Storage Manager policies are rules that determine how the client data is
stored and managed. The rules include where the data is initially stored, how many
backup versions are kept, how long archive copies are kept, and so on.

You can have multiple policies and assign the different policies as needed to specific
clients, or even to specific files. Policy assigns a location in server storage where data is
initially stored. Server storage is divided into storage pools that are groups of storage
volumes.

Server storage can include hard disk, optical, and tape volumes.



The steps in the process are as follows:

1. A client initiates a backup, archive, or migration operation. The file involved in the
operation is bound to a management class. The management class is either the
default or one specified for the file in client options (the client’s include-exclude list).

2. If the file is a candidate for backup, archive, or migration based on information in the
management class, the client sends the file and file information to the server.

3. The server checks the management class that is bound to the file to determine the
destination, the name of the Tivoli Storage Manager storage pool where the server
initially stores the file. For backed-up and archived files, destinations are assigned in
the backup and archive copy groups, which are within management classes. For
space-managed files, destinations are assigned in the management class itself. The
storage pool can be a group of disk volumes, tape volumes, or optical volumes.

4. The server stores the file in the storage pool that is identified as the storage
destination. The Tivoli Storage Manager server saves information in its database



about each file that it backs up, archives, or migrates. If you set up server storage in
a hierarchy, Tivoli Storage Manager can later migrate the file to a storage pool
different from the one where the file was initially stored. For example, you may want
to set up server storage so that Tivoli Storage Manager migrates files from a disk
storage pool to tape volumes in a tape storage pool.

For more information refer to the Tivoli Storage Manager Administrator Guide.

Troubleshooting Problems

Check the log files in the /opt/tivoli/tsm/client/ba/bin directory.

Contact Check Point Support or check out the support options at the Check Point
Support Center.

Contact IBM Support or check out the support options available for IBM Storage
Manager Support.
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