Set up I nstructions

[.) Install SilverBack on your LAN network.

1) Create Windowsand Unix (SNMP) credentialson the
SilverBack Appliance that have Admin preveledgeson the
CheckPoint Management Station.

[11.) Discover CheckPoint Management Stations using the
Silver Back Appliance.

IV.) Adding Windows Services Monitoring:
(Ref. Monitoring Policy Guide page 10-10)

1. Navigateto Setup -> Palicies -> View Windows Services Monitor.

2. Under the column labeled Name you will find Checkpoint Services, right
click on Checkpoint Services and select Edit PC from MPT.
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3. It will giveyou awarning, click OK.
4. Click on the Servicestab.

The Services tab form appears, enabling you to select Windows
Services to monitor. The Windows Services displayed in the Services
tab form will be pruned to show only Windows Services that are
visible and editable from your User account.




5. Seect the Windows Services by performing the following steps:
a.Expand the Management Domains and Ser vices selections.
b.Click in the checkboxes corresponding to the Services you

want to monitor and click Add button for all that apply of the
following:

(Services will vary depending on CheckPoint Installation)
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1. Click on the Save button to save your work.

Set up for Checkpoint Management Station running on UNIX:

Configure Syslog to send messagesto your local Silver Streak. It isbest to consult
your specific vendors documentation on how to accomplish this but typically you
will need to do the following steps.

1. Edit the/etc/syslog.conf file and add thefollowing lines:

# Remotelogging

*.emerg,*.alert,*.crit,*.err,*.warning @<IP Addressof Silver Streak>

2. restart the syslog daemon.

/etc/re.d/init.d/syslog restart or Kill -HUP syslogd

Open SmartDashboard and select Policy and Global Properties.
Select Alert Commandsunder Log and Alert
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Change User Defined Alert 1to run User Defined script
Type: logger -p localS.error in the entry box

Change User Defined Alert 2 1 to run User Defined script
Type: logger -p local5.warningin the entry box

Thiswill create a Syslog message on your Management Station and send it to

Silver Back once the management station is configured to send Syslog messages. The
following isthe format of the messages that will be sent:

Logger —p <Facility>.<Priority>

Thefollowing is a sample message:
Jun 20 14:28:16 Manager Checkpoint: [ID 702911 localO.crit] 20Jun2006 14:30:09

accept Enforcement_modulel  >eth-slplcO useralert rule: 15; rule uid:
{E310DA4B-9A3C-4087-8945-399332C1A62B}; service id: telnet; src: corp_scott;



dst: Enforcement_modulel; proto: tcp; product: VPN-1 & FireWall-1; service:
telnet; s port: 2111;

+  Onthe Checkpoint Management Station running on Windows

Copy EventL ogger Install Softwareto Windows Checkpoint Management
Station. Open up EventL ogger by double clicking on it. Doubleclick on
Setup.exe. Thiswill run through an installer. Click Finish. If you need to
uninstall software. Open up Windows Add and Remove Softwar e from the
Control Panel. Highlight EventL ogger and select Remove.

Open SmartDashboard and select Policy and Global Properties.
Select Alert Commandsunder Log and Alert
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Change User Defined Alert 1to run User Defined script
Type: cscript c:\logger\create event.vbsin the entry box



Change User Defined Alert 2 1 to run User Defined script
Type: cscript c:\logger\create event.vbsin the entry box

Thiswill create a Event log message in the Application log of the Management
station:

Thefollowing is a sample message:

il

Ewvent |

Drate: 42006 Souwrce:  CheckPaint + |
Timne: 10:55:20 A Cateqory: Mone

Type: W arhing Event|D: 1 ¥ |
User: M
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14Jul2006 10:59:19 accept checkpoint >E10007 uzeralert? mile: 1;
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Review your policy and change the Track field to User Defined 2 to indicate that you
would like an alert sent whenever a packet that matched thisruleisused.



It isalso possible to change some global valuesto alert via syslog or eventlog. This
can be configured viathe Log and Alert in Global Properties.



If you are utilizing SmartDefense you can alert on attack conditions by selecting
User Defined Action in any under the SmartDefense tab.



Y ou can now begin monitoring for Checkpoint Events by applying the Checkpoint
monitoring policy within Silver Back



